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INTRODUCTION

Introduction

Aims

This book has been written for students of Cambridge IGCSE® Information and
Communication Technology (0417/0983) for examination from 2023. It fully

covers the syllabus content, provides guidance to support you throughout the
course and helps you to prepare for the examination.

Assessment

The information in this section is taken from the Cambridge IGCSE Information
and Communication Technology 0417/0983 syllabus for examination from 2023.
You should always refer to the appropriate syllabus document for the year of
examination to confirm the details and for more information.

The syllabus document is available on the Cambridge International website at:

www.cambridgeinternational.org

There are three examination papers:

Paper 1 Theory

Paper 2 Document
Production, Databases
and Presentations

Paper 3 Spreadsheets
and Website Authoring

Duration 1 hour 30 minutes | 2 hours 15 minutes 2 hours 15 minutes
Marks 80 marks 70 marks 70 marks

Syllabus sections | 1-21 11-16, 17,18, 19 11-16, 20, 21
examined

Papers 2 and 3 assess practical skills using a range of different software

applications.

How to use this book
Organisation

The content is organised into 21 chapters, corresponding to the syllabus. The
content is generally in the same order as the syllabus, although the material
within practical chapters is presented in a natural teaching order to aid both
teaching and learning, so may deviate slightly.

The material directly relevant to practical skills are covered in the practical

chapters 11-21.
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Features

Learning outline

Each chapter opens with an outline of the subject material to be covered. The
practical chapters 11-21 also state required prior knowledge and source files
used.

In this chapter you will learn how to:

locate stored files

open and import files of different types

save files in a planned hierarchical directory/folder structure

save files using appropriate file names

display file details in a directory/folder

save, export and print files in a variety of formats

understand the need for, characteristics and uses of generic file formats
understand the need to reduce file sizes for storage or transmission
reduce file sizes for storage or transmission using file compression.

* % o ok ok o o

For this chapter you will need the source file remora.jpg.

Exercise

Chapters 1-10 contain short exercises to help recap and confirm knowledge and
understanding of the concepts covered.

Exercise 1a

Name a number of devices in the home that contain What are the advantages and disadvantages of using
embedded microprocessors, which can be controlled  smartphones, tablets or phablets to control these
by smartphones, tablets or phablets using an appand  devices?

the internet.

Exam-style questions

Chapters 1-10 conclude with exam-style questions, to provide practice with
theory questions. Where these are taken from past papers, the details of the
specific past paper appear at the end of the question. Any questions without this
reference have been written by the authors of this book.

1 TYPES AND COMPONENTS OF COMPUTER SYSTEMS

Exam-style questions

1 There are a number of different types of computer. Write down the type of
computer that best fits the following descriptions.
a A computer that is difficult to move and has a separate monitor and

keyboard. [1]
b A portable computer that includes a physical keyboard. [1]
¢ A thin portable computer that has a touch screen and a battery in a

single unit, and normally used to make phone calls. 1
d A mobile phone that can be used as a computer. [1]

Cambridge IGCSE Information and Communication Technology 0417/12 paper 1
February/March 2016, Question 1

vii
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Task

Chapters 11-21 contain tasks throughout. Each task is a step-by-step worked
example of a practical examination-style question. They often include the use
of source files. The text demonstrates techniques used to solve the task using
easy-to-follow step-by-step instructions, along with numerous screenshots, so
that practical skills are developed alongside knowledge and understanding.

Task 11a

Create a new folder to store your work for this chapter in. Call this folder Chapter 11.
Create two new sub-folders called Source Files and Worked. Open the file remora.
jpg in a graphics package. Save the image remora.jpg in your Source Files folder.

Activities
These are examination-style questions in the practical section, usually at the end

of a chapter or section. These often include the use of source files. Answers and
mark schemes are available on Boost:

Activity 12a

Open the image snowangel.png in 2 suitable package.
Rotate the image #0° clockwise. Save the image as
snowangell.png. Save the image again as snowangell_jpg.
Show evidence of the finished image, the filenames and fila
cires.

Advice
These provide helpful tips and background throughout the book.

Advice

In some schools, network managers may have disabled some of these methods
of opening files. This is to help increase the network security and keep your work
safe. If this is the case use one of the other methods to open files.

Links

Link
Numerous topics in ICT are connected together. The Links feature states where
relevant material is covered elsewhere in the book. Importing files will
be covered in other
chapters as different
Colour codes and symbols used Gty
Some words or phrases within the text are printed in red. Definitions of these different methods.

terms can be found in the glossary within the Teacher Resource on Boost.

Read-only memory (ROM) is a memory used to store information that needs to
be permanent. It is often used to contain, for example, configuration data for
a computer system. Chips used for ROM cannot be altered and can only be read
from (hence their name). One of the main advantages is that the information
stored on the ROM chip is not lost, even when power is turned off to the
computer. They are often referred to as non-volatile memories. This was fully
defined in Figure 1.1.

It is worth noting that that ROM also contains some coding known as the boot
file. This code tells the computer what to do when 1t first starts up; it is often
referred to as the BIOS (basic input/output system).

viii
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In the practical section, words that appear in blue indicate an action or location
found within the software package. Blue text that is in chevrons <like this>
indicated that this is a key to be pressed on the computer’s keyboard, for example:

Type Chapter 11 (the name for the new folder) then press <Enter=. Open this
new Chapter 11 folder and use this method to create two new sub-folders called
Source Files and Worked.

In Chapter 18 Databases, words in orange show field names, for example:

For this task, the descriptions help you to work out meaningful field names.
These should always be short encugh to allow printouts to fit easily on to as few
pages as possible. The first example 1s Who manufactured the car?; this could
be shortened to Manufacturer or even Make. Make is short, meaningful and
appropriate, so use that. Price that we bought the car for could be changed

to Purchase Price, Purchase, P Price, P_Price or just PPrice. Although Access
will allow any of these, do not use fleld names with spaces in as they may cause
problems if you try to do more complex operations with the database. You could
use any of the other three options, as all would be acceptable. For this task, use
PPrice. Similarly, the next field can be called SPrice. Consider the final field,
Does the car need cleaning?. Simply using the fleldname Clean could give the
wrong dea, as it could mean ‘Does the car need cleaning?” or “Is the car clean?’,
It is sensible to plan this and make the changes in the .csv file before importing
the data into Access.

In Chapter 20, words in green show the functions or formulae entered into the
cell of a spreadsheet, for example:

If we chose to change cell B5 to =$BS2+E3, then replicate this cell down, the
cell below would now contain =58%2+B4, as the absolute reference has been
fixed yet the relative reference changes with each row/column.

In Chapter 21 all HyperText Markup Language (HTML) is shown is a blue
proportionally spaced font and Cascading Stylesheets appear in a cerise
proportionally spaced font, for example:

Bl Bl o Bkl Bk ol Bl ol ol el ol B Bl Bkl B e Bl ke
¥

HTML markup

LLELILIIRLIL LIE L LI RL LI R I LI R L LI Il L L I LI L Ll Il Ll IL R tE LRI IIRILIIEIL LI IL LLRL])
=|DOCTYFE html=

<html=

zl-- Markup created omn 0&/01/2022 --=

<heads

ctitlesTask 2la</titles

< heads

<body=

<p=My first web page by MY NRME HERE</p>

<h1>This is style hl, the largest heading style</hl=
<h2=This is style h2</h2-

<h3>This is style h3</his

style hé</hd-

style hS</hGC-

style hE, the smallest heading style</hés
p, the paragraph style</p-

EIIAT I LTI L LIN LI EIRINITITI LI LIRI LI TR I LTl ]

(IR LI RL AL IR L L LI IR LI TR LR IR LI L LI Lo Ll IL Ll LIl LIl Rl dl Ll Il IRl iyl llL Lyl

sssssssnns Y

: CASCADING STYLESHEETS
h:.L. {COlor#ffoooo S R SRR SSRGS SR SRR S
font-size:14px;}

.
C R N N

sssennnne
.
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Hardware and software used

The practical elements of the syllabus can be undertaken on any suitable
hardware platform and using any appropriate software packages. For the purposes
of giving examples in this book, we have chosen specific software packages -
but the functionality of many other packages is very similar. Many of the skills
demonstrated in Chapters 11 to 21 are transferable and can be adapted for other
hardware and software platforms.

All the tasks and activities within the practical chapters have therefore been
created using a PC platform with Microsoft Windows 10 operating system and
include the use of Notepad. Independent packages used for the practical sections
include packages from Microsoft 365, including Word, Excel, Access and PowerPoint.
Google Chrome has been used as the web browser, although we would recommend
testing all web pages in at least three different web browsers. For the website
authoring section of the book (Chapter 21), all work has been produced in HTML W3 css
code without the use of a What You See Is What You Get (WYSIWYG) package
such as Adobe Dreamweaver and Microsoft Expression Web. Although you may have
a WYSIWYG package, it is important to realise that you are expected to have
knowledge of underlying HTML and CSS. All HTML written within this chapter is
written in HTML version 5, and is W3C validated (at the time of going to print).
All cascading stylesheets used have been W3C validated.

Using source files

Source files that are required for the practical chapters can be found at: www.
hoddereducation.co.uk/cambridgeextras and will need to be downloaded onto
your local machine or network drive in order to use them. Copy them and give
them read/write access. This is essential to ensure that you can use some of the
file types included.

Changing the source files to match your regional
settings

Before attempting any of these processes, back up all source files. The .csv
(comma separated value) files have commas as separators between fields and

full stops within currency values. If your regional settings for these values are
different (for example, if you use commas within currency values rather than full
stops and your software settings require you to use semicolons for separators
between fields), then the source data files will need to be edited for use with the
regional settings for your software. You can do this in many different software
packages, but the easiest (at this level) is Word.

Open the .csv file in Word using FILE and Open. Select the file from the list to
open the file, which will look similar to this:

Who manufactured the car?;Model;Colour;Price that we bought the car
for;Price that we will sell the car for;Year;Extras;Does the car need
cleaning?

TVR; Tuscan;Black;18000;20305;2006;A11oy Wheels Air Conditioning;N
Mercedes;C200;Silver;4995;5995;2003;Air Conditioning;N

Toyota;MR2 roadster;Electric blue;13995;15895;2005; Leather Seats Air
Conditioning;N
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Select the HOME tab, then the Editing section followed by the Replace

icon.
?TTEH - 8 X
Graham Brown -
i Find -
E.iajc Replace
[} Select~
Y Editing -~

Enter a, (comma) into the Find what: box and a ; (semicolon) into the Replace
with: box, then click on [repace ar .

Replace | GoTo

Findwhat: |,

Replace with: |;\

Replace Replace All Find Next

Repeat this process, replacing a . (full stop) with a, (comma). All the characters
will have been replaced within the file like this:

Who manufactured the car?;Model;Colour;Price that we bought the car
for;Price that we will sell the car for;Year;Extras;Does the car need
cleaning?

TVR; Tuscan;Black;18000;20305;2006;A11loy Wheels Air Conditioning;N
Mercedes;C200;Silver;4995;5995;2003;Air Conditioning;N

Toyota;MR2 roadster;Electric blue;13995;15895;2005;Leather Seats Air
Conditioning;N

Save the file with the same file name using the File tab and Save. This will
ensure that the file is saved in .csv format.

Additional support

The Theory Workbook and Practical Workbook provide additional opportunity for
practice. These write-in workbooks are designed to be used throughout the
course.

xi
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Command words

Command word What it means

Analyse examine in detail to show meaning, identify elements and the
relationship between them

Compare identify/comment on similarities and/or differences

Contrast identify/comment on differences

Define give precise meaning

Demonstrate show how or give an example

Describe state the points of a topic/give characteristics and main features

Discuss write about issue(s) or topic(s) in depth in a structured way

Evaluate judge or calculate the quality, importance, amount, or value of
something

Explain set out purposes or reasons/make the relationships between
things evident/provide why and/or how and support with relevant
evidence

Give produce an answer from a given source or recall/memory

Identify name/select/recognise

Justify support a case with evidence/argument

State express in clear terms

Suggest apply knowledge and understanding to situations where there
are a range of valid responses in order to make proposals/put
forward considerations

Disclaimers

Cambridge International copyright material in this publication is reproduced
under licence and remains the intellectual property of Cambridge Assessment

International Education.

Exam-style questions and sample answers have been written by the authors.
In examinations, the way marks are awarded may be different. References to
assessment and/or assessment preparation are the publisher’s interpretation of
the syllabus requirements and may not fully reflect the approach of Cambridge
Assessment International Education.




SECTION 1

Theory

Chapters

Types and components of computer systems
Input and output devices

Storage devices and media

Networks and the effects of using them

The effects of using IT

ICT applications

The systems life cycle

Safety and security

Audiences

Communication

- 70L/

1
2
3
4
5
6
7
8
9
0

1

-

-




Types and components of
computer systems

In this chapter you will learn about:

hardware

software

analogue and digital data

central processing unit (CPU)

internal memory (RAM and ROM])

input and output devices

backing store

operating systems

types of computer - desktop computers and mobile computers (laptop,
smartphone, tablet and phablet)

emerging technologies - artificial intelligence (Al) and extended reality
(virtual and augmented).

LD b 2 2B b 2 2 o o

»*

Computer systems are now commonplace in every part of our daily life.
This first chapter introduces the basic components that make up these
computer systems; most of which will be described in much greater depth
in later chapters. Basic components, including hardware (both external
and internal) and software (both applications and system), are all briefly
introduced in the following sections.

Comparing books with computers is a good analogy: the actual pages
and the ink used on the pages are equivalent to the hardware used to
make up computers; the words written on these pages are equivalent to
the software. Without the words, the book is useless. Similarly, without
software, computers would be of little use to any of us.

1.1 Hardware and software

1.1.1 Hardware

Hardware is the general term for the physical components that make up a typical
computer system. For example:

» keyboard

» mouse ]input device
» camera

» monitor

» printer ]output device
» plotter

Hardware falls into two categories: internal and external. The list above are
examples of external hardware, which is discussed in detail in Chapter 2.
Figure 1.1 considers the following internal hardware devices:

» motherboard
» central processing unit (CPU)/processor
» random access memory (RAM)
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» read-only memory (ROM)

» graphics card

» sound card

» network interface card (NIC)

» internal storage devices (hard disk drive and solid-state drive).

Because it is not always possible to see the internal hardware devices, the

photographs in Figure 1.2 will give you some idea of the physical appearance of
the components described in Figure 1.1.

Motherboard

The motherboard is a printed circuit
board found in all computers. It allows
the processor and other computer
hardware to function and communi-
cate with each other. One of the major
functions of a typical motherboard is
to act as a kind of 'hub" which other
computer devices connect to. A typical
motherboard consists of a sheet of
non-conductive material, such as hard
plastic. Thin layers of copper or
aluminium are printed onto this sheet.
These form the circuits between the
various components. In addition to
circuits, a motherboard contains
several sockets and slots to connect
the other components.

Central processing unit
(CPU)/processor

A central processing unit (CPU) or
processor is an electronic circuit board
in a computer that can execute
instructions from a computer program.

Random access memory (RAM)
Random access memory (RAM) is an
internal chip where data is temporarily
stored when running applications. This
memory can be written to and read
from. Since its contents are lost when
power to the computer is turned off, it
is often referred to as a volatile or
temporary memory.

RAM stores the data, files or part of
the operating system currently in use.

INTERNAL COMPUTER

The two main components are: -
e arithmetic and logic unit (ALU) where
arithmetic and logical operations are

carried out

e control unit (CU) which takes
instructions the decodes and executes
the instructions.

Graphics card

A graphics card allows the computer to

send graphical information to a video

display device such as a monitor,
television, or projector. It usually
connects to the motherboard (see
above). Graphics cards are usually made
up of:

® a processing unit

e memory unit (usually RAM)

e a cooling mechanism (often in the
form of a heat sink since these cards
generate a lot of heat)

e connections to a display unit
(monitor, TV or projector).

A Figure 1.1 Internal computer hardware

HARDWARE

Sound card

A sound card is an integrated circuit
board that provides a computer with
the ability to produce sounds. These
sounds can be heard by the user either
through speakers or headphones.
Sound cards also allow a user to record
sound input from a microphone
connected to the computer, and
manipulate sound stored on a disk.

Read-only memory (ROM)
Read-only memory (ROM) is a memory
used to store information that needs
to be permanent. It is often used to
contain, for example, configuration
data for a computer system. These
chips cannot be altered and can only
be read from (hence their name). One
of the main advantages is that the
information stored on the ROM chip is
not lost even when power is turned off
to the computer. They are often
referred to as non-volatile memories.

Network interface card (NIC)

A network interface card (NIC) is a
component that allows a computer or
any other device (for example, a
printer) to be connected to a network
(for example, the internet); it can be
wired or wireless.

Each NIC is hard-coded with a unique
MAC (media access control) address
code — refer to Chapter 4)

Internal hard disk drive/
solid-state drive (HDD/SSD)

These two devices are covered in
considerably more depth in later
chapters of this book. Basically, hard
disk drives (HDDs) are magnetic in
nature and are one of the main
methods for storing data, files (text,
photos and music) and most of the
system and applications software.
More modern computers (and all
tablets) use the newer storage systems
which make use of solid-state (SSD)
technology and are replacing HDDs in
many cases. Their function is the same
as an HDD.
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Motherboard: RAM:
ROM: Graphics card:
Sound card:

A Figure 1.2 Examples of internal hardware

1.1.2 Software

Software is the general term used for the programs that control the computer
system and process data. The software considered in this book falls into two
categories: applications and system.

Applications software provides the services that the user requires to solve a
given task. For example:

» word processing

» spreadsheet

» database (management system)

» control and measurement software
» apps and applets

» video editing

» graphics editing

» audio editing

» computer-aided design (CAD).

(Refer to Figure 1.3 for more details.)

System software is the software designed to provide a platform on which all
other software can run. For example:

» compilers

» linkers

» device drivers

» operating systems
» utilities.

(Refer to Figure 1.4 for more details.)




1.1 Hardware and software

Word processing

Word processing software is used to

manipulate a text document, such as an

essay or a report. Text is entered using a

keyboard and the software provides tools

for copying, deleting and various types

of formatting. Some of the functions of

word processing software include:

e creating, editing, saving and
manipulating text

e copy and paste functions

e spell checkers and thesaurus

e import photos/images into a structured
page format

e translation into foreign language.

Spreadsheet

Spreadsheet software is used to organise

and manipulate numerical data (in the

form of integer, real, date, and so on).

Numbers are organised on a grid of

lettered columns and numbered rows. The

grid itself is made up of cells, and each cell

is identified using a unique combination of

columns and rows; for example: B6. Some

of the functions of spreadsheets include:

e use of formulae to carry out
calculations

e ability to produce graphs

e ability to do modelling and 'what if'
calculations.

Database (management system)
Database software is used to organise,
manipulate and analyse data. A typical
database is made up of one or more
tables. Tables consist of rows and
columns. Each row is called a 'record
and each column is called a ‘field." This
provides the basic structure for the
organisation of the data within the
database. Some of the functions include:
e ability to carry out queries on database
data and produce a report (DBMS)
e add, delete and modify data in a table.

Control and measurement software
Control and measuring software is
designed to allow a computer or
microprocessor to interface with sensors
so that it is possible to:

e measure physical quantities in the real
world (such as temperatures)

e control applications (such as a
chemical process) by comparing sensor
data with stored data and sending out
signals to alter process parameters (for
example, open a valve to add acid and
change the pH).

APPLICATIONS SOFTWARE

Programs that allow the
user to do specific tasks

Y

Apps and applets

Applets are small applications that
perform a single task on a device (they
are usually embedded in an HTML page
on a website and can be executed from
within a browser).

Apps refer to software which can
perform a fairly substantial task (such
as, video and music streaming, banking
application or social media). The term
originally referred to software that ran
on a smartphone and could be
downloaded from an ‘app store’.

Computer-aided design (CAD)
software
This is software used to help in the
creation, manipulation, modification
and analysis of a drawing/design.
[t can be used to produce 2D or 3D
diagrams which:
e can be rotated to view the drawing
from any angle
e can produce full dimensions
e can be used to estimate
manufacturing costs of the
final product
e predict any structural problems.

Audio editing software

Audio editing software allows a user to

edit, manipulate and generate audio data

on a computer. It allows the user to alter:

¢ length of track

e start/stop time of track

e conversion between audio file formats

e volume of track

e fading in/out

e combine multiple sound tracks

e noise reduction

e to create another version of the sound
track (for example, a continuous loop
or phone ring tone).

Video editing software

Video editing software allows a user the

ability to manipulate videos to produce

a new video. It enables the addition of

titles, colour correction and altering/

adding sound to the original video.

Essentially it includes:

e rearranging, adding and/or removing
sections of video clips and/or audio
clips

e applying colour correction, filters and
other video enhancements

e creating transitions between clips in
the video footage.

Graphics editing software

Graphics editing software allows bitmap
and vector images to be changed.
Bitmap images are made up of pixels
which contain information about image
brightness and colour. Bitmap graphics
editors can change the pixels to produce
a different image. Vector graphic editors
operate in a different way and do not use
pixels. This type of software manipulates
lines, curves and text to alter the stored
image as required. Both types of editing
software are chosen depending on the
format of the original image.

A Figure 1.3 Applications software
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Compiler

A compiler is a computer program that
translates a program written in a
high-level language (HLL) into machine
code (code that is understood by the
computer) so that it can be directly
used by a computer to perform a
required task. The original program is
called the source code and the code
after compilation is called the object
code. Once a program is compiled,
the machine code can be used again
and again to perform the same task
without recompilation. Examples of
high-level languages include Java,
Python, Visual Basic, Fortran, C++

and Algol.

Operating systems (OS)

The operating system (OS) is essentially
software running in the background of
a computer system. It manages many
of the basic functions. Without the OS,
most computers would be very
user-unfriendly and the majority of
users would find it almost impossible
to work with computers on a

Linkers

A linker (or link editor) is a computer
program that takes one or more object
files produced by a compiler and
combines them into a single program
that can be run on a computer. For
example, many programming
languages allow programmers to
write different pieces of code, called
modules, separately. This simplifies the
programming task since it allows the
program to be broken up into small,
more manageable sub-tasks. However,
at some point, it will be necessary to
put all the modules together to form
the final program. This is the job of
the linker.

A

SYSTEM SOFTWARE
Programs that allow the
hardware to run properly

day-to-day basis. Operating -
systems allow:
* input/output operations
e users to communicate with the
computer (for example, Windows)
e error handling to take place
¢ the loading and running of
programs to occur
e managing of security (for example,
user accounts, log on passwords).

A Figure 1.4 System software

Device driver

A device driver is the name given to
software that enables one or more
hardware devices to communicate with
the computer’s operating system.
Without drivers, a hardware device (for
example, a printer) would be unable to
work with the computer. All hardware
devices connected to a computer have
associated drivers. As soon as a device is
plugged into the USB port of a
computer, the operating system looks for
the appropriate driver. An error message
will be produced if it cannot be found.
Examples of hardware devices that
require drivers include printers, memory
sticks, mouse, CD drivers, and so on.

and allow the user to
communicate with
the computer

1.1.3 Analogue and digital data

Computers can only understand data which is in a binary format (that is, a base 2
number system where only the values 0 and 1 can be used). This is often referred

to as digital data (because it can only have discrete, discontinuous values).

Utilities
Utility programs are software that has
been designed to carry out specific
tasks on a computer. Essentially, they
are programs that help to manage,
maintain and control computer
resources. Examples include:

e antivirus
anti-spyware
backup of files
disk repair
file management
security
screensavers
disk defragmenter.

However, data in the real world is actually analogue in nature. Analogue data
is physical data that changes smoothly from one value to the next, and not in

discrete steps as with digital data.

6 6
5] 5 -]
44 4
3 3
2 2 4
14 1]
0 0

A Figure 1.5 Analogue and digital data
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In Figure 1.5, the graph on the left shows analogue data; an infinite number of
values can exist between 0 and 6 (for example, 2.5, 4.652, and so on) because
the curve is smooth in shape. The graph on the right shows digital data; notice
only the exact values of 0, 1, 2, 3, 4, 5 or 6 can be taken.

If analogue data is being sent to a computer, it must first be converted into
digital data; this is done by hardware known as an analogue to digital converter
(ADC). If the computer is controlling a device (such as a motor) then the digital
output from the computer needs to be converted into analogue form. This is done
by a digital to analogue converter (DAC).

1.2 Main components of computer systems

As already mentioned in Section 1.1, a typical computer system is made up

of hardware and software. The diagram in Figure 1.6 shows an example of a
computer system consisting of input devices, output devices and secondary
storage. These will be discussed in more detail in Chapter 2, but some examples
are listed in Table 1.1.

V¥ Table 1.1 Examples of input, output and secondary storage devices

Device Examples

Input devices keyboard, mouse, camera, microphone, sensor, scanner
Output devices monitor, printer, speakers, projector, (graph) plotter
Secondary storage devices | hard disk drive, solid-state drive, pen drive

The internal hardware devices were shown in Figure 1.2 - these consist of four
key components:

» the central processing unit (CPU) (contained on the motherboard)
» internal hard disk drive or solid-state drive

» random access memory (RAM)

» read-only memory (ROM).

microprocessor and
internal memory
and storage devices

computer
monitor

printer

keyboard

A Figure 1.6 A typical computer system
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1.2.1 CPU

The central processing unit (CPU) is the part of the computer that interprets
and executes the commands from the computer hardware and software. It is
normally part of the computer motherboard.

CPUs used to be made up of discrete components and numerous small integrated
circuits; these were combined together on one or more circuit board(s). However,
due to modern manufacturing techniques, the CPU is now referred to as a
microprocessor. This is a single integrated circuit which is at the heart of most PCs
and is also found in many household devices and equipment where some control or
monitoring is needed (for example, the engine management system in a car).

The CPU/microprocessor is made up of a control unit, which controls the input and
output devices; an arithmetic and logic unit (ALU), which carries out calculations
and makes logical decisions, and small memory locations called registers.

1.2.2 Internal memory

Random access memory (RAM) is an internal chip where data is temporarily stored
when running applications. This memory can be written to and read from. Because
its contents are lost when power to the computer is turned off, it is often referred
to as a volatile or temporary memory. This was fully described in Figure 1.1.

Read-only memory (ROM) is a memory used to store information that needs to
be permanent. It is often used to contain, for example, configuration data for
a computer system. Chips used for ROM cannot be altered and can only be read
from (hence their name). One of the main advantages is that the information
stored on the ROM chip is not lost, even when power is turned off to the
computer. They are often referred to as non-volatile memories. This was fully
described in Figure 1.1.

It is worth noting that that ROM also contains some coding known as the boot
file. This code tells the computer what to do when it first starts up; it is often
referred to as the BIOS (basic input/output system).

When the computer is turned on, the BIOS carries out a hardware check to find
out if all the devices are present and whether they are functional. Then it loads
the operating system into the RAM.

The BIOS stores the date, time and system configuration in a non-volatile chip
called a CMOS (complementary metal oxide semiconductor) - this is usually
battery powered.

Table 1.2 provides a summary of the main differences between RAM and ROM.
V Table 1.2 RAM and ROM differences

RAM ROM

Temporary memory device Permanent memory device

Volatile memory Non-volatile memory device

Can be written to and read from Read-only, data stored cannot be altered
Used to store data, files, programs, part of

operating systems (OS] currently in use Used to store BIOS and other data needed at
Can be increased in size to improve startup

operational speed of a computer
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1.2.3 Input and output devices

Input devices are hardware that allows data to be entered into a computer (these
are covered in detail in Chapter 2). They use either manual entry (such as a
keyboard or a mouse) or direct data entry (such as sensors or optical character
readers). Essentially, these devices turn input into a form the computer can
understand - for example, a mouse turns hand movements into cursor movements
on the screen. As mentioned earlier, sometimes the data has to go through an
ADC before the computer can make any sense of it.

When a computer processes data, and the human operator wants to see the
results of the processing, then the computer sends the data to an output device.
An output device shows the computer’s output in a form that is understood by a
human - for example, as text on a printer or moving images on a monitor.

Some devices can act as both input and output. For example, a touch screen can
do both, as can a DVD writer/player; but most devices are only capable of either
inputting data into a computer or displaying the results of computer processing
(output device).

Table 1.3 summarises the differences between input and output devices.

V¥ Table 1.3 Comparison of input and output devices

Input devices Output devices

An output device is any hardware device that
takes the output data from a computer and
puts it into a human-readable format or uses
it to control another device.

An input device is any hardware device that
allows a user to enter data or instructions
into a computer directly.

An output device is capable of receiving data
from another device in order to generate an
output, but it cannot send data to another
device.

An input device can send data to another
device, but it cannot receive data from
another device.

Input devices are necessary for a computer Output devices are needed by a computer
to receive commands from its users and data | so it can share the results of its processing
to process; the devices are under the control | with a human; output devices are under the

of the user or can be direct data entry. control of the computer.

Input devices can be fairly complicated Output devices are less complex than input
because they have to ensure that the user devices because they only have to turn

can interact with the computer correctly. computer signals into an output.

1.2.4 Backing storage

The main memories in a computer are RAM and ROM. However, to permanently
store large amounts of data it is necessary to use backing storage. This normally
takes the form of the internal hard disk drive (HDD) or solid-state drive (SSD).
This is the computer’s main internal storage where the applications software,
disk operating system and files (for example, text, photo or music) are stored. A
key feature of a backing store is that it must store data permanently - that is, it
must be non-volatile.

Unlike RAM and ROM, backing storage is not directly addressable (that is, it
cannot be read directly by the CPU). The data access time for RAM and ROM is
much shorter than it is for backing storage. Backing storage is considerably larger
than RAM because it is considerably less expensive per byte.
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Backing storage can either be fixed (very often internal to the computer) or
removable. The advantage of removable backing storage is that it can be used as
a backup in case of data loss or corruption. Data from the main HDD or SSD can
be copied onto another device (such as a pen drive or portable HDD) and then
stored in a separate location. If the original data on the HDD/SSD has been lost
or corrupted, it can be restored from the backup device.

Examples of removable storage include external hard disk drives (HDD), external
solid-state drive (SSD) and Blu-ray discs.

Table 1.4 summarises the differences between backing storage and internal

memory.

V¥ Table 1.4 Comparison of internal memory and backing storage

Internal memory

Backing storage

RAM contents are lost when computer is
powered down; ROM contents are readable
only.

Backing storage devices hold their contents
permanently, even when powered down.

RAM and ROM are much smaller memories
than backing storage.

Have considerably larger capacity to store
data than RAM or ROM.

Data access time on RAM and ROM is
extremely fast.

Has much slower data access time than
RAM and ROM.

Much more expensive per byte than backing
storage devices.

Is much cheaper per byte than RAM or ROM.

RAM and ROM are fixed inside the computer
(internal memories).

Backing storage can either be fixed
(external or internal) or it can be removable.

RAM and ROM can be read directly by the
CPU.

Before data on a backing storage device can
be read by the CPU, it must first be moved
into RAM; this means backing storage is not
directly addressable by the CPU.

1.3 Operating systems

Reference to operating systems has already been made earlier on in this chapter
(see Figure 1.4).

To enable computer systems to function and to allow users to communicate with
computer systems, special software, known as operating systems (0S), have
been developed. The general tasks for a typical operating system include:

» control of the operation of the input, output and backing storage devices

» supervising the loading, running and storage of applications programs

» dealing with errors that occur in application programs

» maintaining security of the whole computer system

» maintaining a computer log (which details computer usage)

» allowing communication between user and the computer system (user
interface).




1.3.1 User interfaces

Operating systems offer various types of user interface. We will consider four
different types:

command line interface (CLI)
graphical user interface (GUI)
dialogue-based user interface
gesture-based user interface.

Command line interface (CLI)

A command line interface (CLI) requires a user to type in instructions to choose
options from menus, open software, etc. There are often a number of commands
that need to be typed in, for example, to save or load a file. The user has to learn
a number of commands just to carry out basic operations. It is also slow, having
to key in these commands every time an operation has to be carried out. However,
the advantage of a CLI is that the user is in direct communication with the
computer and is not restricted to a number of pre-determined options.

For example, Windows has a CLI called the ‘command prompt’. The following
command opens the desktop folder in Windows Explorer:

%windir%\explorer.exe C:\Users\YourName\Desktop

| Bl Command Prompt . a x |

A Figure 1.7 Sample of CLI code

The statements in Figure 1.7 show how complex it is just to carry out a fairly
straightforward operation using CLI.

Graphical user interface (GUI)

A graphical user interface (GUI) allows the user to interact with a computer (or
MP3 player, gaming device, mobile phone, etc.) using pictures or symbols (icons)
rather than having to type in a number of commands. For example, the whole of
the CLI code in Figure 1.7 could have been replaced by clicking on the Desktop
icon within Windows Explorer.

Simply selecting this icon would automatically execute all the commands shown
in Figure 1.7 without the need to type it in.

GUIs use various technologies and devices to provide the user interface. One
of the most common is WIMP (windows icons menu and pointing device)
which was developed for use on personal computers (PC). Here, a mouse is used
to control a cursor and icons are selected to open/run windows. Each window
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contains an application and modern computer systems allow several windows to
be open at the same time. An example is shown in Figure 1.8 (here, a number of
icons can be seen on the on the bottom of the screen ‘window’):

A Figure 1.8 Screen image showing icons

A window manager looks after the interaction between windows, the applications
and window system (which handles the pointing devices and the cursor’s position).

In recent years, devices such as touch screen smartphones and tablets use post-
WIMP interaction, where fingers are in contact with the screen allowing actions
such as pinching and rotating, which would be difficult to do using a single

pointer and device such as a mouse.

Table 1.5 summarises the main advantages and disadvantages of CLI and GUI.

V¥ Table 1.5 Advantages and disadvantages of CLI and GUI interfaces

Interface

Advantages

Disadvantages

Command line
interface (CLI)

The useris in direct communication
with the computer.

The useris not restricted to a
number of pre-determined options.

Itis possible to alter computer
configuration settings.

The user needs to learn a number
of commands to carry out basic
operations.

All commands need to be typed in,
which takes time and can be error-
prone.

Each command must be typed in
using the correct format, spelling,
and so on.

Graphical
user interface
(Gul)

The user does not need to learn any
commands.

It is more user-friendly; icons are
used to represent applications.

A pointing device (such as a mouse)

is used to click on anicon to launch

the application - this is simpler than
typing in commands.

This type of interface uses up
considerably more computer
memory than a CLI interface.

The useris limited to the icons
provided on the screen.

Needs a more complex operating
system, such as Windows, to operate,
which can be slower to execute
commands.
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Who would use each type of interface?

CLI: a programmer, analyst or technician; basically, somebody who needs to have
direct communication with a computer to develop new software, locate errors and
remove them, initiate memory dumps (contents of the computer memory at some
moment in time), and so on.

GUI: the end-user who does not have to (or does not need to) have any great
knowledge of how the computer works; a person who uses the computer to run
software, play games or store/manipulate photographs, for example.

Dialogue-based user interfaces

Dialogue-based user interfaces use the human voice to give commands to a
computer system. An example of its use is in some luxury modern cars, where
voice activation is used to control devices such as the in-car entertainment
system or satellite navigation system. By speaking certain commends, such as
‘Hey BMW, drive me to the nearest airport’, the system allows natural speech to
enable the driver to intuitively interact with the car. The satellite navigation
system will automatically direct the driver to their chosen destination (in this
case, the nearest airport). This type of interface could also be used in the
home; by using voice commands, it is possible to switch on/off lights, operate
electronic equipment and so on. In recent years, devices such as Amazon Alexa,
Google Now, Apple Siri and Microsoft Cortana have all been developed to interact
with a human by recognising verbal commands. These devices act as a personal
assistant.

11:45 from Terminal 1.
Would you like me to
make you a booking?

Hey, Alexa, when
is the next flight
to Paphos?

100011

011001

001110

011111

000001

|

Smart device is Human voice is Smart device processes
asked question converted into the human command and
by a human a binary stream outputs a verbal response

A Figure 1.9 Smart voice activated devices

Gesture-based interfaces

Gesture-based interfaces rely on human interaction by the moving of hands,
head or even the feet. Gesture recognition allows humans to interface with a
computer in a more natural fashion without the need for any mechanical devices.
This type of interface uses techniques known as computer vision and image
processing. For example, using our car example again, the following gestures can
be used to carry out certain functions:

» rotating a finger clockwise near the radio will increase the sound volume
(rotating the finger anti-clockwise will reduce the sound volume)
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» opening the thumb and next finger will change the track being listened to (for
example, in a playlist)

» moving the foot under the rear bumper of the car automatically opens the
boot lid

» moving a hand near a window switch automatically opens a window.

There are many other examples. Either a sensor or a camera is used to pick up the
gesture and a signal is sent to an on-board computer to carry out the required
action. It eliminates the need for an array of buttons and dials on the dashboard.

Table 1.6 summarises the main advantages and disadvantages of dialogue-based
and gesture-based interfaces.

V¥ Table 1.6 Advantages and disadvantages of dialogue-based and gesture-based interfaces

Interface Advantages Disadvantages
» no need for a driver to take their » still unreliable, with many
hands off the steering wheel commands not being
» inahome, very useful for people recognised or needing
with disabilities, because many to be repeated several
Dialogue-based tasks can be carried out by the times (especially if there is
interface spoken word only background noise]
» possible to use as a security » can be quite complex to set
feature, because voice recognition up
could be used to identify a person » user needs to know which

commands can be used

» replaces mechanical input devices | » possible for unintentional

» no physical contact required movement to be picked up
» very natural interface fora human | » only works fairly near to the
operator camera or sensor (maximum

Gesture-based | » notraining needed to interface with of 1.5 metres)

interface the computer » may only accept a limited
number of movements (for

example, it may take several
attempts to find out exactly
what finger movements are
recognised)

1.4 Types of computer

There are many types of computer systems in existence.
The following summarises some of the more common types
currently available:

1.4.1 Desktop computers

Desktop usually refers to a general-purpose computer that is
made up of separate monitor, keyboard, mouse and processor
unit. It is distinguished from, for example, a laptop computer
by the fact that it is made up of a number of separate
components, which makes them not very portable.

Because laptop and desktop computers tend to be used for very

LN
similar purposes, it is worth making a comparison between the

two types of computer. A Figure 1.10 Desktop computer

14
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The advantages of desktop computers over laptop computers are:

» Spare parts and connections tend to be standardised, which usually results in
lower costs.

» Desktop computers are easier, and less expensive, to upgrade or expand.

» The desktop tends to have a better specification (for example, faster
processor) for a given price (often due to size and construction constraints in
laptops).

» Power consumption is not critical because they usually plug straight into
a wall socket, and the larger casings allow a better dissipation of any heat
build-up.

» Because they are usually fixed in one location, there is less likelihood of them
being damaged or stolen.

» Internet access can be more stable because a desktop computer is more likely
to have a wired internet connection (the user will always have the same data
transfer rate); however, due to their portability, laptop computers usually use
wireless internet connectivity where the signal can be very variable (giving
variable data transfer rate).

They do have disadvantages when compared to laptop computers:

» The most obvious is that they are not particularly portable because they are
made up of separate components.

» They tend to be more complicated because all the components need to be
hooked up by wiring, which also clutters up the desk space. -

» Because they are not particularly portable, it is necessary to copy files on, for Link
example, a memory stick, when you want to do some work elsewhere (for Formoreon """"""
example, doing office work at home); although cloud storage has diminished cloud storage see
this disadvantage recently, it still may not be possible to save sensitive data Seean A
files on the cloud.

The main uses of desktop computers include:

» office and business work (word processing, spreadsheets, finance software and
databases being the main use)

» educational use (using interactive software to teach or learn from)

» use as a gaming device (for example, games such as chess, crossword puzzles,
fantasy games, and so on)

» general entertainment (for example, live or ‘catch-up’ streaming of television
programmes).

1.4.2 Mobile computers

Mobile computers, by their very name, suggest a group of computers which are
considerably more portable than desktop computers. Such computers fall into
four categories:

» laptop computers
» smartphones

» tablets

» phablets.
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Laptop (or notebook)

Laptop (or notebook) refers to a type of computer
where the monitor, keyboard, pointing device and
processor are all together in one single unit. This
makes them extremely portable.

Key features you would expect to find in a laptop:

» lightweight (to aid portability)

» low power consumption (and also long battery
life)

» low heat output (cooling is very important).

Laptop computers do have advantages when

compared to desktop computers: A Figure 1.1 Laptop computer

» The most obvious advantage is their portability; they can be taken anywhere
because the monitor, pointing device, keyboard, processor and backing store
units are all together in one single unit.

» Because everything is in one single unit, there are no trailing wires (only one
single cord is used).

» They take up much less room on a desk, so they can be used anywhere (for
example, in a café).

» Their portability allows them to take full advantage of Wi-Fi features.

» Because they are portable, they can link into any multimedia system.

Laptop computers also have disadvantages when compared to desktop
computers:

» Because they are easily portable, they are also easier to steal!

» They have limited battery life so the user may need to carry a heavy power
adaptor.

» The keyboards and pointing devices can sometimes be more awkward to use.

» It is not always possible to upgrade them, for instance by adding more RAM.

The main uses of laptop computers include:

» office and business work (word processing, spreadsheets, finance software and
databases being the main use)

» educational use (using interactive software to teach or learn from)

» used as a gaming device (for example, games such as chess, crossword
puzzles, fantasy games, and so on)

» general entertainment (for example, live or ‘catch-up’ streaming of television
programmes)

» used in control and monitoring (because they can be operated anywhere using
their internal battery, it is possible to use laptops to gather data directly from
the environment - for example, they can be plugged into a gas boiler during
maintenance to monitor its performance).
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Smartphones

Smartphones allow normal phone calls to be made, but also have
an operating system (such as i0S, Android or Windows) allowing
them to run a number of computer applications (known as apps or
applets). They allow users to send/receive emails, use a number of
apps, use a camera feature (to take photos or videos), MP3/4 players
(for music and videos), and so on. Smartphones communicate with
the internet either by using Wi-Fi hot spots or by using 3G/4G/5G
mobile phone networks.

Some of the typical features of smartphones include:

» high-definition, anti-glare displays

» front- and back-facing cameras (which are used to take photos,
videos or act as a webcam when doing video calls over the
internet)

» lower weight and longer battery life than laptops

» use Bluetooth for connection to printers and other devices

» make use of flash (solid state) memory and cloud storage
facilities to back up and synchronise (often just referred to as ‘sync’) data
sources

» they use a number of sensors to carry out the following functions:

- proximity sensors to detect if the device is close to, for example the ear,
which allows it to block unintended “touches’

- accelerometers, which detect movement and orientation of the device (for
example, move the display from portrait to landscape to view videos, or
allow it to be used as a ‘steering wheel” in-car racing games)

- can use sophisticated speech recognitions systems (such as Siri) to enable
the user to ask the device to look for things (such as search the address
book).

The new generation of smartphones are becoming even thinner and lighter,
because they make use of OLED (organic light emitting diode) touch screens.

A Figure 1.12 Smartphone

Future smartphones will also use OLED touch screens that are coated with a
crystalline layer that allows the phones to be partially solar powered; this allows
them to use Li-Fi (similar to Wi-Fi, except communication uses visible light rather
than radio waves). Communication using Li-Fi is considerably faster than with Wi-
Fi (much higher data transfer rate); it is also more secure (by stopping internet
‘piggybacking’). The Li-Fi system can also be used during aeroplane flights
because it does not use radio waves and therefore does not interfere with flight
control systems.

Advantages of smartphones:

» They are very small in size and lightweight - therefore they are very easy to
carry and have on your person at all times (this is more difficult with laptops
because they are much bulkier and much heavier).

» You can use them to make phone calls, but also connect to the internet while
on the move.
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» Because they use Wi-Fi and mobile phone networks they can be used almost
anywhere (this is not the case with laptops or desktops; although tablets also
use the same technology).

» They have apps which make use of sensor data provided by the smartphone,
for instance location data for maps - this can provide services that are not
available on desktops or laptops.

» They have a reasonable battery life compared to laptops.

Disadvantages of smartphones:

» The small screens and keyboards make pages difficult to read.

» It is more difficult and slower when typing things in (laptops and desktops
have much bigger screens and much larger keyboards).

» Web browsing and photography can quickly drain the battery.

» Memory size in most phones is not very large when compared to laptops
and desktops - although it is comparable with tablets (however, the latest
generation smartphones come with 1 TiB memories).

» Not all website features are compatible with smartphone operating systems.

» Because of their small size, it is much easier to lose a smartphone or for it to
be stolen compared to laptops or desktops.

» The data transfer rate using mobile phone networks can be slower than with
Wi-Fi - this makes streaming of video or music, for example,
less than satisfactory at times.

Tablets

Tablets are becoming an increasingly used type of mobile
computer. They work in a similar way to a smartphone. Tablets
use touch screen technology and do not have a conventional
keyboard. The keyboard is virtual; that is, it is part of the
touch screen and keys are activated by simply touching

them with a finger or a stylus. However, it is possible to

buy tablet cases which contain a normal-sized keyboard.
Internet access is usually through Wi-Fi or 3G/4G/5G (mobile
phone) connectivity. Like smartphones, tablets are equipped
with a series of sensors which include camera, microphone, A Figure 1.13 Tablet
accelerometer and touch screen.

The typical features of tablets are identical to those of a smartphone (described
earlier).

Advantages of tablets compared to laptops:

» very fast to switch on (no time delay waiting for the operating system to load
up)

» fully portable - they are so lightweight that they can be carried anywhere

» touch screen technology means they are simple to use and do not need any
other input devices

» can use several apps as standard (such as built-in camera, MP3/4 players and
S0 on)
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» not much heat - they use solid-state technology

» battery life of a tablet is a lot longer

» when the power button is pressed, it goes into standby, but remains
connected to the internet so the user still hears alerts when emails or other
‘events’ are received.

Disadvantages of tablets compared to laptops:

» tend to be rather expensive when compared to laptops (but this will probably
change with time as they become more common)

» they often have limited memory or storage when compared to a laptop
(although some of the latest devices have 1 TiB memory capacity)

» if 3G/4G/5G mobile phone networks are used, they can be expensive to run if
the internet is being accessed frequently

» typing on a touch screen can be slow and error-prone compared to a standard
keyboard

» transferring of files often has to be done through an ‘application atore’; this
lack of ‘drag and drop’ facility can prove to be irritating to users

» laptops tend to support more types of file format than tablets and are also
better equipped to run different types of software.

Some of the latest smartphones have been designed as a hybrid between a tablet
and a smartphone; these are referred to as a phablet. They have much larger
screens than a smartphone but are smaller than a tablet. All the features of a
smartphone (described earlier) also apply to phablets together with the typical
features of a tablet.

SAMSUNG

Smartphones Phablets Tablets

up to 5.1 inches in size between 5.1 inches and 7 inches over 7 inches in size
(that is, 13 cm) (thatis, 13 cm to 18 cm) (that is, over 18 cm)

A Figure 1.14 Comparison of smartphone, phablet and tablet
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The main uses of smartphones, tablets and phablets include:

» entertainment (streaming of music, videos and television programmes)

» gaming (including group games)

» as a camera or video camera (the quality of videos and photos now matches a
good digital cameras)

» internet use (online sales, social networks, using QR codes, and so on)

» sending/receiving emails

» global positioning system (use of maps to navigate to a location)

» calendar functions

» telephone banking (sending and receiving money using the banking apps)

» Voice over Internet Protocol (VoIP) - telephone network using the internet
which also allows video calling

» instant access to social networks (social contact with friends no matter where
you are in the world)

» instant messaging

» office and business management (particularly the features that allow rapid
voice and video communication)

» education use (using interactive software to teach or learn from)

» remotely control devices (it is possible to remotely operate devices in the
home, such as microwave ovens, which contain embedded microprocessors; by
using internet-enabled smartphones or tablets, it is possible to start/stop the
oven even while several kilometres away from home by using an App and the
internet).

Exercise 1a

Name a number of devices in the home that contain What are the advantages and disadvantages of using
embedded microprocessors, which can be controlled smartphones, tablets or phablets to control these
by smartphones, tablets or phablets using an app and  devices?

the internet.

1.5 Emerging technologies

1.5.1 Impact of emerging technologies

Artificial intelligence

There are many definitions of artificial intelligence (AI). Essentially, Al is a
machine or application which carries out a task that requires some degree of
intelligence. For example:

- the use of language

- recognising a person’s face

- the ability to operate machinery, such as a car, aeroplane, train, and so on

- analysing data to predict the outcome of a future event, for example

weather forecasting.
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AI duplicates human tasks which require decision-making and problem-solving
skills. Eventually, many tasks presently done by humans will be replaced by
robots or computers, which could lead to unemployment. However, the positive
side includes improvements in safety and quality of services and products. Some
examples are detailed below.

The impact of Al on everyday life

Whenever Al is mentioned, people usually think of science fiction fantasies and
think of robots. The science fiction writer Isaac Asimov even went as far as
producing his three laws of robotics:

» robots may not injure a human through action or inaction
» robots must obey order given by humans without question
» a robot must protect itself unless it conflicts with the two laws above.

Many science fiction movies continue to fuel people’s imagination with
slightly sinister interactions between humans and machines. However, Al
goes way beyond robotics and covers many areas, such as those shown in
Figures 1.15-1.11

A Figure 1.15 An autonomous A Figure 1.16 Robotic research A Figure 1.17 Robots are used to
(driverless] vehicle - we already is leading to improvements in help people carry out dangerous
have driverless trains and technology to help amputees and or unpleasant tasks - for example,
autopilots on aeroplanes, but future people with disabilities. bomb disposal, welding of car
developments include driverless bodies, entering nuclear disaster
cars. areas (such as Chernobyl or

Fukushima) where the radiation
would kill a human in under two
minutes.

There are many more examples and the list becomes longer and longer with time.

Negative impacts of Al

All of the above examples give a very favourable view of the effect of AI on our
everyday lives. However, in any balanced argument, we should also consider the
drawbacks of the new technology:

» could lead to many job losses in a number of areas (although it is true to say
that new technical jobs would also be created); many jobs could be lost in
manufacturing, but other roles are likely to be affected (such as bus, taxi,
lorry and train drivers)
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» dependency on technology and the inability to carry out tasks done by robots,
for example, could be an issue in the future

» loss of skills — even now, skills from previous generations have been lost as
humans have been replaced by machines and software applications.

Extended reality

Extended reality (XR) refers to real and virtual combined environments, and is a
‘catch all’ term for all immersive technologies. The three most common examples
at the moment are:

» augmented reality (AR)
» virtual reality (VR)
» mixed reality (MR).

All these immersive technologies extend the reality we experience by either
blending the virtual and real worlds or by creating a fully immersive experience.

In this chapter, we will only consider the first two examples.

Augmented reality (AR)
The features of augmented reality include:

» allow the user to experience the relationship between digital (virtual) and
physical (real) worlds

» virtual information and objects are overlaid onto real-world situations

» the real world is enhanced with digital details, such as images, text and
animation

» the user can experience the AR world through special goggles or via
smartphone/phablet screens

» the user is not isolated from the real world and is still able to interact and see
what is going on in front of them

» examples include the Pokémon GO game which overlays digital creatures onto
real-world situations.

In the future, augmented reality will have an impact on all the following areas:

» safety and rescue operations (for example, it is possible to provide 3D images
of an area where a rescue mission is to take place, giving the team the
opportunity to interact with the environment and try out rescue procedures
before doing the real thing)

» entertainment (for example, AR takes users into a virtual environment where
it is possible to interact with the characters; imagine the characters of your
favourite film interacting with you at home)

» shopping and retail (this is one of the big areas - for example, using your
smartphone camera you can try out make-up and see how it looks on you before
buying it, or you can experience a virtual tour of a new car where you can ‘sit’
in the interior and try out the driving experience before buying the car)
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» healthcare (doctors can make use of AR to have a better understanding of a
patient’s body; software, such as Echopixel enables doctors to use CT scans
from patients to build up a 3D image of their body to help with surgery and
diagnosis).

Virtual reality (VR)
The features of virtual reality include:

» the ability to take the user out of the real-world environment into a virtual
(unreal) digital environment

» in contrast to AR, the user is fully immersed in a simulated digital world

» users must wear a VR headset or a head-mounted display which allows a 360°
view of the virtual world (this ‘fools’ the brain into believing they are walking
on an ocean bed, walking in an alien world or inside a volcano)

» this technology can be used to good effect in: medicine (teaching operation
procedures), construction, engineering and the military.

In the future, virtual reality will have an impact on all the following areas:

» military applications (for example, training to operate a new tank)

» education (for example, looking inside an ancient building as part of a history
lesson)

» healthcare (for example, as a diagnostic tool to recommend treatment)

» entertainment (for example, games where gloves, goggles or helmets are worn
to fully immerse players and make it seem very real)

» fashion (for example, to do fashion shows before doing the real thing - see
the clothes on people, check out the venue and so on)

» heritage (for example, allowing users to walk around and close up to
monuments like Stonehenge)

» business (for example, training courses and role-playing scenarios for staff)

» engineering (for example, seeing how new designs like bridges will look in an
existing environment)

» sport (for example, a golfer trying to improve his swing can use this
technology and get feedback to improve his game)

» media (for example, interactive special effects in movies)

» scientific visualisation (for example, part of a molecular structure in
chemistry, or a cell in biology).
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Exam-style questions

1 There are a number of different types of computer. Write down the type of
computer that best fits the following descriptions.
a A computer that is difficult to move and has a separate monitor and

keyboard. [1]
b A portable computer that includes a physical keyboard. [1]
¢ A thin portable computer that has a touch screen and a battery in a

single unit, not normally used to make phone calls. [1]
d A mobile phone that can be used as a computer. [1]

Cambridge IGCSE Information and Communication Technology (0417) Paper 12 Q1,
February/March 2016
2 Tick (v') whether the following are features of operating systems
containing a command line interface (CLI) or a graphical user
interface (GUI). [2]

CLI(v) |GUIv)

Instructions have to be typed.

Applications are represented by icons.

Options are chosen from a menu.

Many instructions have to be memorised.

Cambridge IGCSE Information and Communication Technology (0417) Paper 12 Q2,
February/March 2016
3 Most smart phones can carry out many functions which, until recently,
only a computer could perform. Explain why computers of all types are
still needed. [7]

Cambridge IGCSE Information and Communication Technology (0417) Paper 12 Q10,
February/March 2015

4 Computer operating systems have developed since early computers
used Command Line Interfaces (CLI). Many computers now use Graphical
User Interfaces (GUI), some of which are capable of using touch screen
technology.
Compare and contrast CLI and GUI. [8]

Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q14,
May/June 2017
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5 Nine statements about random access memory (RAM) and read-only
memory (ROM) are given below. By putting a tick (v') in the appropriate
box, indicate whether each statement refers to RAM or ROM. [9]

RAM (/) | ROM (v)

Data on a chip is stored permanently and cannot be deleted

Itis not possible to alter or delete the data stored on the chip

Data on the chip is stored temporarily and can be deleted by the user

Data is retained even when the computer is powered down

Stores data, files or part of the operating system which is currently in use

Data is lost when power to the computer is turned off

It contains the basic input/output system used to boot up the computer
when it is first powered up

Itis a form of volatile memory

Itis a form of non-volatile memory

6 a Describe what is meant by augmented reality and virtual reality. [4]
b Describe how augmented reality and virtual reality could affect
society in the near future. [4]

7 Six descriptions are shown on the left and six computer terms are
shown on the right.

Draw lines to link each statement to its correct computer term. [6]

Method whereby a person uses their voice to ‘ .
. output device
carry out a function
Physical component that allows data to be ‘ ‘
. analogue

entered into a computer system
Physical component, such as a monitor, printer or computer-aided
projector under the control of the computer design
Small application that carries out a single task; dialogue-based
usually embedded in the html page on a website interface
Software used to help in the creation,
manipulation, modification and analysis of a input device
drawing

Physical data that changes smoothly and is not
step wise; has an infinite number of possible applet
values




Input and output devices

In this chapter you will learn about: For each device you will learn about:
* input devices * characteristics

* direct data entry (DDE) devices * uses

* output devices. * advantages and disadvantages.

As the name suggests, these are hardware devices that allow data to be input , (
into a computer. Many such devices exist, ranging from the more common
ones, such as the keyboard, through to more specialist devices, such as

barcode readers. Some of these are described in this section.

2.1 Input devices and their uses
2.1.1 Keyboards | -

Keyboards are by far the most common method used
for data entry. They are used as the input device on
computers, tablets, mobile phones and many other
electronic items.

The keyboard is connected to the computer through a
USB or wireless connection. In the case of tablets and
mobile phones, the keyboard is often virtual or a type of A Figure 2.1 Keyboard
touchscreen technology (see later).

When the character on the keyboard is pressed, it is converted into a digital
signal, which the computer interprets.

They are a relatively slow method of data entry and are also prone to errors.
But keyboards are probably still the easiest way to enter text into a computer.
However, frequent use of these devices can lead to injuries, such as repetitive
strain injury (RSI) in the hands and wrists.

Ergonomic keyboards can help to overcome this
problem - these have the keys arranged differently,
as shown in Figure 2.2. They are also designed to
give more support to the wrists and hands when
doing a lot of typing.

Figure 2.3 and the following description summarises
how the computer can recognise a letter pressed on
the keyboard:

» There is a membrane or circuit board at the base
of the keys.

» In Figure 2.3, the ‘H’ key is pressed and this
completes a circuit as shown.

A Figure 2.2 Ergonomic keyboard
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» The CPU in the computer can then determine which key has been pressed.
» The CPU refers to an index file to identify which character the key press

represents.
Letter “H" has been
pressed and now makes
contact with bottom
conductive layer
— I Letter “H"
Conductive — ::::"::::—:::::::I___r_'__'_'_'_'_'_'_'_'_'_'__'_'_'_'_'_'_' interpreted
layers L o — | by computer

Insulating layer

A Figure 2.3 Diagram of a keyboard

Uses of keyboards

» Input of data into applications software (for example, text into word
processors, numbers into spreadsheets, and so on).

» Typing in commands to the computer (for example, Prnt Scrn, Ctrl+P to print
out, and so on).

Advantages of keyboards

» Fast entry of new text into a document.

» Well-known method.

» Easy to use for most people.

» Easier to do verification checks as data is entered (can immediately compare
the source document with typed data on the screen).

Disadvantages of keyboards

» Can be difficult to use if the user has limited arm/wrist use.

» Slow method when compared to direct data entry (for example, Optical Mark
Recognition - see Section 2.2).

» Fairly large device that uses up valuable desk space.

Exercise 2a

Find out about a number of applications that use input/output devices and discuss
the reasons why they were chosen (that is, their advantages and disadvantages).

2.1.2 Numeric keypads

A numeric keypad is used to enter numbers only (although some have a
function key to allow alphabetic characters to be input).

Uses of numeric keypads

» Automatic teller machines (ATMs), where the customer can key in
their PIN, amount of money, etc.

» Mobile phones to allow phone numbers, etc. to be keyed in. A Figure 2.4 Numeric keypad

» Point of sale terminals (POS) in case the barcode reader fails to read the

barcode - the number has to be keyed in manually by the operator.
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» Chip and PIN devices when paying by credit/debit cards (key in PIN, amount
of money, etc.).
» Fast entry of numeric data into a spreadsheet.

Advantages of numeric keypads

» Faster than standard keyboards when entering numeric data.
» Because many are small devices (for example, mobile phones) they are very
easy to carry around.

Disadvantages of numeric keypads

» Sometimes have small keys which can make input more difficult.
» Sometimes the order of the numbers on the keypad is not intuitive. )
-

2.1.3 Pointing devices e

Mouse

The mouse is an example of a pointing device. The user controls the position \

of a pointer on the screen by moving the mouse around. There are usually two _

buttons which have different functions; the left button is used to select items by 4 Figure 2.5 Mouse
double clicking, while the right button brings up drop-down menus.

Many also have a scroll button, which speeds up the process of moving through a EE———
document. “ e
The optical mouse (where movement is detected by reflected light rather than ooy sered e
the position of a moving ball) and the cordless or wireless mouse (which — S
transmits signals to a USB wireless receiver plugged into the computer) are in £ i+
use on modern computers. The advantage of an optical mouse is it has no moving Prit, e
parts and it also does not pick up any dirt. This makes it more robust pekte. =
and improves its performance because the older type of mouse can ‘skid” on tock e
certain surfaces reducing the control of the pointer. S T
Uses of a mouse o tindon
Create Bookmark, .,

Almost anything, depending on the software, but includes:

A Figure 2.6 Example of a

» opening, closing and minimising software
P 9 J g drop-down menu

» grouping, moving and deleting files

» image editing, for example, controlling the size and position of a drawing
pasted into a document

» controlling the position of a pointer on the screen to allow selection from a
menu or selecting an icon, and for scrolling up and down/left and right.

Advantages of a mouse

» Faster method for choosing an option rather than using a keyboard.
» Very quick way of navigating through applications and the internet.
» Does not need a large desk area when compared to a keyboard.
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Disadvantages of a mouse

» Can be more difficult for people with restricted hand/wrist movement than
using a keyboard for data entry.
» Easy to damage, and the older type of mouse quickly becomes clogged up with

dirt.
» Difficult to use if no flat surface readily available (for example, on an
aeroplane).
Touchpad e T S & e
ﬂr\‘ '\"‘;_ \‘.\“-“-"‘\w g
o, A, U, A,

Touchpads are used as a pointing device in many laptop computers. The pointer ﬁf“".\f;“"i‘i\y‘-“-"\"“'"-'_"” .
is controlled by the user moving their finger on the touchpad and then gently Yy .

tapping it to simulate the left-hand button of a mouse (that is, selection). They
also have buttons under the touchpad which serve the same function as the left ”‘
and right buttons on a mouse. ———

A Figure 2.7 Touchpad
Use of a touchpad 9 ouchpa

Their uses are the same as those of a mouse.

Advantages of a touchpad

» Same as the mouse (faster than a keyboard for choosing options, used to
navigate applications and the internet, etc.).

» Because the touchpad is integrated into the laptop computer there is no need
for a separate mouse - this aids the portability and is a big advantage if there
are no flat surfaces available.

Disadvantages of a touchpad

» People with limited hand/wrist movement find the device difficult to use.

» Can be more difficult to control the pointer when compared to a normal
mouse.

» More difficult to use when doing certain operations such as drag and drop.

Trackerball

. -
Trackerballs are similar to a mouse, except that a ball is on the top or the side

of the device; the user controls the pointer on the screen by rotating the ball '
with their hand. It is easier to use for people with limited hand/wrist movement.
Some trackerballs have two buttons, which have the same function as the left-
and right-hand mouse buttons. If they have a third button, it is equivalent to a
double click. Because trackerballs do not physically move, there
is no need for a large amount of desk space.

A Figure 2.8 Trackerball

Uses of a trackerball

» Can be a good alternative to a mouse for people with
conditions such as RSI.

» Used in an industrial control room environment where it is
faster than a mouse to navigate through process screens.

» Used in some luxury cars to select functions such as radio,
telephone, music, satnav and so on.

A Figure 2.9 Trackerball used in a luxury car
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Advantages of a trackerball

» Does not need the same fine control as a mouse.

» Easier to use than a mouse if the operator has problems with their wrist
or hand.

» More accurate positioning of the pointer on screen than a mouse.

» They are more robust than a mouse.

» Needs less desk space than a mouse or keyboard.

Disadvantages of a trackerball

» Not supplied with the computer as standard, therefore more costly.
» User may need training because it is not standard equipment.

2.1.4 Remote control

A remote control is used for the operation of other devices using infrared
signals.

The buttons on the keypad are used to select options (such as television
channels, sound levels on a Hi-Fi, timings on a DVD recorder, etc.).

Uses of a remote control

» Televisions, satellite systems, DVD/Blu-ray players and Hi-Fi systems all use
remote controls to alter functions such as sound volume, on/off, change
channels, open the disc drawer, and so on.

» Used to control multimedia systems. A Figure 2.10 Remote

» Used in industrial applications to remotely control processes, stop and start control
machinery, etc.

Advantages of a remote control

» Can be operated from any reasonable distance, unlike, for example, a wired
mouse which is restricted by the length of the wire. Some industrial processes
are hazardous, so it is a big advantage to be able to select operations from a
distance.

Disadvantages of a remote control

» Difficult to use if the operator has limited hand/wrist movement.
» It is easier to block the signal if, for example, the walls in the building are
very thick.

2.1.5 Joysticks and driving wheels

Joystick

Joysticks have similar functions to a mouse and a trackerball. By gripping - )
the stick, a pointer on the screen can be controlled. Buttons are used to make %f
selections. Often they have another button on the top of the stick that is used

for gaming purposes for example to fire a weapon.

A Figure 2.11 Joystick
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Uses of a joystick

» Used in video/computer games.
» Used in simulators (for example, flight simulators) to mimic actual controls.

Advantages of a joystick

» Easier than a keyboard to navigate the screen.
» Control is more realistic for some applications than, for example, using a
mouse.

Disadvantages of a joystick

» More difficult to control the on-screen pointer than with other devices, such
as a mouse.

Driving wheel

A driving (steering) wheel is an example of an input device that is similar to
a joystick in many ways. It connects to a computer (or games machine), usually
through a USB port. The wheel allows you to simulate the turning of a steering
wheel, and there are associated devices (such as buttons or pedals) which allow
you to accelerate and brake. Sensors are used to pick up left/right movement so 4 Figure 2.12 Driving wheel
that the user gets the sensation of steering a car around a circuit or on the road.

Uses of a driving wheel

» Used in video/computer games (for example, car racing games).
» Used in simulators (for example, car-driving simulators) to mimic actual
vehicle controls.

Advantages of a driving wheel

» Easier than a keyboard or joystick to control steering movements; it is more
natural.

» The ‘driving experience’ is nearer to how an actual steering wheel and other
controls operate in real life.

Disadvantages of a driving wheel

» It can be a rather expensive input device compared to mouse or joystick.

» Movements in the steering can be too sensitive, giving an unrealistic ‘feel’.

» Unless it is an expensive simulator, feedback to the driving wheel is
non-existent.

2.1.6 Touch screens (as an input device]

With a touch screen the user can choose an option by simply touching a
button/icon on the screen. The selection is automatically made without
the need for any pointing device.

Uses of touch screens

» Self-service tills, for example, petrol stations, where the user just
touches the screen to select the fuel grade and payment method. A Figure 2.13 Touch screen
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» Automatic teller machines (ATMs) to choose from on-screen options.

» Point of sale terminals such as in restaurants.

» Public information systems at airports, railway stations, tourist offices, etc.

» Mobile phones, tablets and satellite navigation systems.

» Interactive white boards in education.

» Computer-based training (CBT) where answers are selected during on-screen
testing.

» They can obviously also be used as an output device because they also work
as a flat-screen monitor (see Section 2.3.2).

Advantages of touch screens

» Faster entry of options than using keyboard or mouse.
» Very easy method for choosing options.

» User-friendly method - no training necessary in its use.
» Option to expand the size of the display if necessary.

Disadvantages of touch screens

» Limited number of input options available.

» Can lead to problems if an operator has to use the system frequently
(straining of arm muscles, RSI, etc. are all possible).

» The screen can get very dirty with constant touching (giving a risk of
spreading infections, and reduce its responsiveness which makes it more
difficult to read in strong sunlight).

2.1.7 Scanners

Scanners are used to enter information from hard copy (for example, text
documents, photographs) into a computer. The most common type is the flatbed
scanner (see Figure 2.14), which is made up of a glass panel and lid. The

hard copy document or photo is scanned by a light source and produces a
computer-readable image.

The subsequent image can then be manipulated using a drawing package. Images
of text can also be used with optical character recognition (OCR) software to
produce editable text documents (see Section 2.2). There are also specialist A Figure 2.14 Flatbed scanner
scanners which are designed to carry out a specific task, for example, barcode

scanners (see later).

Uses of scanners

» Scan in documents and convert into a format for use in various software
packages.

» Scan in old/valuable documents/books, thus protecting the originals, as well
as producing records in case the paper copies are lost/destroyed (this is also
known as archiving).

» Scan in photographs (not all cameras are digital and therefore photographs
are still printed on paper, requiring conversion to computer format for
storage).

» Scan in barcodes at POS terminals.
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Advantages of scanners

» Images can be stored for editing at a later date.

» When used with OCR, much faster and more accurate (no typing errors) than
typing in documents again.

» It is possible to recover damaged documents and photographs by scanning in
and then using appropriate software to produce an acceptable copy.

Disadvantages of scanners

» Quality can be limited depending on how good a resolution the scanner is
capable of (most scanners have a range of resolutions you can choose from).

» They can be fairly slow at scanning, especially if the colour scanning mode is
chosen or if the chosen scanning resolution is high.

2.1.8 Digital cameras

Digital cameras have largely replaced traditional film-based cameras.
The images are stored on a memory card (solid-state memory) and can be
transferred to a computer by:

» directly reading the memory card (by slotting it into a card reader attached
to a computer or a printer)

» connecting the camera to the computer using a USB port

» using wireless data transfer (Wi-Fi or Bluetooth).

. . L A Figure 2.15 Digital camera
The images are uploaded from the camera and stored in a file in the computer;

the user can select which photos to upload and which to discard. The images are
then available for printing out as photos, can be used in a ‘slide show’, imported
into software such as a word processor, or uploaded on to the internet.

Uses of digital cameras

» Taking photographs; they still take better photgraphs than smartphones or
tablets due to the use of expensive lenses and dedicated software.

» Used as a data-capture device; for example, as a reversing aid in a car
where small cameras (in the bumpers) help the driver to see their immediate
surroundings.

» Dentists use digital cameras to take photos of a patient’s teeth to help them
diagnose any problems; they are also used to improve colour matching when
doing dental fillings.

» The creation of virtual reality tours around houses, historical buildings,
industrial plants, and so on.

Advantages of digital cameras

» Easier to produce better-quality photographs than with a traditional camera.

» Easier and faster to upload photographs to a computer rather than having to
scan in hard copies when using traditional methods.

» No need to develop film and print out photographs anymore - this saves
money and is also environmentally more acceptable (saves paper and reduces
the use of the chemicals used in developing traditional film).

» Memory cards can store many thousands of photographs.
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Disadvantages of digital cameras

» Need to be computer literate to use the cameras properly; also, the
transferring, storing and manipulating of the images via a computer requires
some understanding of how computers work.

» There is some artistry lost because clever software now corrects errors in the
photographs (for example, incorrect exposure, removal of red eye, etc.).

» Images often need to be compressed to reduce the amount of memory used (a
single image can use more than 12 MB of memory, for example).

Many smartphones and tablets are now capable of taking photographs of a very
high quality. Some of the latest smartphones are essentially making cameras
almost obsolete for the casual photographer. Because the quality of the lens is
an important feature, professional photographers will continue to use digital
cameras for a number of years. However, it is now possible to get special
attachments for many smartphones to allow special effects, zooming functions
and even light filters.

2.1.9 Microphones

Microphones are either built into the computer or are external devices connected
through the USB port or using Bluetooth connectivity. Figure 2.16 shows how

a microphone can convert sound waves into an electric current. The current
produced is converted to a digital format so that a computer can process it or
store it (for example, on a CD).

copper coil surrounded by
diaphragm cone a permanent magnet

sound waves /

AN A ;
A |

-~

\ [/ ]

__, output from
the microphone

A Figure 2.16 Diagram of how a microphone works

» When sound is created, it causes the air to vibrate.

» When a diaphragm in the microphone picks up the air vibrations, the
diaphragm also begins to vibrate.

» A copper coil is surrounded by a permanent magnet and the coil is connected
to the diaphragm using a cone. As the diaphragm vibrates, the cone moves in
and out causing the copper coil to move backwards and forwards relative to
the magnet.

» This forwards and backwards motion cuts through the magnetic field around
the permanent magnet, inducing an electric current.

» The electric current is then either amplified or sent to a recording device. The
electric current is analogue in nature.
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The electric current output from the microphone can also be sent to a computer
where a sound card converts the current into a digital signal which can then be
stored in the computer.

Uses of microphones

» To input speech/sounds to be used in various applications, for example, in
presentations, sampling (in films, music, etc.) and special effects (films).
» Input in voice-recognition software:
- the software converts the speech into text that can be used in, for
example, a word processor or to input commands into a computer
- to recognise commands; for example, some cars now have voice-activated
systems to switch on the lights, turn up the radio volume, etc. (see Chapter 1).
» Microphones can also be used as a sensor to pick up sound (for example, in an
intruder alarm system).
» Used in video-conferencing or Voice over Internet Protocol (VoIP)
applications.

Advantages of microphones

» Faster to read in text than to type it in using a keyboard.

» It is possible to manipulate sound in real time using special software rather
than work on a recording done at some earlier stage.

» If used in a voice activation system, it has the advantage of improving safety
(because the car driver, for example, does not need to take their hands off the
wheel to operate a switch or alter the radio station, etc.).

Disadvantages of microphones

» Sound files can use up a lot of computer memory.

» Voice-recognition software is not as accurate as typing in manually (for
example, the software cannot distinguish the difference between “their’
and ‘there’).

2.1.10 Sensors

This section deals with analogue sensors. A sensor is a device that inputs data Link
to a computer; the data is a measurement of some physical quantity that is =~ | soeosseeessreeeocceeecce
continuously changing (for example, temperature, light, moisture, etc.). These g‘;; more °”bthe
physical quantities are analogue in nature. Because computers only understand aLaTgeEZe;nde;?V?tiT
digital data (1s and 0s), the information from the sensors needs to be converted; g .

. . . . . data see Section 1.13.
this is done using an analogue to digital converter (ADC).

Sensors are used in monitoring and control applications - various types of
sensors are used depending on the application (see Table 2.1). When monitoring,
the data sent to the computer is often transferred directly to a spreadsheet
package (for example, taking measurements in a scientific experiment, measuring
atmospheric pollution, etc.).
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Uses of sensors

V Table 2.1 Uses of sensors

Type of sensor Applications

Temperature Used in automatic washing machines, central heating systems,
automatic glasshouses, ovens

Pressure Used in intruder alarm systems, washing machines, robotics,
environmental monitoring

Light Used in automatic glasshouses, automatic doors, intruder alarm
systems, street lighting control

Sound/acoustic Used in intruder alarm systems, monitoring liquid and powder flow in
pipes

Humidity/moisture Used in automatic glasshouses, environmental monitoring,
in factories where moisture levels are crucial (for example,
manufacture of microchips, paint spraying)

pH Used in automatic glasshouses, chemical processes, environmental
monitoring

Advantages of using sensors

» More accurate readings taken when compared to human operators.

» Readings are continuous - no break in the monitoring.

» Because it is a continuous process, any necessary action (control system) or
warning (monitoring system) will be initiated immediately.

» Systems can be automatic, removing the need for human intervention
(very important if the process is hazardous or needs precise control/
monitoring).

Disadvantages of using sensors

» Faulty sensors can give spurious results - for example, sensors on the rear
bumper of a car that monitors obstacles; if these become dirty, they may
either not identify an obstacle or give a continuous alarm.

» Most sensors are analogue, therefore they require conversion using an ADC.

2.1.11 Light pens

Light pens are used with computers as an input device. They contain sensors
that send signals to a computer whenever light changes are detected. The
devices only work with CRT monitors (see Output devices section as they rely
on the screen image being built up row by row by an electron beam. The screen
is refreshed 50 times every second; because of this, the computer is able to
determine the pen’s position by noting exactly when the device detected the
electron beam passing its tip. Systems to allow light pens to operate with LCD A Figure 2.17 Light pen
monitors are still at the development stage.

Uses of light pens

» Selecting objects on CRT screens.
» Drawing on screen (for example, with CAD packages).

36
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Advantages of light pens

» Greater accuracy than touch screens.
» Small (can be used where space is an issue).
» Easy-to-use technology.

Disadvantages of light pens

» Problems with lag when drawing on screen.

» Only works with CRT monitors (at the moment).
» Not that accurate when drawing.

» Rather dated technology.

2.2 Direct data entry (DDE) devices

Direct data entry (DDE) devices are used to input data into a computer without
the need for very much, if any, human interaction. For example, barcode readers
are DDE and the only human involvement is to point a reader at the barcode. The
transfer of the data to the computer is done automatically.

2.2.1 Card readers

Magnetic stripe readers

These are used to read information on the magnetic stripe found on, for
example, the back of a credit or debit card. The stripe contains useful
information, such as: account number, sort code, expiry date and start date.

h 4

Uses of magnetic stripe readers

» On credit/debit cards for use at ATMs or EFTPOS (electronic funds transfer at Magnetic stripe
point of sale) terminals.
» Security devices to allow entry to buildings, hotel rooms, etc.

AUTHORISED SIGNATURE.

Advantages of magnetic stripe readers S.).Driver

» Fast data entry, rather than keying in with a keyboard or keypad. =~ | B i -

» Error-free (because no typing is involved).

» Secure (information not in human readable form and, because there is no
typing, removes the risk of somebody observing your key strokes).

» Prevents access to restricted/secure areas.

» Not affected by oil, water, moisture, etc.

» No moving parts - so physically very robust.

A Figure 2.18 Magnetic
stripe reader

Disadvantages of magnetic stripe readers

» If the magnetic stripe gets damaged (for example, due to exposure to a strong

magnetic field) the data is lost. Hodder Bank — "= "
———
- -

» Does not work at a distance (card needs to be in close contact with reader).
» Because the information is not human readable, this can be a disadvantage in
some applications.

Contactless debit card readers Chip

Contactless debit or credit cards allow customers to pay for items worth up to a A Figure 2.19 Contactless
certain amount of money without entering their PIN. All contactless cards have debit card
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a small chip that emits radio waves embedded in them. The card is held within a
few centimetres of the payment terminal to pay for an item; the terminal picks
up the signal from the chip and allows the transaction to be processed. ”h’? 7

The steps taken are:
Customers look out for the contactless symbol ((« on the payment terminal.

The shop assistant enters the amount for payment.

The card reader informs the customer to present their contactless card.
The customer holds their card close to the front of the card reader.

The terminal display will indicate that the card has been read successfully.

G PHrPWN =

Advantages of using contactless cards A Figure 2.20 Contactless

» Faster transactions (typical transaction takes 10 seconds as opposed to card reader
30 seconds using magnetic stripe reader).

» The contactless card system uses 128-bit encryption systems to protect the
data.

» Customers do not have to worry about typing errors (such as incorrectly typing
in a PIN).

» Retailers no longer have access to the customer’s credit/debit card
information.

» The chip in the contactless credit card responds to the payment terminal
reader with a unique number used for that transaction only; it does not simply
transmit the consumer’s account number; this number is also encrypted.

Disadvantages of using contactless cards:

» They are more expensive than normal credit/debit cards.

» A thief with a suitable reader could monitor your contactless card transaction
while standing at the counter with you, or just behind you (the third point
above reduces this risk considerably however; because you do not have to type
in a PIN, somebody standing behind you could not steal your PIN and use it).

» Can take money twice if the customer uses it as a chip and PIN card (one is
contactless and the other is chip and PIN).

» Transactions are usually limited to a small maximum value (for example, $50).

» Transactions have been carried out, in some countries, without the card
holder being aware of this while they were just standing in the payment queue
(although it should be pointed out that this is much rarer today with new
technologies in most countries).

Chip and PIN readers

Chip and PIN readers are similar to smart card readers but are used at EFTPOS
terminals. The device has a slot into which the card is placed and the chip is
read; the PIN is entered using the keypad. The reader also has a small screen
which gives instructions to the operator. They are similar to the contactless
system, except for two points:

1 The customer has to key in their PIN to make a transaction.
2 These cards do not make use of radio frequency technology.
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Uses of chip and PIN readers

» Where payments are made using cards (restaurants, supermarkets, travel
agents, etc.).

Advantages of chip and PIN readers

» More secure system than contactless payments (PIN typed in must match up
with PIN stored on chip).
» More robust system than magnetic stripe cards.

Disadvantages of chip and PIN readers

» Fraud - need to be careful to ensure PIN is not read by somebody else while
typing it in.

2.2.2 Radio frequency identification (RFID) readers

Radio frequency identification (RFID) readers use radio waves to read and
capture information stored on a tag. In some applications, the tag can be
read from a distance of several metres, which is one of its advantages over the
barcode system. The RFID tag is made up of two components:

» a microchip that stores and processes information
» an antenna which is used to receive and transmit data/information.

The tags can be passive or battery-powered. Passive tags use the reader’s radio
wave energy to relay back the information; battery-powered tags use a small
embedded battery to power the RFID.

RFID tag

antenna

o reader
A

\J

computer

A Figure 2.21 RFID
Uses of RFID

» Livestock tracking (so that the whereabouts of each animal on a farm is
known; it also identifies which farm owns the animal).

» Retail (it is similar to barcodes, but does not require any scanning; details
such as price can be stored on the tag and then automatically read at a
checkout - a big advantage is that several tags can be read at the same time,
thus speeding up the checkout process).

» Admission passes (for example, in theme parks RFID cards eliminate the need to
scan or swipe people before ‘rides’, reducing the waiting time; it also allows the
tracking of people in the theme park and certain information, such as height or
age, can be stored to prevent entry to certain rides on safety grounds).

» Libraries (books can be tracked in and out automatically by readers at the
library entrance; no need to scan barcodes or use magnetic stripe cards,
making the process quicker and more accurate).
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Advantages of RFID

» No line-of-sight contact is necessary; the tags can be read from a distance.

» Itis a very robust and reliable technology.

» Very fast read-rate (typically less than 100 milliseconds to respond).

» Bidirectional data transfer (that is, it allows read and write operations to take
place).

» Bulk detection is possible (that is, it can detect several RFID tags at the same
time).

Disadvantages of RFID

» Tag collision (this is when the signals from two or more tags overlap,
interfering with each other).

» Because RFID uses radio waves, they are relatively easy to jam or interrupt.

» It is relatively easy to hack into the data/signal transmitted by the tag.

» RFID is more expensive than a comparable barcode system.

2.2.3 Optical mark recognition/reader (OMR)]

Optical mark recognition (OMR) is a device which can read marks written in pen
or pencil on a form. The places where the pen or pencil marks can be made are
clearly shown on the form, for example:

11— 20 e 30 e

A Figure 2.22 OMR

In this example a pencil mark has been made between the dots on option 1. The
position of the mark is stored in the computer’s memory after being read by the
OMR device.

Uses of OMR devices

» Used to read questionnaires, multiple-choice examination papers, voting
papers and many other types of form where responses are registered in the
form of lines or shaded areas.

Advantages of OMR devices

» Very fast way of inputting the results of a survey, etc. The documents are fed
in automatically and there is no user input.

» Because there is no typing, they are more accurate than keying in the data.

» They are more accurate than OCR methods.

Disadvantages of OMR devices

» The forms need to be carefully designed to make sure the marks/shading are
correctly positioned to gather accurate information.

» There can be problems if they have not been filled in correctly; sometimes
they have to be manually checked before being read, which is both time
consuming and expensive.
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2.2.4 Optical character recognition/reader (OCR])

Optical character recognition (OCR) is the name given to a device that converts

the text on hard copy documents into an electronic form. OCR software converts
this electronic data into a form that can then be used in various application
packages, such as word processors or presentation software.

Uses of OCR

» One of the most recent uses is the processing of passports and identity cards.

» Converting hard copy documents into electronic form which can be stored on
a computer.

» Used in automatic number plate recognition (ANPR) systems in car parks.

» Digitising historic newspapers and rare books so they can be archived and
used by researchers, preventing damage to the originals.

Advantages of OCR

» Itis a much faster data entry system than manually keying in data.
» Because there is no manual data entry, the number of errors is also reduced.

Disadvantages of OCR

» The system still has difficulty reading some handwriting.
» Still not a very accurate technique.

Comparison of OMR and OCR features

A company has decided to produce a questionnaire to gain information from
customers. What features of OCR or OMR need to be considered when designing
the data-capture form? This comparison is needed before the form is designed
and the appropriate input method chosen. Table 2.2 summarises the features of

A Figure 2.23 Using OCR
to process a passport

both methods.

V¥ Table 2.2 Comparison of OCR and OMR

OCR

OMR

Because this method reads handwriting, it is possible for
customers to extend their answers to questions

Because this involves shading in lozenges to answer set
questions, the information obtained is limited to the choices
offered in each question

This method can read handwriting - but if the handwriting is
poor it may cause reading errors

OMR relies on simply detecting where marks have been
made on a page; the position of the marks is compared to a
template stored in memory

OCR is used for converting printed documents to an editable
electronic format

OMR simply reads the position of marks so it is ideal for
multiple-choice exam papers

OCR requires a complex recognition system

This method requires complex (and expensive) forms to be
completed; but the recognition system is simpler than OCR

Fewer ‘how to fillin" instructions are needed for forms
designed to be completed and then read by OCR

While this method requires more ‘how to fill in’
instructions, it is easier and faster for customers to
complete OMR forms than to complete OCR forms

While OCR is more accurate than data entered into a computer
by keyboard, there are still problems recognising all types of
handwriting leading to inaccuracies

OMR is essentially a more accurate method for reading
data than OCR

41
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2.2.5 Barcode readers
Barcode readers are used to read information in the form of a bar code (see
4 7937900203229

barcode example in Figure 2.24).

The readers are usually in the form of a barcode scanner and are often built into

POS terminals in supermarkets. Handheld scanners or wands (as shown in Figure

2.25) are also very common for reading barcodes if portability is required (for A Figure 2.24 Sample
example, if the barcodes are on large or fixed objects). barcode

Uses of barcode systems

» Used in supermarkets and other shops where the goods are marked with a
barcode; the barcodes are used to give information about the product which
enables automatic stock control, itemised billing, etc. to take place.

» Used in libraries to keep track of books on loan.

» Used as a safety function in many companies to ensure that electrical

equipment is checked on a regular basis (barcodes are placed on an item to A Figure 2.25 Portable
identify it and a database holds all the information related to that barcode so barcode reader
it is possible to interrogate the system as part of a safety audit). (scanner)

Advantages of barcode systems

» Much faster than keying in data manually and fewer mistakes will be made.

» If used as a way of recording safety testing of components (for instance
electrical components) they can help improve safety.

» They allow automatic stock control.

» They are a tried and trusted technology.

Disadvantages of barcode systems

» Relatively expensive system to administer.
» Not fool-proof (barcodes can be swapped around on items).
» Can be more easily damaged than RFID tags or magnetic stripes.

2.2.6 Quick response (QR) code scanners (readers)

Another type of barcode is the quick response (QR) code. This is made up of a
matrix of filled-in dark squares on a light background. For example, the QR code
in Figure 2.26 is a website advertising rock music merchandise. It includes a web
address in the code.

QR codes can hold considerably more information than the more conventional
barcodes described earlier.

Description of QR codes
A QR code consists of a block of small squares (light and dark) known as pixels. A Figure 2.26 Sample
It can presently hold up to 4296 characters (or up to 7089 digits) and allows QR code

internet addresses to be encoded within the QR code. This compares to the 30

digits which is the maximum for a barcode. However, as more and more data is

added, the structure of the QR code becomes more complex.
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The three large squares at the corners of the code function as a form of
alignment; the remaining small corner square is used to ensure the correct size
and correct angle of the camera shot when the QR code is read.

Because of modern smartphones and tablets, which allow internet access on the
move, QR codes can be scanned anywhere. This gives rise to a number of uses:

» advertising products (for example, the QR code in Figure 2.26)

» giving automatic access to a website or contact telephone number

» storing boarding passes electronically at airports and train stations
(Figure 2.27).

By using the built-in camera on a mobile smartphone or tablet and by
downloading a QR app (application), it is possible to read QR codes on the move
using the following method:

Boarding Pass

» Point the phone or tablet camera at the QR code.

» The apps will now process the image taken by the camera converting the
squares into readable data.

» The browser software on the mobile phone or tablet automatically reads the
data generated by the apps; it will also decode any web addresses contained

LHR to BUH
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within the .QR code. . . . A Figure 2.27 Sample
» The user will then be sent to a website automatically (or if a telephone boarding pass

number was embedded in the code, the user will be sent to the phone

apps ).

» If the QR code contained a boarding pass, this will be automatically sent to
the phone/tablet.

Uses of QR codes

» Used in advertising to contain data such as business addresses, phone
numbers, email addresses and website addresses; scanning the QR code
gives all the necessary data on the smartphone screen, or the user is sent
automatically to the website embedded in the QR code.

» Contain links to apps (for example, they can be found in app stores to enable
the appropriate apps to be quickly downloaded onto a user’s device).

» Wi-Fi authentication; QR codes can be used to store Wi-Fi network
authentication (proof of identity) details, including passwords and type of
encryption used - when the QR code is scanned using a smartphone/tablet, it
will be able to automatically join that network.

» QR codes can be used to deliver augmented reality (see Chapter 1)
experiences, by helping an AR system to determine the positions of objects in
three-dimensional space.

» QR codes have been used to establish virtual online stores, where a gallery of
product information and QR codes are presented to the customer, for example,
on a train station wall. The customers scan the QR codes, and the products
are automatically delivered to their homes.

Advantages of QR codes

» They can hold much more information than normal barcode.
» There will be fewer errors than with barcodes; the higher data capacity of the
QR code allows the use of built-in error-checking systems; normal barcodes
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contain almost no data redundancy (that is, data which is duplicated) therefore
it is not possible to guard against badly printed or damaged barcodes.

» QR codes are easier to read; they do not need expensive laser or LED (light
emitting diode) scanners like barcodes - they can be read by the cameras used
on smartphones and tablets.

» It is easy to transmit QR codes either as text messages or images.

» It is also possible to encrypt QR codes, which gives them greater protection
than traditional barcodes.

Disadvantages of QR codes

» More than one QR format is available.

» QR codes can be used to transmit malicious codes; known as attagging.
Because there are a large number of free apps available to a user for
generating QR codes, that means anyone can do this. It is relatively easy to
write malicious code and embed this within the QR code. When the code is
scanned, it is possible the creator of the malicious code could gain access
to everything on the user’s smartphone/tablet (for example, photographs,
address book, stored passwords, etc.). The user could also be sent to a fake
website, or it is even possible for a virus to be downloaded.

2.3 Output devices and their uses

As the name suggests, these are devices that usually show the result of computer
processing in a format that can be understood by a human (for example, on a
monitor or printed on paper). However, some output devices are part of a control
system. In these examples, the computer is controlling a process and sends
signals to these output devices.

2.3.1 Monitors (screens)
In this section we will consider two types of monitor:

» the cathode ray tube (CRT) monitor
» LCD (or TFT) screen (TFT means ‘thin film technology’; a general term for
modern thin screens).

While CRT monitors have just about been phased out everywhere, they are
included here because these are the only type of device which allows the use of
light pens (see Section 2.1.11). Consequently, some companies using CAD still
use large CRT monitors to enable the use of light pens as part of the drawing
environment.

CRT monitors

Cathode ray tube (CRT) monitors are the least expensive type of monitor,
although they are becoming increasingly rare as LCD monitors are now taking
over. They come in various sizes and make use of an electron gun firing against
a phosphor screen. The picture is made up of tiny dots which are coloured red,
green or blue - the intensity of each coloured dot makes up the vast range of
colours interpreted by the eye.

A Figure 2.28 CRT
monitor
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Uses of CRT monitors

» They are only used in specialist areas, such as computer-aided design (CAD);
the screens are usually very large to enable complex diagrams to be created or
modified.

» They are used with light pens to allow designs to be created on screen.

Advantages of CRT monitors

» The screen can be clearly seen at a wider range of viewing angles than with
most LCD monitors.
» They allow the use of light pens in, for example, CAD/CAM applications.

Disadvantages of CRT monitors

» They tend to be rather heavy and present a weight hazard if not supported
properly; they also have a very large footprint on a desk (they cover about ten
times the area of an LCD monitor).

» They run very hot and can cause fires if left unattended (especially as they
get older).

» They consume considerably more power than LCD monitors.

» They can flicker, which can lead to headaches and eyesight problems with
prolonged use.

LED and LCD screens

LED screens

An LED screen is made up of tiny light emitting diodes (LEDs). Each LED is either
red, green or blue in colour. By varying the electric current sent to each LED, its
brightness can be controlled, producing a vast range of colours.

This type of screen tends to be used for large outdoor displays, due to the
brilliance of the colours produced. Recent advances in LED technology have led to
the introduction of OLED (organic LED) screens.

Many monitors and television screens are advertised as LED when in fact
they are LCD screens which are backlit using LEDs.

LCD screens

LCD screens are made up of tiny liquid crystals. These tiny crystals make up an
array of pixels which are affected by changes in applied electric fields. How this
works is outside the scope of this book, but the important thing to realise is that
for LCD screens to work, they require some form of backlighting.

Modern LCD screens are backlit using light emitting diode (LED) technology and
must not be confused with pure LED screens. When LEDs are used, a matrix of
tiny blue-white LEDs is used behind the LCD screen. The use of LED backlighting
gives a very good contrast and brightness range.

Before the use of LEDs, LCD screens used cold cathode fluorescent lamps (CCFL)
as the back lighting method. Essentially, CCFL used two fluorescent tubes behind
the LCD screen to supply the light source.

The reason that LEDs have become increasingly more popular as the method of
backlighting is due to a number of advantages over older CCFL technology:

» LEDs reach their maximum brightness almost immediately (there is no need to
‘warm up’ before reaching full efficiency).
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» LEDs give a whiter light, which sharpens the o liquid .
image and makes the colours appear more vivid; polarising filter—crystal - colour filter
CCFL had a slightly yellowish tint.

» LEDs produce a brighter light which improves the

colour definition. light polarising
» Screens using LED technology are much thinner ~ source filter
than screens using CCFL technology.
» LEDs last almost indefinitely; this makes the
technology more reliable and makes for a more diS?Iay
surtace

consistent product.
» LEDs consume very little power which means they
produce less heat as well as using less energy.

Uses of LCD screens

electrodes  electrodes

» Used as the main output device for most modern

computers. A Figure 2.29 Inside an LCD screen
» Many LCD screens offer touch-screen input.
» Mobile phones, tablets, laptops and portable video games all use LCD screens.

Advantages of LCD screens

» Very efficient, low power consumption.

» Lightweight devices.

» Unlike CRT monitors, do not suffer from screen image burn-in (that is, a
permanent image burned into the screen due to unchanging images over a
period of time).

» Screens can be made in large variation of sizes.

» Do not suffer from a flickering image, unlike CRT monitors.

» Very sharp image resolution (allow a vast range of colours).

» Produce low electromagnetic fields compared to CRT monitors.

Disadvantages of LCD screens

» Colour and contrast from various viewing angles can be inconsistent.

» Motion blur is a common issue.

» Lower contrast than CRT monitors, because it is harder to produce a deep, rich
level of black.

» LCDs can have weak or stuck pixels, which are permanently on or off; some
pixels may be improperly connected to adjoining pixels, rows or columns.

» The LCD panel may not be uniformly illuminated by the back light, resulting in
uneven intensity and shading over the screen.

2.3.2 Touch screen (as an output device)

Touch screens can work as both an input device (see Section 2.1.6) and as an
output device. This is one of the few devices that can be used in this way. When
options appear on the screen, for example a food selection at a fast food outlet,
a user can make a selection by touching the screen (this is the input). Another
set of options then appear on the screen, such as choosing another drink - this is
the output produced based on the previous input.
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Uses of touch screens (acting as both input and output)

» Smartphones and tablets (allowing interaction with apps).

» ATMs at banks (where screen options displayed depend on previous input
response).

» Ticket collection machines at theatres, cinemas and railway stations (again
on-screen outputs will depend on previous inputs).

» Information kiosks at museums or art galleries.

Advantages of touch screens

» Faster entry of options than using a keyboard or mouse.
» Very easy method for choosing options.

» User-friendly method - no training necessary in its use.
» Option to expand the size of the display if necessary.

Disadvantages of touch screens

» Limited number of options available.

» Not very good if large amounts of data are being input or output because they
are not very accurate and the interface is not fast.

» The screen can get very dirty with constant touching (giving a risk of
spreading infections, as well as reducing its responsiveness and making it
more difficult to read in strong sunlight).

» Easier for a third party to track a user’s interactions, which is a security risk
(for example, entering credit card details).

2.3.3 Multimedia projectors

Multimedia projectors receive signals that can be either analogue or digital
(although most modern projectors only work with digital inputs). The signal
source is usually from a computer, television or DVD player. The image from the %

source is magnified and projected onto a large screen. The devices work with

a remote control which acts like a cordless mouse when interfacing with the
screen. It is then possible to direct the computer presentation without being tied
to the computer (another feature of the virtual mouse is the laser pointer). Most
multimedia projectors take input from various types of video format.

A Figure 2.30 Multimedia
projector

Uses of multimedia projectors

» Training presentations (to allow the whole audience to see the images from a
computer).

» Advertising presentations (large images showing product features, for example
a new car; can be shown at exhibitions, shopping malls, etc.).

» Home cinema systems (projecting the images from a DVD or television).

Advantages of multimedia projectors

» Enables many people to see a presentation rather than crowding around a
small computer screen.

» Avoids the need for several networked computers (for example, when looking
at a video clip on an internet site, everybody can see the video on the large
screen rather than logging on to a number of computers).
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Disadvantages of multimedia projectors

» Images can sometimes be fuzzy.
» Expensive to buy.
» Setting up projectors can be a little difficult.

2.3.4 Printers

This section will consider the use of the three most common types of printer:

» laser printer
» inkjet printer
» dot matrix printer.

Laser printers

Laser printers produce very high-quality hard copy output. The print rate per
page is very quick if a large number of pages are being printed. They rely on large
buffer memories where the data for the whole document is stored before pages
can be printed out.

Let us briefly consider how a page is printed:

» The start of the printing process involves a printing drum being given a
positive charge; as this drum rotates, a laser beam is scanned across it
removing the positive charge in certain areas; this leaves negatively charged A Figure 2.31 Laser
areas which exactly match the text/images of the page to be printed. printer

» The drum is then coated with positively-charged toner (powdered ink);
because the toner is positively charged, it only sticks to the negatively
charged parts of the drum.

» A negatively-charged sheet of paper is then rolled over the drum.

» The toner on the drum now sticks to the paper to produce an exact copy of
the page sent to the printer.

» To prevent the paper sticking to the drum, the electric charge on the paper is
removed after one rotation of the drum.

» The paper finally goes through a fuser, which is a set of heated rollers; the
heat melts the ink so that it fixes permanently to the paper.

» At the very end, a discharge lamp removes all the electric charge from the
drum, making it ready to print the next page.

Uses of laser printers

» They are used where low noise is required (for example, in an office).
» If fast, high-quality, high-volume printing is required then laser printers are
the best option.

Advantages of laser printers

» Printing is fast (unless only a few pages are to be printed, in which case they
are little faster than inkjet printers).

» They can handle very large print jobs.

» The quality is consistently high.

» Toner cartridges last for a long time (and the printers can sometimes be a
cost-effective option, particularly if colour outputs are not required).
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Disadvantages of laser printers

» Only really fast if several copies are being made.

» Colour laser printers tend to be expensive to run (four-colour/black cartridges
are needed, plus diffuser kits, which are expensive to purchase).

» They produce ozone and volatile organic compounds because of their method
of printing and type of toner/ink used (these have been linked to health
hazards in the office).

Inkjet printers

Inkjet printers are used to produce good-quality hard copies. Unlike laser
printers, inkjet printers do not have large buffer memories, therefore printing is
done a bit at a time. This is why printing is sometimes paused - the whole print
job cannot be stored in the buffer, and it has to wait for the computer to send
more data.

Inkjet printers are essentially made up of:

» a print head, which consists of nozzles which spray droplets of ink on to the A Figure 2.32 Inkjet
paper to form characters printer
» an ink cartridge or cartridges; either one cartridge for each colour (blue,
yellow and magenta) and a black cartridge, or one single cartridge containing
all three colours plus black (note: some systems use six colours)
» a stepper motor and belt, which moves the print head assembly across the
page from side to side
» a paper feed which automatically feeds the printer with pages as they are
required.

The ink droplets are produced using two different technologies:

» Thermal bubble - tiny resistors create localised heat which makes the ink
vaporise. This causes the ink to form a tiny bubble; as the bubble expands,
some of the ink is ejected from the print head onto the paper. When the
bubble collapses, a small vacuum is created which allows fresh ink to be drawn
into the print head. This continues until the printing cycle is completed.

» Piezoelectric - a crystal is located at the back of the ink reservoir for each
nozzle. The crystal is given a tiny electric charge which makes it vibrate. This
vibration forces ink to be ejected onto the paper; at the same time more ink is
drawn in for further printing.

Uses of inkjet printers

» Used where low-output volumes are required (high-volume jobs are difficult to
do because the ink cartridges tend to be used up very quickly).

» If high-quality printing is required for single pages (or only a small print job)
then these printers are ideal; for example, they are very good at producing
photo-quality printouts.

» 3D inkjet printers are now being used in industry to produce prototypes (see
Section 2.3.6).

Advantages of inkjet printers

» High-quality output.
» Cheaper to buy than laser printers.
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» Very lightweight and have a small physical footprint.
» Do not produce ozone and volatile organic compounds, unlike laser printers.

Disadvantages of inkjet printers

» Slow output if several copies are needed (little buffer capacity to store the
pages).

» Cannot do large print jobs (ink cartridges run out too quickly).

» Printing can ‘smudge’ if the user is not careful.

» Can be expensive if used a lot (original ink cartridges are expensive to buy).

Dot matrix printers

Dot matrix printers are a type of impact printer where a print head
(made up of a matrix of pins) presses against an inked ribbon. They
tend to be slow, noisy and the output is not that good compared to
inkjet and laser printers. They are still useful, however, where multi-
part stationery (carbon copies) or continuous rolls of paper (rather
than individual sheets) are being used. They also work well in dirty
atmospheres (such as on a factory floor), unlike inkjet or laser printers.

Uses of dot matrix printers

» They can be used in noisy or dirty environments (for example, A Figure 2.33 Dot matrix printer
garage workshops) and in applications where print quality is not
that important.
» They are used in applications where multi-part stationery or the fact that
they are an impact printer is of value (for example, when producing physical
‘carbon copies’ such as when producing wage slips).
» Still widely used in till receipts.

Advantages of dot matrix printers

» They can be used in environments which would be a problem for laser or inkjet
printers (for example, dusty/dirty or moist atmospheres).

» Carbon copies or multi-part outputs can be produced.

» Very cheap to run and maintain.

» Easy to use if continuous stationery is required (for example, long print jobs
such as wages slips).

Disadvantages of dot matrix printers

» Very noisy - not good in an office environment.
» Actually cost more than an inkjet printer to buy initially.
» Very slow, poor-quality printing.

2.3.5 (Graph) plotters

A (graph) plotter is an output device. Although they print on paper, they
work very differently to printers. Instead of toner or ink cartridges, plotters
use a pen, pencil or marker pen to draw multiple continuous lines, rather than
a series of dots like a printer. The size of the paper can be anything from A4
up to several metres. They produce vector graphic drawings and are often
used in conjunction with CAD and CAM (computer aided manufacturing). A Figure 2.34 (Graph) plotter
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Some plotters are used to cut out material by replacing the pen with a cutting
blade. However, in general, plotters are being phased out, as wide-format inkjet
printers are being produced at lower cost.

Uses of plotters

» Producing architectural drawings.
» Producing engineering drawings.
» Drawing animation characters (cartoon characters).

Advantages of plotters

» Very high-quality output.

» Able to produce large, monochrome and colour drawings to a high accuracy.

» Able to print on a variety of materials (for example, aluminium, cardboard,
plastic, steel and wood) as well as paper.

Disadvantages of plotters

» Very slow at printing.

» Expensive equipment (and software) to purchase initially; although running
costs are low once purchased.

» Have a very large physical footprint compared to a printer.

2.3.6 3D printers

3D printers are primarily used in computer-aided design (CAD) applications.

They are primarily based on inkjet and laser printer technology and can produce
solid objects that actually work. The solid object is built up layer by layer using
materials such as powdered resin, powdered metal, paper or ceramic.

The alloy wheel in Figure 2.36 was made using an industrial 3D printer.

It was made from many layers of powdered metal (0.1 mm thick) using a
technology known as binder 3D printing. A Figure 2.35 3D printer

Other examples are discussed below.
The following information describes some of the features of 3D printing:

» Various types of 3D printers exist; they range from the size of a
microwave oven up to the size of a small car.

» 3D printers use additive manufacturing (i.e. the object is
built up layer by layer); this is in sharp contrast to the more
traditional method of subtractive manufacturing (i.e. removal
of material to make the object). For example, making a statue
using a 3D printer would involve building it up layer by layer
using powdered stone until the final object was formed. The
subtractive method would involve carving the statue out of solid
stone (i.e. removing the stone not required) until the final item
was produced. Similarly, CNC (computer-controlled machine - a
type of lathe) removes metal to form an object; 3D printing
would produce the same item by building up the object from A Figure 2.36 Alloy wheel made by 3D
layers of powdered metal. printing
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» Direct 3D printing uses inkjet technology; a print head can move left to right
as in a normal printer. However, the print head can also move up and down
to build up the layers of an object - each layer being less than a tenth of a
millimetre (less than 0.1 mm).

» Binder 3D printing is similar to direct 3D printing, but this method uses two
passes for each of the layers; the first pass sprays dry powder, then, on the
second pass, a binder (a type of glue) is sprayed to form a solid layer.

» Newer technologies are using lasers and UV light to harden liquid polymers;
this further increases the diversity of products which can be made.

Uses of 3D printers

3D printing is regarded as being possibly the next “industrial revolution” because
it will change the manufacturing methods in many industries. The following list
is just a glimpse into what we know can be made using these printers; in the
years that follow, the applications list could probably fill an entire book:

» Prosthetic limbs can be made to fit exactly on the injured body part.

» Making items to allow precision reconstructive surgery (for example, facial
reconstruction following an accident); the parts made by this technique are
more precise in their design as they can be made from an exact scan of the
skull.

» In aerospace, manufacturers are looking at making wings and other aeroplane
parts using 3D technology; the bonus will be lightweight, precision parts.

» Fashion and art - 3D printing allows new creative ideas to be developed.

» Making parts for items no longer in production, for example, parts for a
vintage car.

How to create a solid object using 3D printers
The steps in the process of producing an object using 3D printers is summarised
in Figure 2.37.

A design is made using computer-aided design (CAD) software.

{

The finalised drawing is imported into some special software that
prepares it in a format that is understood by the 3D printer.

{

The 3D printer is set up to allow the solid object to be made.

{

The solid object is built up layer by layer (often only 0.1 mm
thick); this can take several hours depending on the thickness of
the layers, the material used and the size of the final object.

{

The object is removed from the printer and is then prepared; for
example, some use a jelly-like support that needs to be washed
away by immersion in water, some require the removal of excess
plastic powder, and others require the cutting away of unused
material. In many cases, the object has to be left to ‘cure’ for

a few hours.

A Figure 2.37 Creating a solid object using 3D printers
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Advantages of 3D printers

» The manufacturing of items has become much easier than ever before. It is
now theoretically possible to manufacture any product a user wants using only
a 3D printer. This has led the way for customised products, as it allows a user
to create their own designs in 3D and have them printed in solid form.

» Because 3D printers can manufacture items relatively quickly, it allows rapid
prototyping. This means that it will take a really short length of time for
designs to be converted into working prototypes.

» Even though the cost of 3D printing is very high, it is still less when compared
to labour costs and other costs involved in manufacturing a product in the
more conventional way. The fact that the cost of manufacturing using 3D
printers is the same for both small-scale and mass production is also a very
useful benefit.

» Medical benefits are emerging, such as producing artificial organs, prosthetics
and precision-made items for reconstructive surgery.

» Parts for machinery that are no longer made could now be manufactured using
3D printers. A car made in the 1930s, for example, will no longer have parts
available off-the-shelf. By scanning the broken part (using a 3D scanner), or
by obtaining its blueprint, it will be possible to simply email the file to a
company and have the part made on an industrial 3D printer. This clearly has
many benefits in a number of applications.

Disadvantages of 3D printers

» The biggest possible drawback of 3D printers is the potential to make
counterfeit items or items that infringe others’” copyright. 3D printing
technology essentially turns every owner of one of these printers into a
potential manufacturer. Thus, it could become very difficult to trace the
source of fake items; copyright holders would also have great difficulty in
protecting their rights.

» All new technologies in the hands of the wrong people can lead to dangerous
or illegal activities. With the possibility of creating almost anything with the
use of a 3D printer, this technology could be used to manufacture dangerous
items by almost anyone.

» There is the potential for job losses if this technology takes over from some
types of manufacturing. Of course, this could also be seen as a benefit by some
companies as it could lead to lower manufacturing costs for certain items.

2.3.7 Speakers

Speakers (or loudspeakers) are output devices that produce sound. When
connected to a computer system, digitised sound stored on a file needs to be
converted into sound as follows:

» The digital data is first passed through a digital to analogue converter
(DAC) where it is changed into an electric current.

» This is then passed through an amplifier (because the current generated by
the DAC will be very small); this creates a current large enough to drive a
loudspeaker.

» This electric current is then fed to a loudspeaker where it is converted into
sound.
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The schematic in Figure 2.38 shows how this is done.

10010101011.... |[—> DAC % amplifier %

A Figure 2.38 Digital to analogue conversion

As Figure 2.38 shows, if the sound is stored in a computer file, it must pass
through a digital to analogue converter (DAC) to convert binary (digital) data
into an analogue form (electric current) which can then drive the loudspeaker.
Figure 2.39 shows how the loudspeaker converts the electric current into sound.

plastic or permanent
magnet

paper cone

sound waves

ALY

sound waves
produced

coil of wire
wrapped
around an
iron core

electric current fed to wire
A Figure 2.39 Diagram showing how a loudspeaker works

» When an electric current flows through the coil of wire that is wrapped around
an iron core, the core becomes a temporary electromagnet; a permanent
magnet is also positioned very close to this electromagnet.

» As the electric current through the coil of wire varies, the induced magnetic
field in the iron core also varies. This causes the iron core to be attracted or
towards or repelled from the permanent magnet and as the current varies this
will cause the iron core to vibrate.

» Because the iron core is attached to a cone (made of paper or thin synthetic
material), this causes the cone to vibrate, producing sound waves.

Uses of speakers

» Used in all phones and built in to most computers.

» Outputs sound from multimedia presentations.

» Helps visually impaired people (together with speech generation software)
through reading aloud text on the screen.

» Plays downloaded sound files.

Advantages of speakers

» Sounds amplified through speakers can be much louder than the original
sound - this is important whenever more than a few people need to listen to
something.

» Everyone in a conference, for example, can hear the output from a computer.

» It can create a good atmosphere when making a presentation.
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» They can help visually impaired people as discussed.
» Very simple technology.

Disadvantages of speakers

» Speaker output can be disturbing to others in, for example, an office
environment.

» To get high-quality sound, the required speakers can be quite expensive.

» Speakers can take up a lot of desk space.

2.3.8 Actuators

When a computer is used to control devices, such as a conveyer belt or a valve, it
is usually necessary to use an actuator to, for example, start/stop the conveyer
belt or open/close the valve. An actuator is a mechanical or electromechanical
device such as a relay, solenoid or motor. We will consider a solenoid as the
example; this converts an electrical signal into a magnetic field producing linear
motion:

electromagnetic field

solenoid coil

current out current in
A Figure 2.40 Solenoid

If a plunger (for example, a magnetised metal bar) is placed inside the coil, it
will move when a current is applied to the coil (see Figure 2.40). This would allow
the solenoid to operate a valve or a switch, for example. There are also examples
of rotary solenoids, where a cylindrical coil is used. In this case, when a current
is supplied to the coil, it would cause a rotational movement of the plunger.

Uses of actuators

» They are used to control motors, pumps, switches, buzzers and so on.
» They allow a computer to control physical devices that normally require
analogue inputs.

Advantages of actuators

» They allow remote operation of many devices (for example, pumps in a nuclear
reactor where remote operation is a big safety factor).
» They are relatively inexpensive devices.

Disadvantages of actuators

» They are an additional device in the system that could go wrong.
» Because they are usually analogue devices, computer signals need to
converted using a DAC to enable computer control.
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Exam-style questions

1 a State one suitable application for each of the following printers.
A different application should be given in each case.
» inkjet printer

» 3D printer [2]
b Name another type of printer and describe one way in which it is
different from the two printers named in part a. [3]

2 Contactless debit cards are replacing standard debit cards. Some
countries are introducing contactless debit card transactions at ATM machines.
Give three disadvantages to the customer of using these cards at an ATM.
[3]

Cambridge IGCSE Information and Communication Technology (0417) Paper 12 Q12,
October/November 2017

3 In each of the following questions, only one of the responses is
correct. Choose one of the five options given. [10]
a Which one of the following is the most suitable device for inputting
a short report into a computer?

a trackerball
b scanner
C keyboard

d optical mark reader (OMR)

e joystick

b Which one of the following would you use to produce a digital
image of a hard copy photograph?

a touch screen
b keyboard

c optical character reader (OCR)
d scanner
e QR scanner

¢ Which one of the following is NOT a suitable use for an optical mark reader?

a reading barcodes

b multiple-choice exam papers

c choice of candidate in voting forms
d opinion poll survey

e data collection with limited options

d Which one of the following is the most appropriate device for printing out
wage slips, where carbon copies are also required?

a laser printer

b (graph) plotter

c inkjet printer

d actuator

e dot matrix printer
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e

Which one of the following devices could be used to produce a very large
drawing on plastic sheeting?

a (graph) plotter

b laser printer

c dot matrix printer
d 3D printer

e

touch screen

Which one of the following printers is most suitable for printing a very
large number of high-quality black and white leaflets?

one of the following cannot be directly measured using a sensor?

an output device?

an input device?

a (graph) plotter
b laser printer
c dot matrix printer
d inkjet printer
e computer-aided design (CAD])
Which
a temperature
b light intensity
c heat
d air humidity
e pressure
Which one of the following devices allows the use of a light pen?
a CRT monitor
b LCD monitor
c barcode reader
d QR reader
e touch screen
Which one of the following cannot be used as
a touch screen
b (graph) plotter
c actuator
d speaker
e mouse
Which one of the following cannot be used as
a touch screen
b 3D printer
c optical mark reader (OMR]
d QR reader
e (graph) plotter
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4 Five devices are shown on the left and five descriptions are shown on the right.
By drawing lines, connect each device to its correct description. [4]

‘ Display that uses light modulating properties of

‘ Inkjet printer crystals

‘ Image from a source is magnified and shown on a

‘ LCD screen
large screen

‘ 3D printer ‘ Droplets of ink are ejected onto a sheet of paper

Electrically-charged powdered toner is melted

‘ Digital projector ‘

onto paper
‘ Laser printer ‘ ‘ Produces solid objects using CAD software ‘
5 Which ten computer terms are being described below? [10]

a A matrix of filled-in dark squares on a light background; read using
a smartphone camera or tablet using an app.

b A device that can read marks written in pen or pencil; the pencil or
pen marks must be made in the correct position.

¢ Aninput device that takes physical readings from the surroundings and
sends the data back to a computer.

d An input device that converts sound into electric signals that can be
stored digitally on a computer.

e A device that converts a photograph or document into a
computer-readable file.

f A device used to control the operation of other electronic devices using
infrared signals.

g A direct data entry device that uses radio waves to read and capture
information stored on an electronic tag.

h A device that produces very high-quality hard copy output; uses dry ink
cartridges and an electrically charged drum.

i A device that prints by impacting a print head made up of an array of
pins against an inked ribbon.

i A pointing device that moves around on a surface in an X-Y direction to
control a cursor on a computer screen.

6 a i Describe how a QR reader works.

ii What are QR codes used for? [4]
b Give two advantages and two disadvantages of using QR codes. [4]
¢ A touch screen can be used as both an input device and an output

device. Explain how this is possible. [2]

7 Give a use for each of the following input and output devices. [10]

Keyboard f Touch screen

Driving wheel or joystick g 3D printer

QR code reader h Dot matrix printer

Barcode reader i RFID

Microphone J chip and PIN reader

mmn.nc'm
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8 A home is fitted with a microprocessor-controlled burglar alarm system.
It is not connected to a police station.
Tick (v) three sensors which would be used in such a system. [3]

(v)

Pressure sensor

Oxygen level sensor

Wind speed sensor

Sound sensor

Body sensor

Moisture sensor

Infra-red sensor

Touch sensor

Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q7 a,
May/June 2015

9 A school is holding an athletics competition. The timings of each running event
will be measured electronically using sensors at the start and finish. Runners
begin a race in starting blocks. When the starting pistol is fired the electronic
timing starts. The winner of the race is the first to break the light beam at the
end of the race.

a Complete the table using the most appropriate words from the list below.

Infra-red sensor Light sensor Moisture sensor Motion sensor
pH sensor Pressure sensor Sound sensor  Temperature sensor
Device

Data from the starting pistol is read by this device
This device detects that the athlete has left the starting block

When the light beam is broken the data is read by this device

(3]
Cambridge IGCSE Information and Communication Technology (0417) Paper 12 Q3,
October/November 2017

b A member of the sports department will use a computer to produce a
magazine of the competition. He will include photographs stored in a digital
camera as well as printed photographs.

Identify the methods he would use to transfer the photographs to the computer.
[2]
10 Tick (v') whether the following statements are True or False. [2]

True (V') | False (V)

Answers to multiple-choice examination papers can be read
using an optical mark reader (OMR]

The PIN is stored on the magnetic stripe on a credit card

The chip on a credit card is read by a PIN reader

An RFID chip can be used to track stock




Storage devices and media

In this chapter you will learn about:
* storage devices:

- magnetic (hard disk drive (HDD) and magnetic tape drive)

- optical (CD, DVD and Blu-ray read/write devices)

- solid state (solid-state drive (SSD), pen drive and flash drive)
* storage media:

- magnetic media [(magnetic disks and magnetic tape)

- optical (CD, DVD and Blu-ray discs)

- solid state (including SD, XD and CFast).

Secondary storage includes all non-volatile devices that are not part of
primary memory. They allow data to be stored as long as required by the
user. This type of storage is much larger than RAM and ROM (primary
memory), but data access time is considerably longer. All applications,
the operating system, device drivers and general files (for example,
documents, photos and music) are stored in secondary storage. There
are three different categories of secondary storage which are based on
technology that uses the following media:

® magnetic

® optical

® solid state.

It is very important to distinguish between the terms and

. Media is the hardware on which the data is actually stored
(for example, a CD or a DVD); whereas the storage device is the hardware
used to read from or write to the media (for example, a CD/DVD reader or
writer).

3.1 Magnetic media and magnetic storage
devices

Using the properties of magnetism is one of the oldest known methods for the
electronic storage of data; its roots go back to the nineteenth century.

Today, magnetic media rely on the property that an iron oxide coating can be
magnetised to represent a binary 1-value and demagnetised to represent a binary
0-value. Because each magnetised area is very small, this allows a huge amount
of data to be stored. One of the big advantages of this technology is that the
magnetic state of the iron oxide is permanent unless it is written over again. The
two most common devices that use these magnetic properties to store data are
magnetic tape drives and hard disk drives (HDD).




3.1 Magnetic media and magnetic storage devices

3.1.1 Magnetic tape drives

A magnetic tape is a very thin strip of plastic which is coated in a magnetic
layer (iron oxide). They are read from or written to by a read/write head in a
magnetic tape storage device. The data is stored as a magnetised area (which
represents a 1) or demagnetised area (which represents a 0). Data is read from
the tape using serial access (in other words, data can only be read in the

same order that it was written). This type of storage is useless in real-time or
online applications (due to the very slow data access speeds) and is best suited
to offline or batch processing. However, due to their vast storage capacity,
magnetic tapes are still used on large industrial or university computers.

Uses of magnetic tape

» Use in applications where batch processing is used (for example, clearing _
bank cheques, utility billing (gas, electricity, water), and producing pay slips). 5 Figure 3.1 Magnetic tape
In these applications there is no need for any specific processing order and drive
speed of data access is not essential).

» Used as a backup media where vast amounts of data need to be stored.

» Used in long-term archiving of data; magnetic tapes have huge data storage
capacities and are known to be very stable, which makes them ideal for
long-term storage.

Advantages of magnetic tapes

» They are generally less expensive (per byte) than the equivalent hard disk drive.

» It is a very robust technology (they do not deteriorate much over time and
remain stable).

» They have a huge data storage capacity.

» The data transfer rate is actually fast (this should not be confused with data
access time which is very slow for magnetic tapes).

Disadvantages of magnetic tape ,
(Old) master file

Old data
stored on
magnetic
tape

» Very slow data access times (they use serial access,
which means all the previous data needs to be read until
the required data is found) - whilst magnetic tape data
access time is slow, the data transfer rate is still high.

» When updating, another tape is needed to store the
final updated version; this requires the use of a master
tape (the original tape) and a transaction tape (which
contains all the changes to be made) to produce a new
master tape. This is clearly a slow way of updating data,
and can also introduce errors, which is why magnetic
tapes are no longer a common method of storing data). A Figure 3.2 Updating a magnetic tape

» They are affected by magnetic fields; a strong magnet
(for example, one found in a loudspeaker) can corrupt data stored on the tape.

A

New tape
produced
from A

and B

New data to
be used to
update
master file

Advice

Data transfer rate is the rate at which data can be sent from a storage device to
a computer (or vice versa). Data access time is the time it takes to locate specific
data stored on the storage media.




3 STORAGE DEVICES AND MEDIA

3.1.2 Hard disk drives (HDD)

Hard disk drives (HDD) are still one of the most common methods
used to store data on a computer. Data is stored in a digital format
on the magnetic surfaces of the hard disks (or platters, as they are
usually called). A hard disk drive will very often have more than one
platter depending on its capacity. A number of read/write heads can
access all of the platter surfaces in the disk drive (normally each
platter will have two surfaces where the data is stored). These read/
write heads can move very quickly - typically they can move from
the centre of the disk to the edge of the disk (and back again) 50
times a second. Data on an HDD can be read using direct access -
this means, unlike magnetic tape, earlier data does not have to be
read first before the required data is found. We will now look in
more detail at how HDD works:

» Actuators are used to move the read/write heads (voice coils are
used as the actuators; these are similar to the electromagnets used
in speakers - hence their name).

» A read/write arm swings the read/write head back and forth
across the platter; the platter is rotating at up to 10000 rpm
(revolutions per minute).

» Each read/write head contains a tiny magnet which allows the A Figure 3.3 Hard disk drive - the hard
data on the platter to be read. . . . disk (platter) is the media and the hard

» Platters are made from glass, ceramic or aluminium which are coated disk drive (HDD) is the storage device
in iron oxide.

» There are two read/write heads per platter (one for the top surface and one
for the bottom surface).

» Data is stored in concentric, circular tracks; each track is
broken up into sectors (see Figure 3.4).

» A map of the sectors is stored on the HDD and is known as a
file allocation table (FAT); when the computer wants to store
new data, it looks at the FAT map to find out which sectors
are free and then moves the read/write heads to the correct
location - this greatly speeds up the writing process.

While hard disk drives have much faster data access times than
magnetic tape, there are still small delays. Many applications
require the read/write heads to constantly seek the correct
blocks of data; this means a large number of head movements.
The effects of latency then become very significant. (Latency
is defined as the time it takes for a specific block of data on

a data track to rotate around to the read/write head). Users
will sometimes notice the effect of latency, especially if many A Figure 3.4 Hard disk platter ([showing tracks
different applications are open, when they see messages such as: and sectors]

‘Please wait’ or, at its worst, ‘not responding’. HDDs can be either

fixed or portable.




3.1 Magnetic media and magnetic storage devices

Uses of fixed hard disk drives

» To store the operating system, systems software and working data/files.

» Storing applications software.

» Used in real-time systems (for example, robots, control of a chemical plant)
and in online systems (for example, booking airline tickets, automatic stock
control (using EPQS)).

» Used in file servers for computer networks.

Advantages of fixed hard disk drives

» They have a very fast data transfer rate and fast access times to data.
» They have very large memory capacities.

Disadvantages of fixed hard disk drives

» They can be fairly easily damaged (for example, if the correct shut-down
procedure on a computer has not been correctly carried out, it is possible to
sustain a head crash).

» They have many moving parts which can affect their overall reliability.

» Their read/write operation can be quite noisy when compared to solid-state
drives.

3.1.3 Portable hard disk drives

Portable hard disk drives are essentially HDDs external to the computer and
can be connected to the computer using one of the USB ports. In this way, they
can be used as a backup device or another way of transferring files between
computers.

Uses of portable hard disk drives

» They can be used as backup systems to prevent loss of data.

» They can be used to transfer data/files/software between computers.
Advantages of portable hard disk drives

» The data access time and data transfer rate are very fast.
» They have a large memory capacity.
» They can be used as a method of transferring information between computers.

Disadvantages of portable hard disk drives

» As with fixed disk drives, they can be easily damaged if the user accidentally
drops it or does not correctly shut down the drive after use.
» Data transfer rate is not as fast as for fixed hard drives.
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3.2 Optical media and optical storage devices

single spiral track runs from
the centre to outer part of disk

pits and lands

v & & /\
/7 / /

/ / / /
/ 7/ /

A Figure 3.5 Optical media

3.2.1 CD/DVD optical disks

CDs and DVDS are described as optical media and are read from or written to by
optical storage devices. Optical storage devices can be built in to a computer or
connected externally via a USB cable. They rely on the optical properties of laser
light, which is used to read data and to write data on the surface of the disk.

CDs and DVDs can be designated as: ‘R" (write once only), ‘RW’ (can be written to
or read from many times) or ‘ROM’ (read-only).

Both CDs and DVDs use a thin layer of metal alloy or a light-sensitive organic dye
coating to store the data. As can be seen from the diagram in Figure 3.5, both
systems use a single, spiral track, which runs from the centre of the disk to the
edge. When the disk spins, an optical head in the drive unit moves to the start of
the track. The laser beam then follows the spiral track from the centre outwards.
The read/write head does not actually touch the CD or DVD surface. As with an
HDD, a CD/DVD is divided into sectors, allowing direct access of data. Also, as

in the case of HDD, the outer part of the disk runs faster than the inner part of
the disk.

The data is stored in pits and lands on the spiral track (lands are the gaps
between pits). A red laser is used to read and write the data. The depth of
these pits is only about 20 per cent of the wavelength of the laser light used to
read the disc. This means the wavelength of the reflected laser light is slightly
different to the original laser light, causing destructive interference. This
allows the pits and lands to be read and then be converted into binary data.

DVD technology is slightly different to that used in CDs. One of the main
differences is the potential for dual-layering which considerably increases the
storage capacity. Basically, this means that there are two individual recording
layers. Two layers of a standard DVD are joined together with a transparent
(polycarbonate) spacer, and a very thin reflector is also sandwiched between
the two layers. Reading and writing of the second layer is done by a red laser
focusing at a fraction of a millimetre difference compared to the first layer.
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second
I \ layer

laser reads laser reads
layer 1 layer 2

A Figure 3.6 Dual-layering ina DVD

Standard, single-layer DVDs still have a larger storage capacity than CDs because

the ‘pit’ size and track width are both smaller. This means that more data can be

stored on the DVD surface. DVDs use lasers with a wavelength of 650 nanometres;
CDs use lasers with a wavelength of 780 nanometres. The shorter the wavelength
of the laser light, the greater the storage capacity of the medium.

Uses of CD-R and DVD-R

» Home recordings of music (CD-R) and films (DVD-R).
» Used to store data to be kept for later use or to be transferred to another
computer.

Advantages of CD-R and DVD-R

» Cheaper medium than RW disks.
» Once burned (and finalised) they behave like a ROM.

Disadvantages of CD-R and DVD-R

» Can only be recorded once; if an error occurs then the disk has to be thrown
away.
» Not all CD/DVD players can read CD-R/DVD-R.

Uses of CD-RW/DVD-RW

» Used to record television programmes which can be recorded over, time and
time again (although increasingly replaced by HDD recording systems).

» Used in CCTV systems.

» Can be used as a backup device for files and data.

Advantages of CD-RW/DVD-RW

» Can be written over many times.

» Can use different file formats each time it is used.

» Not as wasteful as R format because the files/data can be added at a later
stage (with CD-R/DVD-R it is only possible to do a write operation at the time
and you cannot come back a few days later to add more files).

Disadvantages of CD-RW/DVD-RW

» Can be relatively expensive media.
» Possible to accidentally overwrite data.
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Uses of CD-ROM/DVD-ROM

» These optical disks are read-only memory (ROM) which means they cannot
be written over and can only be read. They are a permanent method of data
storage.

» CD-ROM is used to store music files and to store software, computer games
and reference software (such as an encyclopaedia).

» DVD-ROM has much larger storage and is used to store films; but now it is
increasingly used to store computer data and the evermore sophisticated
games.

» CD-ROMs and DVD-ROMs are used in applications where there is a real need to
prevent the deletion or overwriting of important data.

Advantages of CD-ROM/DVD-ROM
» They are less expensive than hard disk drive systems.

Disadvantages of CD-ROM/DVD-ROM
» The data transfer rate/data access time is slower than for hard disks.

It should also be noted that there is another type of DVD, called DVD-RAM. It is
constructed and operates differently to the other DVD formats and has been used
as RAM in computers and camcorders. The format is now quite old.

3.2.2 Blu-ray discs

Blu-ray discs are another example of optical storage media. However, they are
fundamentally different to DVDs in their construction and in the way they carry
out read/write operations. Blu-ray discs are read from or written to using a Blu-
ray optical storage device.

Note: it is probably worth mentioning why they are called Blu-ray rather than
Blue-ray; the simple reason is it was impossible to copyright the word ‘Blue” and
hence the use of the word ‘Blu’.

The main differences between DVD and Blu-ray are: )

Blu-ray Disc Recordable
Ver.1.1/2X

25cs

» A blue laser, rather than a red laser, is used to carry out Blu-ray read and
write operations; the wavelength of blue light is only 405 nanometres
(compared to 650 nm for red light).

» Using blue laser light means that the pits and lands can be much smaller;
consequently, Blu-ray can store up to five times more data than normal DVD. A Figure 3.7 Blu-ray disc

» Single-layer Blu-ray discs use a 1.2 mm thick polycarbonate disk; however,
dual-layer Blu-ray and normal DVDs both use a sandwich of two 0.6 mm thick
disks (i.e. 1.2 mm thick).

» Blu-ray disks automatically come with a secure encryption system which helps
to prevent piracy and copyright infringement.

» The data transfer rate for a DVD is 10 Mbps and for a Blu-ray disc it is 36 Mbps
(this equates to 1.5 hours to store 25 GB of data).

Because Blu-ray discs can come in single-layer or dual-layer format it is probably

also worth comparing the differences in capacity and interactivity of the two
technologies.
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Comparison of the capacity and interactivity of DVDs and Blu-ray discs

» A standard single-layer DVD has a storage capacity of 4.7 GB (enough to store
a two-hour standard definition movie).

» A single-layer Blu-ray disc has a storage capacity of 27 GB (enough to store a
two-hour high definition movie or 13 hours of standard definition movies).

» A dual-layer Blu-ray disc has a storage capacity of 50 GB (enough to store 4.5
hours of high definition movies or 20 hours of standard definition movies).

» Blu-ray devices allow greater interactivity than DVD devices. For example with
Blu-ray, it is possible to:
- record high definition television programmes
- skip quickly to any part of the disc
- create playlists of recorded movies and television programmes
- edit or re-order programmes recorded on the disc
- automatically search for empty space on the disc to avoid over-recording
- access websites and download subtitles and other interesting features.

Finally, Table 3.1 summarises the main differences between CDs, DVDs and Blu-ray
discs.

V¥ Table 3.1 Comparison of CD, DVD and Blu-ray

Disk type Laser colour Wavelength of | Disk Track pitch
laser light construction (distance between
tracks)
CD red 780 nm single 1.2 mm 1.60 ym
polycarbonate
layer
DVD (dual-layer] | red 650 nm two 0.6 mm 0.74 um
polycarbonate
layers
Blu-ray (single- | blue 405 nm single 1.2 mm 0.30 ym
layer) polycarbonate
layer
Blu-ray (dual- blue 405 nm two 0.6 mm 0.30 pm
layer) polycarbonate
layers

(NOTE: nm = 10" metres and pm = 10~ metres.)

(Blu-ray can currently go up to six-layer technology, but this is outside the scope
of this book.)

Uses of Blu-ray discs

» Home video consoles.

» Storing and playing back movies (one high definition movie of two hours
duration uses up 25 GB of memory).

» Computers can use this technology for data storage or backing up hard drives.

» Camcorders can use this media (in cartridge form) to store movies.
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Advantages of Blu-ray discs

» Very large storage capacity, therefore ideal for storing high definition movies.

» Very fast data transfer rate.

» The data access speed is also greater than with other optical media.

» Blu-ray discs automatically come with a secure encryption system, which helps
to prevent piracy and copyright infringement.

Disadvantages of Blu-ray discs

» Relatively expensive discs.

» Encryption problems (which are used to stop piracy) when used to store video.

» Introduction of HD (high definition) DVD players has reduced the advantages
of using Blu-ray disc technology.

Exercise 3a

Review all of the uses, advantages and disadvantages of optical media. Produce

a table comparing CD formats, DVD and Blu-ray. Once you have completed the
table, choose which optical media could you use for the following (include a reason
for your choice):

a Supplying software for use on a computer.

b Backing up your files at the end of the day.

Recording or playing back a high definition movie.

d Saving data that you do not want to be changed for any reason.

e Saving word-processing files. y.

(2]

3.3 Solid-state media and solid-state
storage devices

Latency is a major issue in HDDs as described earlier. Solid-state technology
removes this issue because all the data is retrieved at the same rate. Solid state
does not rely on magnetic properties and they have no moving parts. The most
common type of solid-state technology stores data by controlling the movement
of electrons within NAND chips. The data is stored as 0s and 1s in millions of tiny
transistors (at each junction one transistor is called a floating gate and the other
is called a control gate) within the chip. This effectively produces a non-volatile
rewritable memory. Devices that use solid-state technology in this way are often
referred to as flash memories or flash drives.

3.3.1 Floating gate and control gate transistors

Floating gate and control gate transistors use CMOS (complementary metal oxide
semi-conductor) NAND technology. Flash memories make use of a grid; at each
intersection on the grid there is a floating gate and a control gate arranged as
follows:
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A Figure 3.8 Floating gate and control gate (solid-state memory)

A dielectric coating separates the two transistors, which allows the floating
gate transistor to retain its charge (which is why the memory is non-volatile).
The floating gate transistor has a value of 1 when it is charged and a value of 0
when it is not. To program one of these ‘intersection cells” a voltage is applied
to the control gate and electrons from the electron source are attracted to it.
But due to the dielectric coating, the electrons become trapped in the floating
gate. Therefore, we have control over the bit value stored at each intersection.
(Note: After about 12 months, this charge can leak away which is why a solid-
state device should be used at least once a year to be certain it will retain its
memory contents).

3.3.2 Solid-state drives (SSD)

Uses of SSDs

Solid-state drives have revolutionised computers over the last few years, and
they are rapidly taking over from HDDs as the main type of backing storage.
As the name suggests, they use solid-state media and can be used in the
same way as an HDD (that is, as a storage device to store files, applications,
operating system, and so on). They have enabled laptop computers to

become thinner and much lighter. They have given rise to the development of
smartphones and tablets; without solid-state technology, these devices simply
would not exist.

Advantages of SSDs

So, when developing a new computer or electronic device (such as a phone or
tablet), what are the main benefits of using an SSD rather than an HDD? The
main benefits of SSDs are:

» they are more reliable (no moving parts to go wrong)

» they are considerably lighter (which makes them suitable for laptops)

» they do not have to ‘get up to speed’ before they work properly

» they have a lower power consumption

» they run much cooler than HDDs (both these points again make them very
suitable for laptop computers)

» because of no moving parts, they are very thin

» SSD data access time is only 0.1 milliseconds compared to 10 milliseconds
for HDD

» data transfer speed for SSDs is also much faster than for HDDs.
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Disadvantages of SSDs

The main drawback of SSDs is the longevity of the technology (although this is
becoming less of an issue). Most solid-state storage devices are conservatively
rated at only 20 GB write operations per day over a three-year period - this is
known as SSD endurance. For this reason, SSD technology is still not used in all
servers, for example, where a huge number of write operations take place every
day. However, the durability of these solid-state systems is being addressed by a
number of manufacturers to improve them, and they are rapidly becoming more
common in applications such as servers and cloud storage devices.

3.3.3 Pen drives

Pen drives (memory sticks) are small portable devices that make —
use of solid-state technology. g p}

They connect to the computer through a USB port. Their main
advantage is that they are very small, lightweight portable devices -
which make them very suitable as a method for transferring files .

between computers. They can also be used as small backup devices \

for music or photo files, for example. Pen drives are examples of
USB flash drives which draw their power from the computer via

the USB connection. Some devices combine the functionality of a
portable media player with USB flash storage; such devices require

. A Figure 3.9 Pen drive/memory stick
a battery to play music on the go. 9 Y

Note: The terms pen drive (memory stick) and flash drive are often incorrectly
used to mean the same thing. Essentially, any device that uses solid-state
technology can be referred to as a flash drive; a pen drive (memory stick) is a
flash drive with a USB connector. In other words, a pen drive is a type of flash
drive with a particular purpose. However, flash drives can be used inside many
devices to carry out a number of different tasks. These devices may be acting
as the controller for a microwave oven, for example, which is certainly a very
different task to a pen drive.

Uses of memory sticks/pen drives

» Transporting files between computers or using as a backing store.
» Used as a security device to prevent software piracy (known as a dongle).

Advantages of memory sticks/pen drives

» Very compact and portable media.

» Very robust.

» Does not need additional software to work on most computers.
» They are not affected by magnetic fields.

Disadvantages of memory sticks/pen drives

» Cannot write protect the data/files by making it ‘read-only’.

» Easy to lose (due to the small physical size).

» The user needs to be very careful when removing a memory stick from a
computer - incorrect removal (for example, while it is still doing a read/write
operation) will corrupt the data on the memory stick and make it useless.
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3.3.4 Memory cards

A memory card makes use of solid-state technology. They can be inserted into a
device which can read the card or allow data to be written to the card. The cards
come in various memory sizes. There are many available memory card formats, for
example:

» SD cards (secure digital card)
» XD cards (extreme digital card)
» CFast card (compactfast card).

The XD card is a type of removable memory card designed for use in digital
cameras. They can be written to or read from the camera or other suitable XD
card reader (the card readers can often be attached to a computer to allow the
memory card to be read directly).

The SD card is a type of very small card with a very high-capacity memory. SD
cards are primarily used in portable devices such as digital video recorders,
digital cameras, audio players, smartphones and tablets.

A CFast card is a memory card format which was developed to allow solid-
state technology to be used in a very small portable device. It has no moving
mechanical parts and does not need a battery to retain data. CFast cards are
primarily used as removable memory for higher-end digital photo and video
cameras.

Uses of memory cards

h 4

» Storing photos on digital cameras.

» Used as mobile phone memory cards.

» Used in MP3 players to store music files.

» Used as a backing store in hand-held computer devices.

Advantages of memory cards

» Very compact - can be easily removed and used in another device or for
transferring photos directly to a computer or printer.

» Because they are solid-state memories (and have no moving parts) they are
very durable.

» They can hold large amounts of data.

» Digital devices, such as compact cameras and smartphones, are able to read
and write to memory cards, allowing the user to transport large collections of
photographs, songs or information with them.

Disadvantages of memory cards

» Expensive per gigabyte of memory when compared to hard disk drives.

» Have a lower storage capacity than hard disks.

» Have a finite life regarding number of times they can be read from or written to.

» Memory cards, specifically the micro SD card, are the smallest storage devices
available; this means they are more likely to be lost, stolen or damaged.

» Not all computers come with memory card readers built in; users will often
be required to purchase a card reader or USB converter to view the data on a
memory card.




3 STORAGE DEVICES AND MEDIA

3.4 The future of storage devices

In recent times, both the CD and DVD are showing signs of becoming obsolete.
Many computer systems now come only with USB connectors and no internal DVD
or CD drive. The main method of transferring files between devices has become
the flash memory. Many people now store all their music in the following ways:

» on hard disk drive systems (set up as sound systems, as shown in Figure 3.10)
» in MP3 format on:
- a computer/tablet
- their mobile/smartphone
- a portable music player (such as an iPod)
» using the cloud to store all their files so they can access their music from
anywhere in the world
» by streaming their music from the internet; provided the user has an internet
connection, they can access music through a laptop computer, smartphone,
tablet or any other receiving device.

=]

ECO/DIMMER SOUND TURBO

A Figure 3.10 Sound system

It is also a similar story for movies, where streaming is becoming increasingly
more common. Many television sets are now set up as smart televisions - this
means it is now possible to simply stream movies or television programmes

on demand without the need for any DVD or Blu-ray players. In effect, the
television set has become the central computer with a link to the internet using
a wireless connection.




Exam-style questions

Exam-style questions

1 CD, DVD and Blu-ray are types of optical storage media.
Tick (v') the most appropriate optical storage medium for each of the statements. [4]

CcD DVD Blu-ray
v) (v) v)

Stores lower quality audio files

Has the highest storage capacity

The RAM version of this medium is used to
record and play recorded images at the same
time

Stores high definition movies

Cambridge IGCSE Information and Communication Technology (0417) Paper 12 Q4,
February/March 2018

2 Tick (v') whether the following are optical, magnetic or solid-state
storage media. [4]

Optical (v) Magnetic () | Solid state (/)

SSD

Blu-ray

Pen drive

Portable hard disk drive

3 a Explain what is meant by the term optical media. [2]
b Hard disk drives (HDD) are being replaced by solid-state drives (SSD).
Give four reasons why this is happening. [4]

4 Six descriptions are shown on the left and six computer terms are
shown on the right.

By drawing lines, connect each description to its correct term. [5]
‘ Areas on a DVD surface where 1s and Os are stored ‘ Serial access ‘
Two individual recording layers sandwiched ‘ Pits and lands ‘

together to form a single DVD

Technology that makes use of floating gates and ‘ Memory cards ‘
control gates

Device that uses solid-state memories and plugs ‘ Solid-state memory ‘
into the USB port of a computer

Media that comes in XD, SD or CFast formats ‘ Dual-layering ‘

System whereby all the previous data needs to be ‘ Pen drive ‘
read before the required data is found
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5 Fifteen words or phrases are listed below:

» actuator » direct access » platters

» Blu-raydiscs » flash drives » serial access

» cards » latency » SSD endurance

» data access time » media » storage device

» data transfer rate » memory sticks » three-year period

Use words or phrases from this list to complete the following paragraph. Note
that each word or phrase can be used once, more than once or not at all.

is used by magnetic disks, optical disks and

solid-state media when locating data. is the name
given to the hardware on which the data is actually stored. Magnetic disks
in an HDD are better known as ; the time taken

for a specific block of data on a data track to rotate around to the read/write
head is called
is the time taken to send data from a device to a computer’s memory.

is how long it takes to locate data on any type

of media. Some optical media use laser light of 405 nm; this media is called
Solid-state drives are rated at 20 GB write
operations per day over a ; this is known as
Solid-state devices that plug into a computer

USB port are known as [10]

6 Indicate whether the following ten statements are True or False by
putting a tick (v) in the appropriate box. [10]

True False

Statements
(v) (v)

Both DVDs and Blu-ray discs can make use of dual-layering technology

CD-RW can act as the same as a ROM chip

Solid-state drives wear out very quickly due to rapid electron
movements in the transistors that make up the memory matrix

Cloud storage makes use of Blu-ray disks to store customers’ music
and photo files

Platters on an HDD can be recorded on both the bottom and top
surface

HDDs suffer from latency due to the time taken for a specific block of
data on a data track to rotate around to the read/write head

Magnetic tapes make use of serial data access

The data transfer rate is the time taken to locate data on an HDD
platter

The areas on a DVD where 1s and Os are stored are called pits and lands

A memory stick is another name for a flash drive
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7 a i Blu-ray and DVD are two types of optical media.

Give three differences between Blu-ray and DVD. [3]
ii Give one application that uses Blu-ray discs and one application
that uses DVD disks. [2]

b i Hard disk drives (HDD) and solid-state drives (SSD) are two types
of storage device.

Give three differences between HDDs and SSDs. [3]
ii Give one application that uses an HDD and one application that
uses an SSD. [2]

8 a Describe the changes in technology which have led to the disappearance
of the hard disk drive (HDD) as the main backing store on a computer.  [4]
b Describe the changes in technology which have led to the reduction
in the use of CD and DVD drives being installed on modern laptop
computers. [4]




Networks and the effects
of using them

In this chapter you will learn about:
* networks:
- routers
= common network devices - NICs, hubs, switches, bridges and
= Wi-Fi and Bluetooth
- cloud computing
- intranets, extranets and the internet
- LANs, WLANs and WANs
* network issues and communication:
- security lincluding passwords, types of authentication)
- anti-malware
- electronic conferencing.

Most computer systems are now connected in some way to form a

network. This ranges from a basic home network of only a few devices to
very large networks, often set up to share resources, such as printers or
software. The largest network is the internet itself.

4.1 Networks

4.1.1 Common network devices and terms

We will begin this section by defining four important terms you will often come
across in this chapter:

» network interface card (NIC)

» media access control (MAC) address
» internet protocol (IP) address

» data packet.

Network interface card (NIC)

A network interface card (NIC) is needed to allow a device to connect to a
network. An NIC turns binary data into an electrical signal that allows access to
a network. The NIC is usually integrated into the motherboard on most modern
computers.

Each NIC is given a unique hardwired (or hard-coded) media access control (MAC)
address at the manufacturing stage. When installed in a device, this uniquely
identifies that device.

Wireless network interface cards (WNICs) are the same as NICs in that they are
used to connect devices to the internet or other networks. However, they use
wireless connectivity, utilising an antenna to communicate with networks via
microwaves. They would normally plug into the USB port or be part of an internal
integrated circuit.
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Media access control (MAC) address

The media access control (MAC) address is a number which uniquely identifies a
device when it is connected to a network. The MAC address is made up of 48 bits
which are shown as six groups of hexadecimal digits with the general format:

NN — NN —= NN -
manufacturer’s code

For example, | 00 - 1C - B3 - , where the first six hex digits identify

a device made by Apple and the second set of six hex digits are the unique serial
number of the device itself. If the NIC card is replaced, the MAC address will

also change. The MAC address is sometimes referred to as the physical address
because it uniquely identifies a device. MAC addresses are useful when trying

to identify network faults because they never change, which makes it a more
reliable method of identifying data senders and data receivers on a network.

Internet protocol (IP) addresses

Whenever a computer connects to the internet it is given an internet protocol
(IP) address. This is usually assigned to the computer by the internet service
provider (ISP). Because the operation of the internet is based on a set of
protocols (rules), it is necessary to supply an IP address. Internet protocols
define the rules that must be agreed by senders and receivers of data
communicating through the internet. An IP address essentially identifies the
location of a device on a network.

This means that if you are using your laptop at home, it will have been given an
IP address when it connected to the internet. If you now take your laptop to a
coffee shop, and log into the internet again, it will be assigned a new IP address.
Unlike the MAC address which remains constant, the IP address changes each
time you log in at different locations.

There are two versions of IP: IPv4 and IPv6. IPv4 is based on 32 bits and the
address is written as four groups of eight bits (shown in denary format); for
example:

254.25.28.77

Because there are now so many devices connected to the internet, and this
number is growing, in the future 32 bits will no longer be enough to give each of
them a unique address. Therefore, a newer version called IPv6 is now being used.
This uses a 128-bit address, which take the form of eight groups of hex digits; for
example:

A8FB:7A88:FFF0:0FFF:3D21:2085:66FB:FOFA

Note the use of colons (:) and hexadecimal numbering. IPv6 has been designed to
allow the internet to grow in terms of the number of hosts and potential increase
in the amount of data traffic.
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Data packets

Data is moved around networks in the form of data packets. Whenever a user
sends some data, it is split up into a number of packets and each packet is
transmitted separately. Packets of data will usually have a header which contains:

» the sender’s IP address

» the receiver’s IP address

» the sequence/identity number of the packet (this is to ensure that all the
packets can be reassembled into the correct order once they reach the
destination)

» the packet size (this is to ensure the receiving station can check if all of the
packets have arrived intact)

» how many data packets make up the whole message.

When a router (see later) receives a packet of data, it checks the destination IP
address against the stored routing table, which allows the router to determine
the packet’s next step in the path. A data packet will pass through a number of
routers before it reaches its final destination. All the information in the data
packet headers allows the data packets to be reassembled in their correct order,
according to the sequence/identity number, by the receiving station.

Exercise 4a

Try finding and running a program called ‘tracert” which shows the ‘hops’ data
packets take from sender to receiver. The screen printout will show the routers
used in the path and the "hop’ numbers. (You can find ‘tracert’ utilities using a
search engine.)

Hubs

Hubs are hardware devices that can have a number of other devices
connected to them. They are used primarily to connect devices together
to form a local area network (LAN), often in the same building. A hub
will take a data packet received at one of its ports and broadcast it to
every device connected to it.

COMPULEr | {5 the hub in
the network

computer A Figure 4.1 Hub
data packet
sent to one computer
data sent out
of the hub ports
Orhenubpors I jue / to all devices
§ connected

computer

A Figure 4.2 Hub network connections
Because data packets are delivered to every device on the network:

» hubs are not very secure because every device will receive every data packet
» there will be unnecessary traffic on the network, which results in reduced
bandwidth.
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Switches

Switches are ‘intelligent” versions of hubs. As with
hubs, they connect a number of devices together to
form a LAN. However, unlike a hub, a switch stores
the MAC addresses of all devices on the network. Each
port on the switch connected to a device will have

a matching MAC address (called a look-up table) as
shown in Table 4.1.

V Table 4.1 Switch MAC address table

A Figure 4.3 Switch

Port number | MAC address

a4-00-22-a4-fe-d1
00-1c-b3-4f-25-ff
33-11-ad-6f-f1-00
a4-00-22-b2-24-11
00-1c-b3-44-ff-02
0d-3e-4f-1a-22-00

ool N WIDN| =

Using the look-up table, a switch matches the MAC address of an incoming data

packet arriving at one of its ports, and directs it to the correct device. None of

the other devices will see this data packet. Thus, if a data packet arrives at port
2, and the MAC address in the data packet is a4-00-22-b2-24-11, then the switch
will connect the data packet to port 4 only.

computer
data packet
sent to one of computer S:;i gjtcigtthe
the switch ports
—p> SWITCH correct device
\ only on the
computer | petwork
computer

A Figure 4.4 Switch network connections

Consequently, switches are more secure than hubs (because only the intended
device is sent the data) and do not waste bandwidth (because network traffic is
reduced).

In conclusion, hubs and switches are used to exchange data within their own
local area networks. They are unable to exchange data with outside networks
(such as the internet). To exchange data outside their own LAN, a device needs
to be able to read an IP address. Therefore, we need another device to allow
communication with external networks.

In summary:

» both a hub and a switch are used to connect devices in a LAN

» both hubs and switches use data packets

» hubs send data packets to every device on the network; whereas switches
send data packets to a specific device only
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» security is lower with hubs than with switches
» a switch uses a look-up table to determine the destination device
» switches use MAC addresses to locate the destination device.

Bridges
Bridges are devices that connect one LAN to another LAN that uses the same

protocol (communication rules). They are often used to connect together
different parts of a LAN so that they can function as a single LAN.

server server
computer computer
computer (—— HUB/SWITCH HUB/SWITCH ——| computer
A Figure 4.5 Bridge
computer computer
BRIDGE

A Figure 4.6 Use of a bridge to connect two LANs together

Unlike routers, bridges cannot communicate with other external networks, such
as the internet.

4.1.2 Routers

Routers are used to route data packets from one network to
another network, based on IP addresses. It can do this because
each router has its own IP address. Routers are used to join a
LAN to the internet.

server

computer A Figure 4.7 Router

computer — HUB/SWITCH ROUTER

computer

A Figure 4.8 Router used to connect a LAN to the internet

When a data packet is received at one of its ports, the router inspects the IP
address and determines whether the data packet is meant for its own network or
for another, external network. If the data packet is meant for its own network,
then the data packet is routed to the local switch or hub. Otherwise, the data
packet is transmitted to a different router (and therefore to an external network).

Routers know where to send data packets by consulting a routing table (stored
on the router’s RAM). The routing table will contain information about the
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router’s immediate network (such as computer addresses) and information

about other routers in its immediate vicinity. When a data packet reaches a
router, it examines the IP address. Because the routing table contains computer
addresses of all the computers/devices on its network, it will be able to work
out that the data packet is intended for a computer on its network. Routers
however, do not store the MAC addresses of devices (only IP addresses of all
computers and devices are stored). The router does not need the MAC address
because the data packet will be sent by the router to the switch on the
recipient local network. The switch can then use its look-up table to send the
data packet to the correct device.

I I I I
I I I I
I I I I
I I I I
I I I I
W | | ==
I I I I
N < hamsRE EZaame T B
I I I I
| o= s1 I R1 RO R4 sa4 e
I I I I
: (] <—+ J : L A : J +—> c11 :
| oS, : : e
I I I I
i ¢+ |ECEEEEEE l l IS C12 [
I I I I
: —_—g | R2 R3 | g :
Network1 “_ L 4 e “_ L . Network 4
A A
S2 S3

Key:

S1 -S4 are switches

RO — R4 are routers
C1-C12 are computers

L
I

A Figure 4.9 Routing of data from C1 to C10
Suppose, in Figure 4.9, computer C1 wishes to send data to computer C10:

» Data packets are sent from C1 to R1.

» R1 checks the IP addresses and notes the data packets are not intended for
any devices on Network 1.

» The data packets are then forwarded onto the internet (RO).

» The IP address (in the header of the data packet) matches that of R4; this
ensures that each data packet is eventually forwarded to R4.

» R4 recognises that the IP address of each data packet refers to Network 4, and
forwards them to S4 which then directs each data packet to C10.

Many modern broadband ‘routers’ actually combine the functions of a router and

a switch - this means that they store MAC addresses and IP addresses to enable

data packets to be sent to the correct network and then to the correct device on
the network.
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Table 4.2 summarises the differences between bridges and routers.

V¥ Table 4.2 Comparison of routers and bridges

Router Bridge

The main objective of a router is to The main objective of a bridge is to connect
connect various types of network LANs together

together

Routers scan a device’s IP address Bridges scan a device's MAC address
Data is sent out using data packets Data is sent out using data packets
Connected networks will use different Connects networks together that use the
protocols same protocols

A routing table is used to direct data Bridges do not make use of routing tables
packets to the correct device

A router has more than two ports A bridge has only two ports

4.1.3 Wi-Fi and Bluetooth

Both Wi-Fi and Bluetooth offer wireless communication between devices. They
both use electromagnetic radiation as the carrier of data transmission.

Bluetooth sends and receives radio waves in a band of 79 different frequencies
(known as channels). These are all centred on a frequency of 2.45 GHz. Devices
using Bluetooth automatically detect and connect to each other, but they do not
interfere with other devices because each communicating pair uses a different
channel (from the 79 options).

When a device wants to communicate, it picks one of the 79 channels at random
to pair with another device. If the channel is already being used, it randomly
picks another channel. Once paired, to minimise the risks of interference with
other devices, the devices constantly change the channels they are using
(several times a second). This is known as spread-spectrum frequency hopping.
Bluetooth uses key encryption to create a secure wireless personal area
network (WPAN).

Bluetooth is useful:

» when transferring data between two or more devices which are very close
together (less than 30 metres distance)

» when the speed of data transmission is not critical

» for low-bandwidth applications (for example, when sending music files from a
mobile phone to a headset).

Wi-Fi sends and receives radio waves in several different frequency bands - 2.4
GHz and 5 GHz are the most common at the moment. Like Bluetooth, each band is
also further split into channels. The 5GHz band has a faster data transfer rate but
a shorter signal range.

Wi-Fi is best suited to operating full-scale networks because it offers much faster
data transfer rates, better range and better security than Bluetooth. A Wi-Fi-
enabled device (such as a computer or smartphone) can access, for example, the
internet wirelessly at any access point (AP) or ‘hot spot” up to 100 metres away.
Table 4.3 summarises some of the differences between Wi-Fi and Bluetooth.
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V¥ Table 4.3 Comparison of Wi-Fi and Bluetooth connectivity

Feature Bluetooth Wi-Fi

Transmission 2.4 GHz 2.4,3.6,5.0 GHz

frequency used

Data transfer rate | 25 Mbits/second 250 Mbits/second (~31 Mbytes/second)
(maximum) (~3.1 Mbytes/second)

Maximum effective | 30 metres 100 metres (but can be obstructed by walls, etc.
range (metres) reducing effective range to only a few metres)
Maximum number of | Up to 7 Depends on the router used (can be one device
devices connected or many devices)

Type of data Key matching WEP (wireless equivalent privacy) and WPA
transmission encryption (Wi-Fi protected access) are the most common
security security systems)

4.1.4 Cloud computing (storage]

Cloud computing is a method of data storage where data is stored on remote
servers — there may be thousands of servers in many different locations. The same
data is stored on more than one server in case of maintenance or repair, allowing
clients to access data at any time. This is known as data redundancy. The physical
environment of the cloud servers is owned and managed by a hosting company.

There are three common cloud storage systems:

» Public cloud - this is a storage environment where the customer/client and
cloud storage provider are different companies.

» Private cloud - this is storage provided by a dedicated environment behind a
company firewall; customer/client and cloud storage provider are integrated
and operate as a single entity.

» Hybrid cloud - this is a combination of the two previous environments; some
data resides in the private cloud and less-sensitive/less-commercial data can
be accessed from a public cloud storage provider.

Instead of, or in addition to, saving data on a local hard disk or other storage
device, a user can save their data ‘in the cloud".

Advantages of cloud computing (storage)

» Customer/client files stored in the cloud can be accessed at any time, from
any device, anywhere in the world, as long as internet access is available.

» There is no need for a customer/client to carry an external storage device with
them, or even use the same computer, to store and retrieve information.

» The cloud provides the user with remote backup of data, with obvious
advantages in the event of data loss/disaster recovery on their own computer.

» If a customer/client has a failure of their hard disk or backup device, cloud
storage will allow recovery of their data.

» The cloud system offers almost unlimited storage capacity (at a price!).

Disadvantages of cloud computing [(storage)

» Security aspects of storing data in the cloud (see comments later on).
» If the customer/client has a slow or unstable internet connection, they could
have many problems accessing or downloading their data/files.
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» Costs can be high if a large storage capacity or high download/upload data
transfer is required.

» The potential failure of the cloud storage company is always possible - this
poses a risk of loss of all backup data.

Several computer manufacturers (especially tablets and laptops) and mobile
phone manufacturers are encouraging customers to store or backup all their files
on to cloud storage. Users purchase cloud storage and can then access all their
files (for example, photos, videos, music or e-books) from any device anywhere in
the world. This has obvious advantages:

» You do not need to carry memory sticks around with you if you want to access
your files away from home.

» You do not have to pay for large storage capacity on your computer/tablet or
mobile phone.

» Because the cloud is controlled by external companies, they will ensure
that your files are backed up and therefore reduce the possibility of losing
irreplaceable data.

» The ability to synchronise (sync) files ensures they are automatically updated
across all devices; this means that the latest version of a file saved on a desktop
computer, for example, is also available on other devices, such as a smartphone.

» Cloud storage is also ideal for collaboration purposes; it allows several users
to edit and collaborate on a single file or document - there is no need to
worry about tracking the latest version or which user made the changes.

In spite of all these obvious advantages, there are still security worries about
using cloud storage. The main fears are data security and data loss.

Data security using cloud storage/computing

Companies that transfer vast amounts of confidential data from their own
systems to a cloud service provider are potentially relinquishing control of their
own data security. This raises a number of questions:

» What physical security exists regarding the building where the data is housed?

» How good is the cloud service provider’s resistance to natural disasters or
power cuts?

» What safequards exist regarding personnel who work for the cloud service
company? Can they use their authorisation codes to access confidential data
for monetary purposes?

Data loss

There is a risk that important and irreplaceable data could be lost from cloud
storage facilities. Actions from hackers (gaining access to accounts or pharming
attacks, for example) could lead to loss or corruption of data. Users need to

be certain that sufficient safequards exist to overcome these potentially very
harmful risks.

In 2019, there were a number of breaches of cloud security. We will briefly
mention two of these breaches:

» On 2 April, a Mexican digital media company (called Cultura Colectiva)
exposed 540 million Facebook accounts stored on one of their cloud servers;
the data included user profiles, user IDs, account names, likes and comments.
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» 0On 29 July, Capital One Bank (in the USA) had some of their cloud-based
data hacked exposing 80,000 bank account numbers, 140,000 social security
numbers and over one million government ID numbers.

4.1.5 Common network environments

ooooooooooooooooooooooooo

. . See Section 10.2 for
Extranets, intranets and the internet more on extranets

Extranets, intranets and the internet are all common types of network environment. intranets and the
You will find these types of network covered in some depth in Chapter 10. internet.

4.1.6 Network types

This section will cover the following types of network:

» local area network (LAN)
» wireless local area network (WLAN)
» wide area network (WAN).

Local area network (LAN)

Local area networks (LANs) are usually within one building or geographically
near each other. A typical LAN will consist of a number of computers and devices
(for example, printers) which will be connected to hubs or switches. One of

the hubs or switches will usually be connected to a router to allow the LAN to
connect to external networks, such as the internet.

There are advantages of networking computers together using LANs:

» they allow the sharing of resources such as hardware (e.g. printers and
scanners) and software (e.g. word processors and photo editing software)

» they permit easy communication between users of the LAN (e.g. by using
simple text messaging between computers on the network)

» they use a network administrator that ensures security and use of the LAN is
constantly monitored (e.g. the administrator can maintain passwords and also
monitor data traffic within the network).

There are also disadvantages of networking computers using LANs:

» easier spread of viruses throughout the whole network

» queues for shared resources (such as a printer) which can be frustrating

» slower access to external networks

» increased security risk when compared to stand-alone computers

» if the main server breaks down, in many types of network structures, the
network will no longer function properly.

Wireless local area network (WLAN)

Wireless LANs (WLANSs) are similar to LANs, but there are no wires or cables.
In other words, they provide wireless network communications over fairly short
distances using radio or infrared signals instead of using cables.

Devices, known as access points (APs), are connected into a wired network
at fixed locations. Because of the limited range, most commercial LANs

(for example, a college campus or an airport) need several APs to permit
uninterrupted wireless communications. The APs use either spread-spectrum
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technology (which is a wideband radio frequency with a range of about 30 to
50 metres) or infrared, but this has a very short range (about 1-2 metres) and is
easily blocked, and therefore infrared has limited use.

The AP receives and transmits data between the WLAN and the wired network
structure. End-users access the WLAN through wireless LAN adapters which are
built into their devices.

A Figure 4.10 Wireless LAN set-up

Wired versus wireless
Table 4.4 compares wired LANs and wireless LANs.
V¥ Table 4.4 Wired versus wired LAN

Wireless networking Wired networking

Itis easier to expand the networks and it is Using cables produces a more reliable and
not necessary to connect the devices using stable network; wireless connectivity is often
cables subject to interference

This gives devices increased mobility, as long | Data transfer rates tend to be faster and
as they are within range of the APs there will not be any "dead spots’

No cabling, so there is a safety improvement
and increased flexibility

There is an increased chance of interference | Setting up cabled networks tends to be
from external sources cheaper overall in spite of the need to buy
and install cable

Data is less secure than with wired systems; | However, cabled networks lose the ability

itis easier to intercept radio waves and for devices to be mobile; they must be close
microwaves than cables; it is essential to enough to allow for cable connections
protect data transmissions using encryption

Data transmission rate is still slower than Having lots of wires can lead to a number
for cabled networks although it continues to | of hazards, such as tripping hazards,
improve overheating of connections (leading to

potential fire risk) and disconnection of

It is possible for signals to be stopped by cables during routine office cleaning

thick walls (for example, in old houses)
and there may be areas of variable signal
strength leading to ‘drop out’
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Advice
Wi-Fiis a series of protocols that enable a WLAN to be set up.

Wide area networks (WANs)

Wide area networks (WANs) are used where computers or networks are situated a
long distance from each other geographically (for example, in a different city or
country). As mentioned earlier, if a number of LANs are joined together using a
router, then they can form a WAN. The network of ATMs (automated teller
machines) used by banks is one of the most common examples of the use of a WAN.

Because of the long distances between devices, WANs usually make use of some
public communications network (such as telephone lines or satellites), but they
can use dedicated or leased communication lines, which can be less expensive
and also more secure (less risk of hacking, for example).

A typical WAN will consist of end systems and
intermediate systems (Figure 4.11).

In Figure 4.11, 1, 3, 7 and 10 are known as
end systems and the remainder are known as
intermediate systems. The distance between
each system can be considerable, especially if
the WAN is run by a multinational company.

A Figure 4.11 WAN end systems and intermediate systems

The following is used as a guide for deciding
the ‘size’ of a network:

» WAN: 100 km to over 1000 km
» MAN: 1 km to 100 km
» LAN: 10 m to 1000 m (1 km)

Advice

Metropolitan area networks (MANs] is outside the syllabus; this is included here
for comparison purposes only.

4.2 Network issues and communication

4.2.1 Security issues regarding data transfer

Many aspects of security (such as hacking, phishing, pharming and viruses) are
covered in depth in Chapter 8 (Section 8.3). This section covers some of the
more general aspects of internet security, together with how we use networks to
communicate.

4.2.72 Passwords

Passwords are used in many instances when accessing the internet. For example:

» when accessing your email account
» when carrying out online banking
» accessing social networking sites.
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There are many more instances when you might need to type in a password and,
in many cases, a user ID. It is important that passwords are protected. Some
ways of doing this are described below:

» Run anti-spyware software to make sure that your passwords are not being
relayed back to whoever put the spyware on your computer

» Change passwords on a regular basis in case it has come into the possession of
another user illegally or accidentally.

» Passwords should not be easy to crack (e.g. your favourite colour, name of a
pet or favourite rock group); passwords are grouped as either strong (hard to
crack or guess) or weak (relatively easy to crack or guess).

» Strong passwords should contain:

- at least one capital letter
- at least one numerical value
- at least one other keyboard character (such as @, *, & etc.).

An example of a strong password is: Sy12@#TT90kj=0

An example of a weak password is: GREEN1

Exercise 4b

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Which of the following are weak passwords and which are strong passwords?

Explain your decision in each case.
i 25-May-2000

ii Pas5word

iii ChapTer@15

iv AbC*N55!

v 12345X

4.2.3 Other authentication methods

Passwords are one of the most common types of authentication (that is, a way
of proving your identity). This section will look at a number of other types of
authentication:

» zero login

» biometrics

» magnetic stripes
» smart cards

» physical tokens
» electronic tokens.

Zero login and biometrics

The Fast ID online (FIDO) Alliance and WWW Consortium (W3C) announced a new
technology standard that allows users to login to computer systems without the
need to type in a password. The mishandling of personal data over the years
now means we can no longer regard data, such as passwords, as being secret or
protected.
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Zero login essentially relies on devices being smart and secure enough to

instantly recognise a user by a number of features based on: Lmk ..................
» biometrics Biometrics, which
» behavioural patterns. includes fingerprint
recognition, face

Instead of using passwords, the zero login system builds up a complex user recognition and voice
profile based on the above two features. Biometrics is already used on many rec°9”('jt'_°”d are_l_
smartphones as a way of logging into the phone. By placing your finger on the sl

. . .. . Sections 6.10 and 8.3.
screen, a fingerprint recognition system recognises the user and unlocks the

phone. Newer systems allow the user to simply look at their smartphone screen
(using face recognition) to unlock it.

Behavioural patterns include: how you walk, your typing speed, your normal
location, how you swipe the screen, and so on. These behavioural patterns,
coupled with biometric data, should be enough to uniquely identify a user, and
allow them into a system without actually supplying any passwords or other
security information. The advantages of zero login are fairly clear: enhanced
security (it is difficult to copy biometrics and behavioural patterns) and an easier
and much quicker way to login to a system. But there are certain disadvantages
that need consideration:

» How do users know when they are being monitored?
» How do you know if and when you have been logged out?
» How well protected is it in reality?

Magnetic stripe cards

Magnetic stripe cards are also covered in Chapters 2 and 6. The cards have a
magnetic stripe on the reverse side (made up of tiny magnetic particles on a
plastic film). Each particle can act as a north-pole or a south-pole (which
corresponds to the two binary values of 0 and 1).

The stripe is read by swiping it through a card reader. Data such as name, ID
number, sex, and date of birth may be contained on a magnetic stripe when used
as a security device to allow entry to a building, for example. Access will only be
allowed if the scanned data matches data in a database.

Some ID cards also use a holographic

image (hologram). These are designed %”(’;’; ¥ ’{‘- ;;ﬁ gj’fft‘-
to make forgery of the card more L v ; P Vg \ e
difficult. Holographic images change . NU4 /

colour or appear to have a moving
object as the image is viewed from
different angles. Because these are
difficult to copy, it prevents somebody
simply photocopying a card and using it
illegally.

Another form of security is to have a
photographic image of the card user
printed onto the card surface. This
prevents a stolen card from being used,
because the image etched into the card
will not match the perpetrator.
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Advantages of magnetic stripe cards

» They are easy to use.

» It is not an expensive technology.

» Magnetic cards can be remotely deactivated (if lost or stolen).

» The cards can be multi-purpose (for example, door key cards, network access
cards or used in vending machines to buy food or drink).

Disadvantages of magnetic stripe cards

» Less secure than, for example, biometric methods (no encryption is used and
the stripe contents can be copied fairly easily).

» The cards wear out with a lot of use.

» Magnetic readers often fail to read the cards on first attempt.

Smart cards

By inserting a tag (chip and antenna) into a security card, it can act as a smart
contactless card (that is, it can be read from a distance and does not have to be
swiped through a card reader). The chip on the smart card can store data such as

name, security number, sex, date of birth and a PIN. Smart cards can therefore Link

be used as a security device. If the card is in a wallet or a pocket as the owner | coiiiiiiiiiiiniiiinnnnen
of the card walks up to a security gate, readers on either side of the gate quickly For more on smart
scan the security data stored on the RFID tag embedded in the card. The user and contactless card
will then be invited to enter a PIN on the keypad. If all details match, then technology, and RFID,
access will be allowed. see Chapters 2 and 6.

Physical tokens

A physical (or hardware) token is a form of authentication in the form of a
physical, solid object. The user’s interaction with a login system is used to prove
that the user has possession of the token. Physical tokens contain internal clocks
and when a PIN and other authentication details are entered, then a one-time
password (OTP) is generated. The OTP is shown on a small screen. The code
changes on a reqular basis and is usually only valid for less than a minute.

We will use banking as our example of its use. A customer has logged on to the
bank’s website. They get to a web page which requires some form of authentication

to prove who they are. To do this, they need to use a physical token supplied by L = J
the bank:
» The customer inserts their debit card into the top of the token device (first
authentication step) and the device either recognises the card as genuine or
rejects it.

» The device then asks the customer to press ‘IDENTIFY" and then enter their : :
PIN (second authentication step).
» A one-time password is then shown on the device screen - this is usually an n n a B n

eight-digit code. a n a a

» The customer now goes back to their bank web page and enters the eight-

digit code. ﬁ

» They are now given access to their account.

. . . . . A Figure 4.13 Example of
This clearly enhances security, because a thief needs to have in their disconnected physical

possession: the token device, a cloned card and the PIN to allow them to gain token device used in
access. banking
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This is a classic example of a multi-factor authentication method.
There are two types of physical tokens:

1 a disconnected physical token - this is the type described
above, where a separate device is used, requiring the user to
key in data manually using a keypad

2 a connected physical token - this type of token transmits
the generated one-time password directly to a computer
through a USB connection; the user does not need to
manually enter data.

Electronic tokens A Figure 4.14 Connected physical token
Electronic (software) tokens are software installed on a user’s

device, such as a smartphone. Suppose a user wishes to log on to a website

using their tablet computer. This website requires electronic tokens to be used to

authenticate the user. The user has already installed the electronic token app on

their smartphone. When the website requests the user to authenticate who they

are, the user opens the app on their smartphone. The app generates a one-time

password (OTP) which is valid for less than a minute. The user enters this OTP

when prompted by the website, together with some other form of authentication,

such as PIN, touch ID or face ID.

The website server runs the same software as the app. Because both the server
and smartphone have synchronised clocks, they will generate the same numbers.
Once the OTP and other form of authentication are verified by the website, the
user will be allowed access.

4.2.4 Anti-malware software

Refer to Chapter 8 for further information on the running of anti-malware
software. In this section, we will concentrate on the use of a type of
anti-malware software, known as anti-virus software, to protect devices against a
potential virus attack.

Anti-virus software should be loaded onto a computer and then run to allow all Link

software and devices to be scanned for viruses. Whenever data or software is =~ | secececececcecicnnncn
downloaded or being transferred to another device, it is essential that a virus For more on malware
check is carried out on that other device too. see Section 8.3.

Running anti-virus software in the background on a computer will constantly
check for virus attacks. Although various types of anti-virus software work in
different ways they all have the following common features:

» They check software or files before they are run or loaded on a computer.

» Anti-virus software compares a possible virus against a database of known
viruses.

» They carry out heuristic checking - this is the checking of software for types
of behaviour that could indicate a possible virus; this is useful if software is
infected by a virus not yet on the database.

» Any possible files or programs which are infected are put into quarantine which:
- allows the virus to be automatically deleted, or
- allows the user to make the decision about deletion (it is possible that the

user knows that the file or program is not infected by a virus - this is known
as a false positive and is one of the drawbacks of anti-virus software).
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» Anti-virus software needs to be kept up to date because new viruses are
constantly being discovered.

» Full system checks need to be carried out once a week, for example, because
some viruses lie dormant and would only be picked up by this full system scan.

4.2.5 Electronic conferencing Link

This section will consider three types of electronic conferencing: There is further
information on video
calls and VolP in
Section 6.1.

» video conferencing
» audio conferencing
» web conferencing.

Video conferencing

Video conferencing is a communication method that uses
both video and sound. It is a substitute for face-to-face
conferences between a number of people, who may be in a
different part of the country or live overseas. It is carried
out in real time and makes use of some form of network.

The basic hardware includes:

» webcams

» large monitors/television screens
» microphones

» speakers.

There are a few items to consider when a conference is
about to begin:

A Figure 4.15 Video-conferencing room

» It is essential to agree a time and date for the conference to take place.

» The delegates in each conference room must log into the video-conference
system.

» The video-conference set-up needs to be checked before the meeting goes
live.

» Webcams need to be placed in the correct position so that all the delegates in
the room are within visual contact (the webcams will capture the images and
then transmit them to the other delegates - they will see the images on their
own large screens).

» Microphones need to be placed centrally so that all of the delegates can speak
- the sound is picked up by the microphones and is transmitted to the other
delegates (they hear the voices through speakers in their own conference
room).

» It is important for one person to be the main contact in each conference room
to make sure each delegate is able to be heard; this is particularly important if
more than two video-conference rooms are linked up at the same time.

In addition to the hardware items described above, it is also important to realise
that software plays an important role in a successful video conference.
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V¥ Table 4.5 Software used in video conferencing

Software Description

Webcam and Itis vital that the correct software is used to ensure that the webcam
microphone and microphone transmit their images and sound to the other delegates
software drivers | (these are sometimes referred to as hardware drivers).

CODEC CODEC can stand for COder-DECoder or COmpression-DECompression.

The first is used to encode or decode the digital data stream to allow data
to be transmitted (encoded) and played back (decoded). The second is
used to compress the data before it is transmitted and then decompress
it again at the receiving conference room.

Echo Echo cancellation software allows talking to take place in real time and
cancellation permits the synchronisation of communication.
software

Microphones can pick up sound from the speakers (creating an echo);
this software copies received signals and checks for parts of the signal
that reappear but are delayed slightly. The reappearing parts are
removed from the signal (the echo is removed).

Advantages of using video conferencing

» As people are in their own building, it is much easier to access important
documents or bring in ‘experts’ at key parts of the conference - this would be
difficult if they were a long way away from their office.

» It is possible to hold conferences at short notice (a conference date can be set
up within a few hours as no person needs to travel very far).

» Not travelling physically to meetings reduces costs:

- reduced travelling costs

- no need to pay for hotel accommodation or venue hire

- it also reduces the cost of taking people away from their work for two or
three days to travel - people are still paid their wage even though they are
not in the office, so this is a large ‘hidden’ cost.

» It may be better to use video conferencing than have delegates travel to
potentially unsafe places around the world.

» It is better for the environment - less travel means less pollution.

» It connects people in an organisation who might be otherwise left out, for
example, people not based at the headquarters.

Disadvantages of using video conferencing

» There is potential time lag in responses/delays when talking.

» Images can jerk - usually due to poor internet/network performance or poor
bandwidth.

» It can be very expensive to set up in the first place (both the hardware and
the software are expensive to purchase and get set up correctly).

» There can be problems if the delegates live in different countries where the
time zone differences are large.

» Training people to use the system correctly can be both costly and time
consuming.

» It can be demotivating for staff if they believe that one of the ‘perks’ of their
job is international travel.

» The whole system relies on a good network connection - if it breaks down or
the signal strength is diminished in any way, then the video conference can be
almost unusable.

93
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Audio conferencing

Audio conferencing refers to meetings held between people using audio (sound)
equipment.

Audio conferencing can be done over the standard telephone network (often
referred to as a phone conference). The procedure to be carried out during a
phone conference is detailed below.

1 The organiser of the phone conference is given two PINs by the phone
company. One PIN is the personal PIN (e.g. 2151) given to the organiser and
the second PIN is the participant’s PIN (e.g. 8422).

2 The organiser contacts all of the participants and informs them of their PIN
and the date and time of the phone conference.

3 When the phone conference is about to start, the organiser dials the
conference phone number and, once they are connected, keys in their personal
PIN (2151 in this case).

4 The participants then call the same conference number to join in - once they
get through they each input the PIN given to them by the organiser (8422
in this case). Without this PIN, it would be impossible to join the phone
conference.

47 7‘777 PR—— T":’,,\ > .

A Figure 4.16 Audio conferencing

The equipment required for an audio conference over a standard telephone
network normally just includes a standard telephone.

It is also possible to hold an audio conference using a computer, as long as a
microphone and speakers are connected. This makes use of Voice over Internet
Protocol (VoIP). It is also possible to connect an internet telephone, which
usually plugs into the router or other internet device.

In this case equipment can include:

» a computer (with built-in microphones and speakers) Link

» external microphone and/or speakers —— prrerererreesTe et es s
» an internet phone
» a standard phone.

For more on VolP see
Section 6.1.

Using VoIP allows an organiser to create a group of people to take part in the
conference call. The group is created by dragging and dropping user details into
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the group. When the conference is to take place, the organiser clicks on the
required group and the conference is initiated.

Using VoIP allows communication using voice, instant messaging and video

(by using an attached webcam). If some of the users do not have an internet
connection or do not have access to a computer, it is possible to add actual
telephone numbers (landline or mobile) to the created group. The only real
drawback is the quality of the sound when using this technique because it is totally
reliant on a fast, stable broadband connection - otherwise ‘drop out” (loss of voice
on occasions), echoing (when the user can hear their own voice being echoed back
as they speak) or a very noisy line can happen, making it difficult to understand.

Web conferencing

Web conferencing (often referred to as a webinar or webcasts) uses the
internet to permit conferencing to take place.

Multiple computers are used with this system, all connected over the internet. As
with video conferencing, it is carried out in real time and allows the following
types of meeting to take place:

» business meetings to discuss new ideas
» presentations
» online education or training.

The only requirement is a computer and a high-speed, stable internet connection.
To carry out web conferencing, each user either downloads an application or logs
on to a website from a link supplied in an email from the conference organiser.

Delegates can leave or join the conference as they wish. The organiser can decide
on who can speak at any time using the control panel on their computer. If a
delegate wishes to speak, they raise a flag next to their name. Delegates can
post comments using instant messaging for all delegates to see at any time.

Some of the main features include:

» Slide presentations using presentation software can be posted on the
conference website in advance of the meeting.

» The host’s computer screen can be shared for live presentations, or other live
demonstrations.

» It is possible for any delegate to draw or write on a ‘whiteboard’ using their
own keyboard or mouse.

» It is possible to transmit images or videos using the webcam throughout the
conference.

» Documents can be shared by first uploading them to the website before the
conference begins.

» As described earlier, it is possible to chat verbally or by using instant
messaging throughout the conference.

As indicated earlier, there is cross-over between web conferencing, video
conferencing and audio conferencing through the use of webcams and the built-
in microphone and speakers. It is possible to have a conference using any device
which allows these functions (for example, tablets and smartphones would both
permit this type of group communication).
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Exam-style questions

1 A company is setting up a video conference.
a Name three computer hardware devices they would need. [3]
b The company could have set up a web-conference rather than a
video-conference.
Describe what is meant by a web-conference. [4]

Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q8,
May/June 2017

2 Both Wi-Fi and Bluetooth can be used to enable devices to
communicate wirelessly.
Describe the differences in how Bluetooth and Wi-Fi both operate. [6]

3 Hubs and switches are both used to enable devices to communicate
with each other in a network.
a Describe the differences and similarities in the use of hubs and

switches in a network. [4]
b A bridge is another device used in network connectivity.
Describe the function of a bridge. [2]

¢ Routers are used to allow local area networks to connect to external
networks. Local area network ‘A" is in Europe and local area
network ‘B is in India.
Describe how routers are used to enable a computer on network ‘A’
to send data to a computer on network ‘B'. [3]
d Describe the main differences between routers and bridges. [3]

4 Authentication is an important part of network security.
Explain the meaning of the following three types of authentication.
In each case, also give an example of its use.
a Zero login
b Physical token
¢ Electronic token [9]

5 Six features of network devices are given in the table below.
For each feature, tick (v) the appropriate box to indicate whether
it refers to a router, hub or switch. [6]

Feature Router Switch Hub
(v) v (v)

Used to connect devices together to form a local area
network (LAN)

The destination MAC address is looked up before the data
packet is sent to the correct device

Used to connect LANSs to other, external networks

Uses both MAC and IP addresses to enable data packets to
be sent to the correct device on another network

All data packets are sent to all the devices on the network

Data packets are sent only to a specific device on the same
network
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6

a Describe what is meant by a virus.

b Describe three of the features you would expect to find in any

anti-virus software.

a Explain how magnetic stripe cards could be used to control

the entry and exit to a security building.

b Describe how these magnetic stripe cards could be improved

to increase the security of the building.

8 Seven descriptions are shown on the left and ten computer

9 a Explain what is meant by cloud computing.

terms are shown on the right.

By drawing arrows, connect each description to the correct

computer term.

Form of authentication in the form of
hardware devices; uses periodically
changing random numbers to log into a
secure system

Password

Zero login

Type of network that covers a huge
geographical area, such as a country or
different continent

Physical token

Devices used to connect two LANs together
that use the same protocols, but cannot
communicate outside the two LANs

Wide area network

Authentication software installed on a
user’s smartphone that generates a one-
time password

Internet

Network interface
card

Type of login authentication that relies on
biometrics and behavioural patterns

Hub

Devices that connect computers together
to form a LAN; directs data packets to a
specific device or computer only

Bridge

Electronic token

Hardware needed to connect a device to a
network; a MAC address is hardwired or
hard-coded into the device at manufacture

Switch

b Give three advantages of storing data on the cloud.
¢ Give three disadvantages of storing data on the cloud.

[2]
3]
[4]
3]

[7]

3]
3]
(3]
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10 Name each of the six network devices labelled ‘A" to ‘F" in the
diagrams below: [6]

a

Local area network upm
b computer computer
computer “B" “c" computer
computer computer
LAN 1 LAN 2
up
(o
server
computer
computer "E" “E
computer

LAN 3




The effects of using IT

In this chapter you will learn about:
* microprocessor-controlled devices:

- their positive and negative effects on various aspects of everyday life

in the home

- positive and negative effects in monitoring and controlling transport
* health issues from using a computer:

= such as RSI, back and neck problems, eye problems and headaches

- causes of health issues and ways of preventing them.

The introduction of microprocessor-controlled devices into our everyday
lives has had a profound effect in a number of ways. Some of these are
positive and some are negative. This chapter will consider the effects of

devices used in the home and elsewhere, and how they have changed how
we live. We will also consider the health risks posed by prolonged use of
computers at home and at work.

5.1 Microprocessor-controlled devices

5.1.1 Effects of using microprocessor-controlled

devices in the home

Using microprocessor-controlled devices in the home can have positive and
negative effects on our:

» lifestyle » data security
» leisure time » social interaction.
» physical fitness

Many common household devices are now fitted with microprocessors to
control a large number of their functions. The devices fall into two main
groups:

Labour-saving devices (group 1):

» automatic washing machines » robotic vacuum cleaners
» microwave ovens » bread-making machines
» cookers » smart fridges and freezers.

» automatic dishwashers

Other devices (group 2):

» alarm clocks

» television sets

» central heating and air-conditioning systems
» home entertainment systems

» mobile phones and tablets.
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Essentially, a microprocessor-controlled labour-saving device allows people
to get on with other things while the device carries out their tasks.
Microprocessors within the second group of devices make them easier to
use and gives them additional features, such as ‘intelligent tuning’ in
television sets.

Lifestyle, leisure time and physical fithess

Table 5.1 summarises the effects of microprocessor-controlled labour-saving
devices on a person’s lifestyle, leisure time and physical fitness.

V¥ Table 5.1 Advantages and disadvantages of microprocessor-controlled labour-saving

devices
Advantages Disadvantages
» People no longer have to do manual tasks at » Labour-saving devices can lead
home. to unhealthy lifestyles (because
» They give people more time for leisure of the lack of exercise) - people
activities, hobbies, shopping and socialising. can become less fit if they just lie
» Thereis no longer a need to stay home while around at home while the devices
food is cooking or clothes are being washed. carry out many of the previous
» Itis possible to control ovens and automatic manual tasks.
washing machines, for example, using » They tend to make people
smartphones - a web-enabled phone allows rather lazy because thereis a
devices to be switched on or off while the owner dependence on the devices.
is out. » Thereis a potential to lose
» Automated burglar alarms give people a sense household skills.
of security and well-being as they give a very » As with any device which contains
sophisticated level of intruder warning at all a microprocessor and can
times. communicate using the internet,
» Smart fridges and freezers can lead to more there is the risk of cybersecurity
healthy lifestyles (they can automatically order threats (this is discussed in more
fresh food from supermarkets using their depth later).
internet connections) as well as prevent food
waste.

Table 5.2 shows some of the more general ways in which all microprocessor-
controlled devices can affect our lives. This table includes devices which are
not necessarily labour-saving, and simply use microprocessors to improve their

functionality.
V¥ Table 5.2 General advantages and disadvantages of using all microprocessor-controlled
devices
Advantages Disadvantages
» Microprocessor-controlled devices » The devices lead to a more wasteful
save energy because they are far more society — it is usually not cost effective to
efficient and can, for example, switch repair circuit boards once they fail; the
themselves off after inactivity for a device is then usually just thrown away.
certain time period. » They can be more complex to operate
» It can be easier ‘programming’ these for people who are technophobes or who
devices to perform tasks rather than are not very confident around electronic
turning knobs and pressing buttons devices.
manually (for example, QR codes onthe |» Leaving some devices on standby (such as
side of food packaging can simply be televisions or satellite receivers) is very
scanned and the oven automatically sets wasteful of electricity.
the cooking programme).
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Data security issues

As mentioned in Table 5.1, having a microprocessor-controlled device connected
to the internet can lead to cybersecurity issues. If you are able to communicate
remotely with devices in your home, then so can a hacker. Any household device
which can be remotely-controlled could allow a hacker to gain personal data
about you. These devices are often set with a default (or no) password, making it
easy for cybercriminals to obtain personal details. For example, by hacking into
a central-heating controller (or the app used to communicate with the controller)
it is possible to find out holiday dates, which then makes a home an easy target
for break-ins. If the fridge/freezer automatically orders food from a supermarket,
then it is possible for a hacker to gain key data, such as credit card numbers. It
is therefore important to manage passwords (and have a different password on
each device) and also install software updates, which often contain new security
features.

Social interactions

There are both positive and negative impacts of microprocessor-controlled
devices on social interactions to consider. While some devices leave people with
more time to do things outside their home, other devices encourage people to
stay at home. Devices, such as smartphones, smart televisions or tablets allow
people to communicate from home using VoIP (a type of video conferencing),
emails or chat rooms. The positive aspects include:

» easier to make new friends using chat rooms
» easier to find people who share similar interests/hobbies
» less expensive to keep in touch using VoIP technology.

But the negative aspects include:

» people do not meet face-to-face as much (social isolation)

» a lack of social interaction may make people more anxious of meeting people
in real life

» people behave differently when interacting online - sometimes they can be
ruder or more aggressive, and cyberbullying is a real problem, particularly for
young people.

It is a balance that each individual needs to make. Please refer to Chapter 8 for
further discussion on electronic communication methods.

5.1.2 Monitoring and controlling transport

The use of microprocessors in transport systems is becoming more and more
widespread. Examples of where they are currently used include:

» monitoring of traffic on motorways

» congestion zone monitoring

» automatic number plate recognition (ANPR)
» automatic control of traffic lights

» air traffic control systems

» railway signalling systems.

As with any device containing a microprocessor, security is a big issue.
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Control of smart road systems and smart —_— =
signs

Many modern motorways are now called smart
motorways. This is because the monitoring and
control of the traffic and/or the information
displayed on the motorway signs is controlled by
a central computer system.

If there has been an accident or there is
considerable traffic congestion, then smart
motorway signs can control the traffic to keep

it moving or redirect it to avoid the accident.
Even the traffic lights in cities are now computer-
controlled systems.

However, imagine the chaos that would be
caused if any of these systems were hacked.
Somebody could then have control over a chosen
section of the road network. That has huge safety and security implications.

A Figure 5.1 Smart motorway signs

Rail and airline network control systems

Safely coordinating the large number of trains and aeroplanes entering and
leaving stations and airports is a complex task, but computerised monitoring
systems make this possible. It is possible to run a more efficient timetable under
total computer control.

Train and aeroplane journeys are also safer, because human error is removed -
many rail accidents are caused by drivers making mistakes.

Advantages and disadvantages of these monitoring and control systems are
summarised in Table 5.3.

V¥ Table 5.3 Advantages and disadvantages of transport monitoring and control systems

Advantages Disadvantages

Smart motorways constantly adapt to traffic A hacker could gain access to the

conditions, reducing traffic jams and minimising computerised system and cause

everyone’s journey time. disruption.

Transport systems are more efficient - more If the computer system fails then

cars, trains and aeroplanes can use the transport the whole transport system could be

network, allowing for more regular services. brought to a standstill.

Traffic offences (for example, driving in the wrong Poorly designed systems could

lane) can be automatically penalised using ANPR. compromise safety.

Stolen cars and criminals can be spotted using ANPR systems mean that innocent

ANPR. people’s movements can easily be
tracked. Who has access to that data?

Computerised control systems minimise human

error, which reduces the rate of accidents.

Autonomous vehicles in transport

Driverless (autonomous) vehicles are increasing in number every year. These are
very complex robots, but the big problem is not really the technology (because
problems will be solved over time) - it is human perception. It will take a large

102




5.1 Microprocessor-controlled devices

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

leap of faith for humans to ride in an autonomous car or an aeroplane with no
pilot. We are already used to autonomous trains, as these are used in many cities
throughout the world. These systems have been generally accepted; but that is
probably because trains do not overtake other trains and have a very specific
track to follow (see later).

Autonomous cars, buses and vans

In this section, we will consider autonomous cars as our example. Autonomous
cars use sensors, cameras, actuators and microprocessors (together with very
complex algorithms) to carry out their actions safely. Sensors (radar and
ultrasonics) and cameras allow the control systems in cars to perform critical
functions by sensing the dynamic conditions on a road. They act as the ‘eyes’ and
‘ears’ of the car.

Microprocessors process the data received from cameras and sensors and send
signals to actuators to perform physical actions, such as:

» change gear
» apply the brakes
» turn the steering wheel.

Cameras catch visual data from the surroundings, while radar and ultrasonics
allow the vehicle to build up a 3D image of its surroundings (very important
when visibility is poor, such as in heavy rain, fog or at night).

Suppose an autonomous car is approaching a set of traffic lights which are
showing red. The first thing the control system in the car needs to recognise is
the road sign, and then check its database as to what action to take. Because
the traffic light shows red, the microprocessor must send signals to actuators
to apply brakes and put the gear into ‘park’. Constant monitoring must take
place until the light changes to green. When this happens, the microprocessor
will again instruct actuators to put the car into first gear, release the brakes
and operate the throttle (accelerator). This is a very complex set of operations
because the microprocessor must constantly check all sensors and cameras to
ensure moving off is safe (for example, has the car in front of it broken down
or has a pedestrian started to cross the road, and so on). To go any further is
outside the scope of this book.

Security and safety when using autonomous vehicles

Autonomous vehicles use sensors, cameras and microprocessors to
‘understand’ their immediate environment. These vehicles run using complex
software systems and a large number of external sensors. This makes such
vehicles rather vulnerable to cybercriminals. A hacker may not even have

to break into the vehicle’s control system; they may be able to cause many
problems by blocking sensor information or sending false information back to
the vehicle. There are many reasons why this would be of benefit to a hacker,
but it is outside of the scope of this textbook. However, the hacker probably
is not really interested in gaining control of the vehicle; they may be more
interested in knowing where the car is, where it is going and finding personal
information about the owner of the vehicle. Remember, these vehicles could
be a car, a train or even an aeroplane - so the potential security and safety
risks are vast.
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A Figure 5.2 Autonomous car sensors

However, there are many positive sides to autonomous transport. If the security
issues can be resolved, all forms of transport will become safer by removing the
human element. Vehicles will be able to drive in cities or on the open road, for

example, and be totally aware of their environment, thus removing many of the

current safety issues (both to vehicle occupants and to pedestrians).

Table 5.4 considers some of the advantages and disadvantages specific to

autonomous vehicles.

V¥ Table 5.4 Advantages and disadvantages of autonomous vehicles

Advantages

Disadvantages

Safer because human error is removed,
leading to fewer accidents

Very expensive system to set up in the first
place (high technology requirements)

Better for the environment because vehicles
will operate more efficiently

The ever-present fear of hacking into the
vehicle’s control system

Reduced traffic congestion (humans cause
‘stop-and-go’ traffic known as 'the phantom
traffic jam’ - autonomous vehicles will be
better at smoothing out traffic flow, reducing
congestion in cities)

Security and safety issues (software glitches
could be catastrophic; software updates
would need to be carefully controlled to
avoid potential disasters)

Increased lane capacity (research shows
autonomous vehicles will increase lane
capacity by 100% and increase average
speeds by 20%, due to better braking and
acceleration responses together with
optimised distance between vehicles)

The need to make sure the system is well-
maintained at all times; cameras need to

be kept clean so that they do not give false
results; sensors could fail to function in
heavy snowfall or blizzard conditions (radar
or ultrasonic signals could be deflected by
heavy snow particles)

Reduced travel times (for the reasons above)
therefore less commuting time

Driver and passenger reluctance of the new
technology

Stress-free parking for motorists (the car
will find car parking on its own and then
self-park]

Reduction in the need for taxis could lead to
unemployment (imagine New York without
its famous yellow cabs!)
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Autonomous trains

As mentioned earlier, autonomous
(driverless) trains have been around
for a number of years in a number

of large cities. As with other
autonomous vehicles, driverless
trains make considerable use of
sensors, cameras, actuators and
on-board computers/microprocessors.
Autonomous trains make use of a
system called LiDaR (Light Detection
and Ranging); LiDaR uses lasers
which build up a 3D image of the
surroundings. Other sensors (such as
proximity sensors on train doors) and
cameras (including infrared cameras)
are all used for various purposes to
help control the train and maintain
safety. The control system in the
train also makes use of global positioning satellite technology, which allows
accurate changes in speed and direction to be calculated. Again, actuators pay
a huge role here in controlling the train’s speed, braking and the opening and
closing of the train doors. The safety improvements made by these autonomous
systems are fairly obvious.

A Figure 5.3 Autonomous train (London Transport)

Table 5.5 considers some of the advantages and disadvantages specific to
autonomous trains.

V¥ Table 5.5 Advantages and disadvantages of autonomous trains

Advantages Disadvantages

Improves the punctuality of the trains The ever-present fear of hacking into the
vehicle’s control system

Reduced running costs (fewer staff are System does not work well with very busy
required) services (at the moment)

Improved safety because human error is | High capital costs and operational costs initially
removed (that is, buying the trains, expensive signalling
and control equipment and the need to train staff)

Minimises energy consumption because
there is better control of speed and
minimal delays (trains stuck in stations
still use energy)

Ensuring passenger behaviour is acceptable,
particularly during busy times (for example,
jamming doors open on trains, standing too near
the edge of platforms, and so on)

Itis possible to increase the frequency
of trains (automated systems allow for
shorter times between trains)

Passenger reluctance of the new technology

It is easier to change train scheduling (for
example, more trains during busier times)

No drivers mean there will be a need for CCTV to
monitor railway stations
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Autonomous (pilotless) aeroplanes

Aeroplanes have used auto-pilots for many years to control flights. Human pilots
only take over during take-off and landing. Autonomous (pilotless) aeroplanes
would make even more extensive use of sensors, actuators and microprocessors to
control all stages of the flight. Some of the main features of a control system on
a pilotless aeroplane would include:

» sensors to detect turbulence to ensure smooth flights

» an increase in self-testing of all circuits and systems

» sensors that would automatically detect depressurisation in the cabin,
therefore allowing for quick stabilisation of the aeroplane

» use of GPS for navigation and speed calculations

» use of actuators to control, for example, throttle, flaps (on the wings) and
the rudder.

Table 5.6 considers some of the advantages and disadvantages specific to
pilotless aeroplanes.

V¥ Table 5.6 Advantages and disadvantages of pilotless aeroplanes

Advantages Disadvantages

Improvement in passenger comfort (reasons | Security aspects if no pilots on-board (for
given earlier) example, handling terrorist attacks)
Reduced running costs (fewer staff are Emergency situations during the flight may
required) be difficult to deal with

Improved safety (most crashes of aeroplanes | Hacking into the system (it could be possible
have been attributed to pilot-induced errors) | to access flight control via the aeroplane’s
entertainment system)

Improved aerodynamics at the front of the Passenger reluctance to accept the new
aeroplane because there would no longer be | technology
the need to include a cockpit for the pilots

Software glitches [recent software issues
with modern aeroplanes have highlighted
that software glitches sometimes

only surface a few years later, causing
devastating results)

5.2 Potential health problems related to
the prolonged use of IT equipment

Using IT equipment for long periods of time can impact on a user’s health. Table
5.7 considers the most common health risks and shows ways to eliminate or
reduce the risk.
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5.2 Potential health problems related to the prolonged use of IT equipment

V¥ Table 5.7 Health risks of using IT equipment

Health risk

Causes of health risk

Elimination or reduction of health risk

Back and neck
strain

Caused by sitting in front of
a computer screen for long
periods of time

» Use fully adjustable chairs to give the
correct posture

» Use foot rests to reduce posture
problems

» Use tiltable screens, raised to the
correct height, to ensure the neck is at
the right angle

Repetitive strain

Damage to fingers

» Ensure correct posture is maintained

lighting, screen reflections,
flickering screens, and
so on

injury (RSI) and wrists caused by (for example correct angle of arms to
continuous use of a the keyboard and mouse)
keyboard or repetitive » Make proper use of a wrist rest when
clicking of mouse buttons, using a mouse or keyboard
for example » Take regular breaks (+ exercise)
» Make use of ergonomic keyboards
» Use voice-activated software if the
user is prone to problems using a
mouse or keyboard
Eyestrain Caused by staring at a » If necessary, change screens to LCD if
computer screen for older CRT screens are still used
too long or by having » Take regular breaks [+ exercise)
incorrect lighting in the » Make use of anti-glare screens if
room (causing screen the room lighting is incorrect (or
reflections) use window blinds to cut out direct
sunlight)
» Users should have their eyes tested on
a regular basis (middle vision glasses
should be prescribed if the user has
a persistent problem with eye strain,
dry eyes, headaches, etc.)
Headaches Caused by incorrect » Make use of anti-glare screens if

the room lighting is incorrect (or use
window blinds to cut out reflections
which cause squinting, leading to
headaches)

» Take regular breaks (+ exercise)

» Users should have their eyes tested on
a regular basis (middle vision glasses
should be prescribed if the user has a
persistent problem with headaches)

Ozone irritation

Caused by laser printers
in an office (symptoms are
dry skin and respiratory
problems)

» Proper ventilation should exist
to lower the ozone gas levels to
acceptable values

» Laser printers should be housed in a
designated printer room

» Change to using inkjet printers where
possible
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Exam-style questions

1 The use of microprocessor-controlled devices in the home affects
an individual’s leisure time, social interaction and the need to leave

the home.
a Give three advantages to the individual when microprocessor-

controlled devices are used in the home. [3]
b Give three disadvantages to the individual when microprocessor-

controlled devices are used in the home. [3]

Cambridge IGCSE Information and Communication Technology (0417) Paper 13 Q15,
October/November 2014

2 You use a computer to do your homework. You are concerned about
the health issues of using a computer.
Discuss the advantages and disadvantages of different methods you

could use to help minimise the health problems of using the computer. [6]
Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q15,
May/June 2017
3 a There are potential security issues when using microprocessor-
controlled devices in the home.
Describe these issues and explain how they can be mitigated. [4]
b Indicate which of the following statements are True or False
by ticking (V) the appropriate box. [5]
True False
) v

Using microprocessors has increased the longevity of
devices in the home, therefore reducing waste

Microprocessor-controlled devices are far more energy
efficient

Smart televisions are an example of a labour-saving
device

Microprocessor-controlled devices in the home are not
vulnerable to attack by viruses or hackers

Microprocessor-controlled devices, such as smartphones,
have no impact on social interactions
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4 Five statements are shown on the left and eleven ICT terms on

the right.
Draw arrows to connect each statement to its correct term. [5]
Monitor
Name given to driverless vehicles, such as
cars, vans and buses Cybercriminal
Autonomous
A type of ‘intelligent’ road sign used to
monitor and control road traffic Regular
Smart

Name given to hackers and other people
who try to break into ICT systems

Restorative

Automatic
Name of the type of risk associated with Repetitive
ozone gas reaching high levels

Clever
Meaning of the letter 'R"in RSI Health

Control

5 a Describe the advantages of having major roads controlled and
monitored by smart road signs. [3]
b Describe the risks of having smart road signs under computer control.  [3]
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ICT applications

In this chapter you will learn about:

* communication

* modelling applications:

- financial, civil engineering - traffic management
- flood water management - weather forecasting
computer-controlled systems

school management systems

online booking systems

banking applications

computers in medicine

- information systems - 3D printing

X b b ot

* expert systems
* computers in the retail industry
* recognition systems
- OMR - RFID
- QR codes - NFC
- OCR - biometric

* satellite systems
* GPS, GIS and media communication

This chapter will cover a number of different applications associated with
the use of ICT. Many of the applications bring together notes from earlier
and later chapters in this book. There are many more examples of the use
of ICT, and you may wish to investigate other uses within the framework of

syllabus requirements.

Exercises throughout the chapter, and exam-style questions at the end of
the chapter, will allow you to test your understanding of the various ICT
applications which have been covered.

6.1 Communication
There are several communication systems that make use of ICT technology.
For example:

» newsletters and posters
» websites

» multimedia presentations
» media streaming

» e-publications.

6.1.1 Communication media

Newsletters and posters

Newsletters and posters can be produced very easily using, most commonly, a
word processor. Often, the newsletter or poster will have photos which have
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been taken specially or have been downloaded from the internet (with the
permission of the copyright holder). The following sequence is fairly typical of
how such a document would be produced on a computer system. The sequence is
not always necessarily in the order shown; it can vary depending on what already
exists or what needs to be created):

» First a word-processor application would be opened
» Photos could be obtained by:
- using a digital camera and taking photos
- searching for images/photos on the internet, or suitable photos could
already be stored on the hard drive or cloud
- using hard copy photos, which could be scanned in.

» If necessary, camera images would then be uploaded (either by connecting the
camera or camera memory card) to the computer via a USB port, or by using
Bluetooth connectivity).

» Photos from all selected sources would then be saved to a file on the HDD or SSD.

» When the user is finally ready to produce the document, the photos would be
imported from the file stored on the HDD/SSD.

» Once imported, photos would need to be cropped, edited and/or resized.

» Text would be typed in using a keyboard.

» Alternatively, any previously saved text would need to be imported.

» Photos need to be placed in their correct position and the text wrapped.

» Finally, the whole document would need to undergo proofreading for errors
and then saved, ready for printing.

Very often, other features, such as a spell checker, would be used to make sure
no mistakes had been made. Care needs to be taken when using a spell checker
for the following reasons:

» The language used in checking the spelling could be different; for example,
British English and American English often have different spellings of words.

» Names or proper nouns might be highlighted as an error by the spell checker,
but may be acceptable.

» Similar sounding words need to be checked; for example, where, were or wear

all sound the same but have very different meanings - these will not be Link
picked up by the spell checker (but might be picked up by a grammar checker). | ceeeccecccecccccaceeccen
» The (correct) highlighted word may not exist in the spell checker dictionary. Other word-

processing features
could be used

when producing the
newsletter or poster;
refer to Chapter 17
for more information.

Exercise 6a

Find out what other word-processing features would need to be used when
producing a newsletter or poster. For each feature identified, write down how you
would use it to produce a professional-looking document.

A newsletter is a very useful method for getting important information to

a target group. If, for example, you are doing a fundraising exercise, a well-
presented newsletter to accompany the fundraising would be invaluable.
Newsletters can be either printed out or available online as an e-publication (see
later in this chapter); the method used depends on who the target audience is.
With a printed document handed personally to somebody, you can be certain they
have seen the newsletter - but in both cases it is nearly impossible to be certain
that they have read it!
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A few of the common guidelines to produce an attractive newsletter include:

» Do not try and squeeze too much information onto one page.

» Use very clear, easy-to-read fonts (for example, Arial or Trebuchet MS) and use
a suitable font size (11-, 12- or 14-point font size).

» Decide on whether to use columns (a useful feature if there are diagrams and
photos).

» Avoid using capital letters as this appears to be ‘shouting’!

» Use bold text in headings rather than underlining text.

» Use real photos rather than clip art to make the newsletter more interesting.

Posters are a good way of publicising, for example, a sporting event or an
advertisement for a forthcoming movie. A sporting event poster would need to
include at least the following information:

» what the event is and where it will take place

» date, time and place of event

» admission fees (if any)

» contact details

» other information (such as whether there will be a créche or facilities for
people with disabilities).

The movie poster would need to include:

» an image taken from the movie to give some idea of the type of movie (that
is, comedy, horror, science fiction, and so on)

» the date of release

» a list of the main characters.

THE HODDER WELLY JACKSON ~ ROSE / TIGER  DUDE Exercise 6b

THROWINGCONTEST | | 7 | Preecccccccccccccccccccccn
Using a word

processor, produce

two posters for the

following:

a anupcoming
charity event
where there will
be stalls selling
food and gifts

b amusic band
advertising the
release of their
new song.

Come and see us at the
Wellington Cricket Ground
on August 22nd 2022 from

1 pm untill 4 pm.

No entry fee. ;
v Refer to chapters in

the second half of

August 22nd 2022 this book wherever

necessary.

Créche, reception tent, free
parking

A Figure 6.1 Examples of posters
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As with newsletters, posters can be printed out using high-quality printers or

can be posted online. Printed posters can be any size. Large posters have the
advantage that they are eye-catching and usually very difficult to miss. They are
used in many countries on the sides of roads so motorists see them on their way to
work. By placing the posters in strategic positions, it is possible to target certain
people rather than the general public (for example, advertising expensive cars by
placing the posters on buildings or advertising hoardings in financial districts in
big cities). The drawback is the cost of display (the advertising areas can only be
rented) and that they are subject to weather conditions, so only have a limited life.

Websites

Rather than producing newsletters and posters by printing them out, it is
possible to use websites for advertising. This method of advertising requires
a company to either develop their own website or pay another company to
advertise on their website.

Using the first option may require the company to either employ a team of web
designers or go to a specialist company with experience in website design. It
may also be necessary to buy hardware and software to develop and store the
website. This method can therefore be expensive, but the cost does not stop
there. It will be necessary to use programmers to make sure that their website is
safe from hackers and from pharming attacks.

It has, however, become much easier and cheaper for individuals or small organisations
to create and host their own website, using off-the-shelf content management systems
to organise content, and pay hosting fees to rent space on a web server.

The big advantage to websites is that they offer worldwide advertising capability
and there is no need to buy paper and other consumables, or pay people to
deliver newsletters or flyers. Before deciding which is the best way to advertise
their goods or services, companies have to weigh up the advantages and
disadvantages of both methods.

Websites tend to be used to advertise goods or services which require national
or international coverage. They can cover almost anything from car sales to
advertising a musician’s forthcoming album. The main reasons for using websites,
rather than newsletters or posters for advertising products and services, are
summarised in Table 6.1.

V¥ Table 6.1 Advantages and disadvantages of using websites for communication

Advantages Disadvantages
» sound/video/animation can be added » websites can be hacked into and modified or viruses introduced
» links to other pages and websites can be | » risk of potential pharming
added in hyperlinks and hot spots » itis necessary for the potential customers to have a computer and internet
» buttons to navigate/move around the connection
website, leading to more information » itis notas portable as a paper-based system (although with modern
» ‘hit counters’ allow the owner to see smartphones and phablets this is fast becoming untrue)
detailed information about how many » possible for customers to go to undesirable websites (either by accident or
people have visited the website as a result of a pharming attack] - this can lead to distrust from customers
» can be seen by a global audience » thereis aneed for the company to maintain the website once it is set up -
» cannot be defaced or thrown away this can be expensive
» itis much easier to update a website » because itis a global system, it is more difficult to target the correct
(and there is no need to do a reprint and audience using website advertising
then distribute the new version) » still need to find a way for people to find out about the website
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Multimedia presentations

Presentations that use animation, video and sound or music are generally much
more interesting than static presentations done on slides or paper.

Presentations are produced using one of the many software packages on the
market and then used with a multimedia projector so that the whole audience
is able to see the presentation. There are many advantages and disadvantages for
this type of presentation, with some examples listed below.

Advantages of multimedia presentations

» use of sound and animation/video effects which are more likely to grab
the attention of the audience, and can make the presentation easier to
understand

» possible to have interactive hyperlinks built into the presentation; this
means the presentation could access a company’s website or even key
files stored on the cloud (such as video footage, images, spreadsheets
and so on)

» use of transition effects allow a presentation to display facts in a key or
chronological order

» can be interactive

» more flexible; because of the links to websites and other external systems
(for example, the cloud), the presentation can be tailored to suit a particular
audience.

Disadvantages of multimedia presentations

» a need to have special equipment which can be expensive
» danger that equipment could fail while giving multimedia presentations

» there may need to be internet access Link

» danger when using multimedia in presentations that the focus is on the | .iieeiiiiiiiiiiiiiinnnnnn
medium (that is, the multimedia presentation) rather than the message Refer to Chapter 19
or facts for more information

» very easy to make a bad presentation with too many animation effects and on producing
too much text or images. presentations.

Media streaming

Media streaming is when users watch movies/videos or listen to music on
devices connected to the internet. When using media streaming there is no need
to actually download and save the video or audio files.

Streaming is a continuous transmission of video or audio files from a remote
server where the files are stored. This means data is transmitted and played in
real time. In contrast, when downloading it is necessary for the user to store
the entire file on the computer’s HDD or SSD before they can watch the video
or listen to the music. This uses up valuable storage space and download times
for a two-hour video can be up to one hour, depending on the internet speed
and the video quality.

With streaming, the file is sent as a series of packets of data. Each packet is
interpreted by the web browser. Streaming only works well if the internet speed
is stable, and at least 25 Mbits/second (for an HD video).

114




6.1 Communication

data data data data data data
web server |—-| packet |—-| packet |—-| packet [—-| packet [—-| packet |—-| packet [—>
storing 6 5 4 3 2 1

media files

A Figure 6.2 Media streaming data packets

Because the playback of the media files is usually much faster than the rate

at which data is received over the internet, data packets are buffered in the
computer. Buffering makes sure the video plays back smoothly without freezing.
While the buffer is receiving data packets, it will be sending the data from the
previous data packets to the playback device. In this way, there appears to be
no gaps in the received data. Obviously, having a large buffer will considerably
reduce the possibility of freezing the play back.

Data Data Data
packet || packet | packet [ Data packets being received
9 8 7
BUFFER
Y Y
Data packets sent to .y Playback
playback device device

A Figure 6.3 Buffering of media stream

e-publications

Most material which is published on paper is also available in an electronic
format. For example:

» e-books

» digital magazines
» digital newspapers
» digital libraries.

v Vv ¥

In all cases, the publication can be downloaded to a device connected to
the internet where it can be read. Moving between pages is usually done by
swiping a finger across the screen. E-publications also have the advantage
that pages can be expanded in size and it is possible to include media, which
would be impossible with the more traditional paper-based publications.
Specific devices, such as the Kindle, have been developed to allow a library
of e-books to be stored on the device. These devices use a white background
with black text to fully replicate reading a normal book. Because no printing
costs are incurred, e-publications are usually cheaper than their paper-based
counterparts.
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Write down as many advantages and disadvantages you can think of for offering
customers e-publications rather than paper-based publications. Write a
paragraph describing each advantage and disadvantage.

6.1.2 Mobile communication

Mobile phones communicate by using towers inside many cells networked
together to cover large areas. The towers allow the transmission of data
throughout the mobile phone network.

0 n Cell showing tower at
the centre. Each cell
n 0 overlaps giving mobile

phone coverage

A Figure 6.4 Each cell overlaps, giving mobile phone coverage.

Each tower transmits within its own cell. If you are driving a car and get to

the edge of a cell, the mobile phone signal starts to weaken. This is recognised
by the network and the mobile phone then picks up the signal in one of the
adjacent cells. If a person is making a call or sending a text to somebody in a
different country, then satellite technology is used to enable the communication
to take place.

Mobile devices either use a SIM (subscriber identity module) card to allow it
to connect to the mobile phone cellular network, or they use wireless internet
connectivity. Together they allow all of the following features:

» SMS (short message service) messaging

» phone calls

» Voice over Internet Protocol (VoIP) communication
» video calling

» internet access.

SMS (text) messaging

SMS or text messaging allows a very quick way of communicating with another
person by typing on a keyboard (the keyboard is often virtual on a mobile phone
or tablet). Its advantage is that the other person does not need to be available,
and can pick up the message as and when they want. SMS/text messaging
between phones using the same cellular network may be free-of-charge. Some of
the features of SMS/text messaging include:

» quicker and less expensive than making phone calls

» can be sent at any time of the day even if the recipient’s phone is switched off

» predictive texting, where the system completes a word from the first few
letters keyed in; for example, key in ‘preci” and the phone completes the word
as ‘precious’; predictive texting also allows the system to remember frequently
used words - together they increase typing speed.




Phone calls

Probably the most obvious use of a mobile phone is its ability to make a phone
call on the move. Because mobile phones are so small and they have their own
power source, they are an ideal way of keeping in touch anywhere, provided there
is a network signal. Mobile phone networks are still not as stable as landline
systems and for that reason alone, landline phones are still in common use.

Using mobile phones to make phone calls has the following advantages:

» There is no need to look for an operational public telephone in an emergency.

» It is possible to conduct business or personal phone calls on the move.

» It is easier to keep in contact with co-workers at the office no matter where
you are.

Voice over Internet Protocol (VolP) and video calling

One of the most common forms of internet telephony (that is, having a telephone

conversation via the internet) is Voice over Internet Protocol (VoIP).

Voice over Internet Protocol (VoIP) is a method used to talk to people using
the internet. VoIP converts sound, picked up by the mobile device’s internal
microphone, into discrete digital data packets that can be sent to their
destination via the internet. The internet can be accessed via a mobile phone
network or a broadband network and the voice calls are sent over the internet
using VoIP technology.

One of the big advantages is that phone calls themselves are free, no matter

where in the world the caller and receiver are (there may be a cost to send lots of

data over the internet via a mobile phone network, however).

The main problems are usually sound quality (echo and ‘weird sounds’ are both
common faults). Security is also a main concern with VoIP, as it is with other
internet technologies. The most prominent security issues over VoIP are identity
theft, viruses and malware (malicious software), spamming (unwanted emails)
and phishing attacks (the act of sending an email to a user, falsely claiming to
be an established legitimate enterprise, in an attempt to scam the user into
surrendering private information that will be used for identity theft).

One of the big advantages of using VoIP is that the device’s built-in cameras can
also be used so that it becomes a type of video call. While this does not have
the sophistication of a true video conference, it is much cheaper (no need for
special software and additional hardware items - VoIP uses built-in microphones,
speakers and cameras). This relies on good broadband or mobile phone network
coverage.

Video calling uses software such as FaceTime or Zoom. Both these options require
the user to download an app. FaceTime makes use of the built-in smartphone
cameras and microphone/speakers. A split screen allows you to see a number of
people at the same time; although the small screen size limits the potential of
this feature. Zoom is a cloud-based video calling service that allows live video
chatting on any device. It is also possible to record sessions to be played back
at a later date. Cloud-based video calling prevents the need for users to invest in
expensive infrastructure; users can simply dial into a virtual meeting room which
makes it much cheaper than conventional video conferencing.

6.1 Communication

For more information
on the features of
mobile phones, refer
back to Chapter 1.

For more on
security threats see
Section 8.3.
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Video calls permit:

» live video and audio chat
» screen-sharing during the call
» recording during sessions.

Internet access

Access to the internet from a mobile device is another valuable feature. Any
mobile device can connect to the internet either using a wireless broadband A Figure 6.5 Cloud video
connection or via the mobile phone network. Due to the use of smaller screens, calling

internet pages displayed on mobile phones are often different to those
on desktop or laptop computers. Software detects which type of device is
connecting to a website, which then sends out the web page optimised for that Link

device. Mobile devices also have a built-in feature which automatically selects =~ | sreeeosseseeeennoseeeeee
wireless broadband connectivity (if possible), instead of the mobile phone s Clrapisr & ffog

network, when connecting to the internet. This has the following advantages: nmeizfoiagv'_F'

» less expensive (mobile phone company ‘data plans’ often have a cap on how
much data can be downloaded, and charge for exceeding this maximum)

» lower power consumption (Wi-Fi routers are usually much closer than
the mobile phone towers; the longer the range, the greater the power
consumption)

» quality of service (Wi-Fi usually offers greater bandwidth than the mobile
phone network giving the possibility of downloading more data more quickly).

6.2 Modelling applications
6.2.1 Computer modelling

A simulation is the creation of a model of a real system in order to study the
behaviour of the system. The model is computer-generated and is based on
mathematical representations.

The whole idea is to try and find out how a system behaves, predict the
behaviour of the system in the future and see if it is possible to influence this
future behaviour.

Advantages of using models

» Using computer models is less expensive than having to build the real thing
(for example, a bridge!).

» On many occasions it is safer to use a computer model (some real situations
are hazardous, for example, chemical processes).

» Computer modelling allows you to try out various different scenarios in
advance.

» It is nearly impossible to try out some tasks in advance in real life because of
the high risk involved or the remoteness (for example, in space, under the sea,
in nuclear reactors, when crash testing cars, etc.).

» It is often faster to use a computer model than do the real thing (some
applications would take years before a result was known, for example, climate-
change calculations, population growth, etc.).
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Disadvantages of using models

» A model is only as good as the programming or the data entered; the
simulation will depend heavily on these two factors.

» Although building the real thing can be expensive, sometimes computer
modelling is also a very costly option, and the two costs need to be compared
before deciding which to use.

» People’s reactions to the results of a simulation may not be positive; they may
not trust the results it produces (there will always be a difference between
the results from modelling and reality).

Examples where computer modelling is used include:

v

> personal finance

> bridge and building design
flood water management

» traffic management

» weather forecasting.

v v v Vv
v

Personal finance
Figure 6.6 uses a spreadsheet to model the sales of a tuck shop in a school.

A B C D E F G
1 Item Price Selling Profit Weekly Number Total Profit
2 each ($) | price($) | peritem | shop cost sold per item ($)
3 ($)
4 chew 1.00 1.50 0.50 85 17.50
5 chox 2.00 2.50 0.50 45 22.50
b gum 3.00 3.50 0.50 30 15.00
7 crisps 1.00 1.50 0.50 45 22.50
8 cake 2.00 2.50 0.50 40 20.00
9
10 200.00 profit/Loss: $ -102.50
The formulae behind this spreadsheet are:
A B C D E F G
1 Item Price Selling Profit Weekly Number Total Profit
2 each ($) | price ($) | peritem | shop cost sold per item ($)
3 ($)
4 chew 1.00 1.50 = (C4-B4) 35 = (C4*F4)
5 chox 2.00 2.50 =(C5-B5) 45 = (C5*F5)
6 gum 3.00 3.50 =(C6-Bé) 30 = (C6*F6)
7 crisps 1.00 1.50 =(C7-B7) 45 = (C7*F7)
8 cake 2.00 2.50 =(C8-B8) 40 = (C8*F8)
9
10 200.00 profit/Loss: $ | =sum(G4:G8)-E10

A Figure 6.6 Personal finance modelling using a spreadsheet
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By varying the values in column C or in column F, it would be possible to model
the shop’s profit or loss. This example is a very simple model, but it shows the
principal of using spreadsheets to carry out any type of modelling that can be
represented in a mathematical form. Spreadsheets are often used in some form to
carry out financial modelling.

Bridge and building design

When an engineer or architect designs a new building or bridge, it is necessary
to test the design long before any construction work is started. 3D computer
modelling is used to try out a number of scenarios to ensure the final design
meets critical criteria. Simulation of the final structure is often done as a
combination of computer modelling and wind-tunnel tests on scale models of the
final designs. For example, when building a bridge, the modeller has to consider
a number of scenarios:

» the amount of traffic that might be caught in a traffic jam on the bridge in
the event of an accident; this could lead to very heavy loading on the bridge
structure

» the effects of strong winds; can the bridge design withstand the worst-case
scenario?

» the effect of earthquakes; is the bridge earthquake-proof?

» the effect of tidal waves and ice floes during extreme weather conditions; can
the pillars supporting the bridge withstand these conditions?

» the effects of vibrations - there have been cases over the years where bridges
have collapsed due to, for example, wind causing the bridge to sway at its
‘natural frequency’.

All of these scenarios can be tested using a computer model. The design can then
be modified on the computer if any of the above scenarios caused the bridge to
fail. After a number of modifications, a final design will be decided on. To ensure
the computer model gives good results, a scale model of the bridge would then

A Figure 6.7 Wind-tunnel

. . ) test brid
be constructed and subjected to wind-tunnel (and other) trials. de;;gn 2 newpnage

Similar methods are used when designing new buildings, particularly skyscrapers.
Again, computer models are used, often in conjunction with wind-tunnel tests on
a scale model. When testing the building using a computer model, a number of
scenarios need to be considered:

» what is the effect of natural phenomena, such as hurricane winds, flooding,
earthquakes and any other potentially damaging phenomena (wind movement
is a key issue with tall buildings; a 100-storey building may sway one metre to
the left and then one metre to the right, cycling every ten seconds, in strong
winds - can the building survive such movement, will such movement be
unpleasant or frightening to human occupants, and so on)

» the effect of a disaster, such as a fire - how does the structure stand up to
such scenarios?

» how is it possible to move people around the building efficiently (some large
structures have over 5000 people working in them and there is a need to
model elevator movements to move people efficiently)?

All of these scenarios can be tested using a computer model. The design
can then be modified on the computer if any of the above scenarios caused




6.2 Modelling applications

the building to fail to meet any of its design criteria. After a number of
modifications, a final design will be decided on. To ensure the computer model
gives good results, a scale model of the building is then constructed and it is
subjected to wind-tunnel trials:

A Figure 6.8 Scale models are used to test buildings.

Computer modelling provides the following features:

» It is possible to zoom into images so that fine details can be seen.

» The design can be rotated in a number of different ways to allow different
views of the design to be made.

» Building a bridge or building is expensive and dangerous if the final design
had a serious flaw; modelling should allow any potential design flaws to be
detected before any construction starts.

» Various scenarios can be tried out to see the effect on the design (see earlier
list of scenarios).

Flood water management

Flood water management uses computer modelling to perform a risk assessment
to identify sources of potential flooding, the extent of flooding and how any
mitigation or protection measures could work.

Computer models are used to predict water levels, water flows and potential
flood depths. Input to the system could include:

» cross-section of rivers and sea inlets (for example, bottlenecks)

» dimensions of any bridges, weirs or sluices in the flood area

» factors that can affect water flow rates (for example, tides are affected by the
time of year and by strong winds)

» boundary conditions (for example, upstream flows into rivers and downstream
water levels)

» the start and finishing date for the simulation

» calibration data (observation of actual flooding in the past).

Once a model exists which simulates the area where there is potential flooding, a
plan can be put forward to guard against future flooding. Data is continuously added
to the model once the flood defences have been put into place. This could result in
further flood defences being built, or modifications to the existing system.
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Figure 6.9 shows the management of the flood protection system in the city of
Venice as an example.

Flooding of the city over many years has led to the building of a number of
flood barriers. It is useful to use computer models to understand how these
flood barriers will react to a range of possible flooding scenarios. It is possible
to try out several different solutions, using the model, before actually building
any flood defences. Following the computer modelling results, Venice decided
to develop a computer-based system rather than build a manual flood defence
system. The main advantages of doing this are:

A Figure 6.9 Flood
management barriers

» Sensors could be used out in the bay area to monitor sea height and wave
height (and possibly other factors, such as wind speeds); using sensors would
give a much faster response to any deteriorating conditions in the bay.

» Using a computer system is safer, since using humans to monitor conditions
could potentially put them at risk.

» Data collection is continuous and more accurate than manual measurements
(readings can also be taken more frequently).

» Because of the faster response to changing conditions, city dwellers can be
warned well in advance of any flooding actually taking place.

» Data from the sensors could also be fed into the simulation modelling the
flood area; this could lead to further improvements as more data is gathered,
which means the simulation becomes closer to reality.

Traffic management

Computer modelling can be used in traffic management. We will consider two
different situations.

Closure of motorway lanes

Repairs need to be made to part of the central barriers on an eight-lane motorway.
The company given the task of carrying out these repairs needs to model the
impact of the roadworks on the traffic flow. They have decided there are two ways
of controlling traffic which need to be modelled. The two models shown in Figure
6.10 will appear on the computer screens, representing the motorway lanes.

The company will run model ‘A" and model ‘B" using different traffic densities at
different times of the day to see which one allows for the best traffic flow. The
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A Figure 6.10 Motorway closures model
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model will also try out the effect of different speed limits through the roadworks.
They will also simulate the effects of a breakdown to see how this would impact

on the traffic flow. By changing conditions in the simulation, it becomes possible
to find an optimum design which allows the traffic to flow freely, but also allows
the repairs to be done as quickly as possible. This is considerably safer, cheaper and
much quicker than trying out different traffic closures on a real motorway.

Traffic light simulation
Figure 6.11 shows a second use of computer modelling in traffic management - a
set of traffic lights are to be modelled at a Y-junction.

Q00
<4

A Figure 6.11 Traffic light simulation

In this simulation it is necessary to consider:

1 how and what data needs to be collected
2 how the simulation is carried out
3 how the system would work in real life.

How and what data needs to be collected?

Because the success (or failure) of a model depends on how realistic it is,

data needs to be collected by watching traffic for a long period of time at the
Y-junction. This is best done by using induction loop sensors which count the
number of vehicles at each junction. Manual data collection is possible, but

is prone to errors and is difficult to do over an 18-hour period per day (for
example). The following data is an indication of what would need to be collected:

» the number of vehicles passing the junction in all directions

» the time of day needs to be recorded along with a vehicle count

» how many vehicles build up at the junction at different times of the day

» data should cover weekends, bank holidays, etc. as this can alter how the data
needs be interpreted

» how long it takes a vehicle to clear the junction

» other data needs to be considered (for example, pedestrian crossings nearby,
as shown in Figure 6.11)

» how long it takes the slowest vehicle to pass through the junction

» consider other factors (for example, left turns, right turns, filtering, etc.).

How is the simulation carried out?

Data from the above list is entered into the computer and the computer model is
run. Once the designers are satisfied that the model simulates the real situation
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accurately (that is, by comparing the model’s results with actual traffic flow
data) then different scenarios can be tried out. For example:

» varying the timing of the lights and observing how the traffic flow was affected

» changing the number of vehicles stopped at part of the junction and then
changing the timing of the lights to see how the traffic flow is affected

» increasing or decreasing traffic flow in all directions

» considering how emergency vehicles affect traffic flow at different times of the day.

. e o -
How would the system work in real life? Link

Also refer to Section
6.10, which describes
the use of automated
number plate

» Sensors in the road gather data and count the number of vehicles at the junction.

» This data is sent to a control box or to a computer (it will need to be
converted first into a form understood by the computer).

» The gathered data is compared to data stored in the system (the stored data

is based on model/simulation predictions which were used to optimise the recognition (ANPR)
traffic flow). systems - another
» The control box or computer ‘decides’ what action needs to be taken. way to carry out
» Signals are then sent out to the traffic lights to change their timing if necessary. traffic management.
Weather forecasting

Weather stations are set up to automatically gather data from the environment.
They are usually automatic and use a variety of sensors to measure:

» rainfall

» temperature

» wind speed

» wind direction

»» barometric pressure (air pressure)
» humidity.

The data needs to be gathered every hour of every day of the week. This data
can then be input into a model which simulates weather patterns. By running
the computer model, weather forecasters can predict the weather for the

next few days or even longer. The foundation for weather models are complex
mathematical equations that represent air movement and how heat and moisture
are exchanged in the atmosphere. In a model, the atmosphere is divided up into
a three-dimensional grid. The data from the weather stations is input into the
appropriate grid and the model is run forward in time to make predictions.

» Data is input into the model and a prediction of the weather for the next few
days is made.

» At the end of the weather forecast period, the model compares its weather
forecast with the actual weather that occurred.

» The model ‘learns’ from previous weather situations; improvements to how it
predicts weather are constantly made.

» The new data is then input into the model, and a weather forecast for the
next few days is made.

» A very powerful computer is needed to run this model, since it has to ‘number
crunch’ vast amounts of data.

Weather modelling is often shown in animated format where cloud, rain, sun
and wind are projected on top of a map of the country and shown in real time
(Figure 6.12).
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A Figure 6.12 Animated weather forecast

} Exercise 6d

Create a spreadsheet to do some personal financial modelling. Include the monthly income in one row and
then show all the monthly outgoings. For example:

A B Cc D E F G
Month 1 Month 2 Month 3 Month 4 Totals

Income ($):

Outgoings: food

cinema

clothes

other

savings

Extend the list as much as you want or change the outgoings to be more realistic if necessary. Insert some
values into the spreadsheet and then change a few values to see the effect on your finances. Add extra
columns or extra outgoings to extend the spreadsheet. Finally, try creating a graph of your income against
outgoings for each month and for a year (do a prediction for the year after four months, for example).
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Here is a list of five simulations/models and also a list of five reasons why models are carried out. Try and
match the five simulations to the BEST REASON why that simulation would be done.

Simulation Reason

PILOT TRAINING Cost of building the real thing is too expensive

ENVIRONMENTAL MODELLING Some situations are too dangerous to humans

NUCLEAR REACTOR MODEL It is almost impossible to do the tasks for real

SPACE EXPLORATION

| | | |
| | | |
| SIMULATING BRIDGE LOADING | | Take too long to get results back from real thing |
| | | |
| | | |

Easier/safer to make changes to a model

6.3 Computer controlled systems

6.3.1 Computer controlled systems

Robotics in manufacturing

Robots are used in many areas of manufacturing, from heavy work right through
to delicate operations. Examples include: paint spraying of car bodies, welding
bodywork on cars, manufacturing of microchips, manufacturing electrical goods
and stock movement in automatic warehouses.

Control of robots is either through embedded (built-in) microprocessors or
linked to a computer system. Programming of the robot to do a series of tasks is
generally done in two ways:

1 The robot is programmed with a sequence of instructions which allow it to
carry out the series of tasks (for example, spraying a car body with paint).
2 Alternatively, a human operator manually carries out the series of tasks; this
can be done in two ways:
i The robot arm is guided by a worker when spraying the object; each
movement of the arm is stored as an instruction in the computer.

OR

i1 The worker straps sensors to his own arm and sprays the object; each
movement is stored as a set of instructions in a computer; the sensors send
back information such as position relative to the object, arm rotation, and so
on - this information forms part of the instructions stored in the computer.

A Figure 6.13 This robot
arm is equipped with a

Whichever method is used, once the instructions have been saved, each series EPfrfaV gut” ‘e;‘dfefffeftor'-
of tasks can then be carried out by a robot arm automatically. Each instruction erentend erfectors

. . . . . . . allow the robot arm to
will b'e'carne?d.out 1dent1.cally every time (for example, assembling parts in a carry out many different
television) giving a consistent product. tasks.

Robots are equipped with sensors so they can gather important information
about their surroundings and prevent them from doing ‘stupid things’; for
example, stopping a robot spraying a car if no car is present, or stop the spraying
operation if the supply of paint has run out, etc.
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Robots are very good at repetitive tasks. However, if there are many different
tasks to carry out (for example, making specialist glassware for some scientific
work), then it is often better to use human operators.

Advantages in using robots

» They can work in environments harmful to human operators.

» They can work non-stop (24/7).

» They are less expensive in the long term (although expensive to buy initially,
they do not need wages).

» They have higher productivity (do not need holidays, etc.).

» They provide greater consistency (for example, every car coming off a
production line is identical).

» They can do boring, repetitive tasks, leaving humans free to do other more
skilled work (for example, quality control or design work).

» They can carry out different tasks by fitting them with different end-effectors
(attachments); for example, a spray gun, a welding gun, and so on.

Disadvantages in using robots

» Robots find it difficult to do ‘unusual’ tasks (for example, one-off glassware
for a chemical company).

» They can cause higher unemployment (replacing skilled labour).

» Because robots do many of the tasks once done by humans, there is a real risk
of certain skills (such as welding) being lost.

» Because robots are independent of the skills base, factories can be moved
anywhere in the world (again causing unemployment).

» The initial set-up and maintenance of robots can be expensive.

Production line control
Production line control using robots is used extensively in industry. For example:

» filling bottles with a liquid, capping the bottle and applying a label
» filling metal cans with baked beans, sealing the cans and applying labels.

The production line will be continuous, with various robots at each station given
a specific task. Using robots in this way leads to:

» faster operations (the number of cans of baked beans filled is 120 per minute)

» much greater productivity (the production can run 24 hours a day for every day)

» greater consistency (every can contains exactly the correct weight of baked beans)

» built-in quality control (automatic testing for foreign material, such as metal
filings, which would result in automatic rejection from the production line)

» reduced cost to the consumer (although initial robot arms are expensive, there
are far fewer staff in the factory who would need wages).

Let us take a closer view of how robots could be used in a bottling plant.

» Sensor 1 (a pressure sensor, light sensor or camera) detects the presence of a
bottle; this sensor is constantly sending signals back to the computer.

» When the signal from sensor 1 indicates a bottle is present, the computer sends a
signal to an actuator which opens a valve allowing liquid to flow into the bottle.

» Sensor 2 (a level sensor) is used to detect the correct liquid height in the
bottle; this sensor sends continuous signals back to the computer.

127




6 ICT APPLICATIONS
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A Figure 6.14 Bottling plant

» When the signal from sensor 2 indicates the bottle is full, the computer sends
a signal to an actuator to close the valve.

» The computer then sends another signal to a second actuator which operates
a motor to move the conveyer belt to allow the next empty bottle to take its
correct position.

» The whole process is continuous until stopped for maintenance, errors
occurring or a change in the process.

Exercise 6f

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Find out about five industrial processes that use production line control.
In each case, find out the functions of robots at each stage in the process.

In each case, find the advantages and disadvantages of using robots on the
production line

6.4 School management systems

6.4.1 School management systems

Schools have to manage a number of different tasks in their day-to-day running.
These tasks include:

» registration and attendance records of students
» student performance
» computer-aided learning.

Registration and attendance records of students

The traditional way to record the registration and attendance of a student was to
complete daily registers. This was very time consuming because it required a ten-
minute session at the beginning and end of each day. It was also prone to error if
a student’s name was missed at some point during the registration process.

There are a number of possible ways of automating the registration process using
hardware and software, some of which are included below.
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Method 1
Issue each student with an ID card. These contain a magnetic stripe (shown in FIRE-Academy
black) on the rear of the card. The student would have to sign the card and also
write their unique student ID on the back of the card. The magnetic stripe would
contain the name of the school, the name of the student, the student’s data of
birth and their unique ID (registration) number.

Paul Smith-012 234 555

. ) . . A Figure 6.15 Student
Each morning the student would arrive at school and swipe their ID card through registration card

a magnetic card reader. The data read would identify the student and the time
and date they entered the school’s premises. This data would now be stored on
a database. On leaving the school (either at lunchtime or at the end of the day),
the ID card would again be swiped. This would now record the leaving time and
date on the database. This would give a very comprehensive record of when the
student attended the school and the number of hours they attended. It would
also be a more secure method in the event of, for example, a fire. Using the
paper-based system, a student could register then just go home, but with an ID
card system, the student’s attendance would be known at all times. The school
would now be able to account for every student on the school premises. At the
end of a semester (or school year), the database could be interrogated and it
would give an accurate attendance record for the student. This attendance record
could then be sent out to parents or checked by teachers on a regular basis.

There are further functions that could be used such as:

» the use of a PIN to stop another student swiping in with the wrong card

» the use of GPS tracking (see Section 6.11) so the exact whereabouts of a
student would be known; this would require the addition of a chip in the
ID card so that the tracking system could identify them (see Section 6.11
for information on RFID) - however, there are privacy concerns surrounding
location tracking.

Method 2

A second method could make use of biometrics. Each student would have their
fingerprints recorded. Their personal details (as in Method 1) plus fingerprints
would be stored on a database. When a student entered the school premises,
they would be asked to put their hand on a scanner which would read their
fingerprints. Because each student has unique fingerprints, this system would
be very secure. As with Method 1, the date and time of entering or leaving the
school would be accurately recorded on the database.

Advantages of this method compared to use of magnetic ID cards

» Fingerprints are unique, so it would be impossible for a student to sign in
pretending to be someone else (with magnetic cards, a student could give
their card to a friend and ask them to sign in for them) - this gives more
accurate data and improved security.

» ID cards could easily be lost - fingerprints are ‘part of you” so cannot be lost.

» ID cards could be affected by magnetic fields (for example, by being placed
close to a mobile phone) which would stop them working properly.

» It is much easier to ‘clone” (make copies of) ID cards than it would be to copy
fingerprints (not impossible but very difficult).
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Disadvantages of this method compared to use of magnetic ID cards

» It would take a long time to collect the fingerprints for every student in the
school.

» The equipment needed to take and read fingerprints is more expensive than
magnetic stripe reading equipment.

» If a student cuts a finger, the fingerprint may not be identified by the system
(which would prevent entry to the school).

» There are invasion-of-privacy issues and a number of students and parents
may object to having fingerprints stored on a database.

Student performance

Teachers could make considerable use of spreadsheets to monitor the
performance of their students. Essentially, spreadsheets could record the test
results of each student over a term/year. This would allow a teacher to easily see
how they were performing against other students in the same subjects. It would
also be easy to import data into a report, for example, summarising a student’s
performance over the academic year.

School management systems are used to record the performance of students.
Performance can consist of both academic achievement and behaviour. To
produce an end-of-term or end-of-year report, the system would need to have
access to the following data:

» student’s exam and test results in all subjects studied over the term/year

» behavioural data (this would include attendance records and, for example,
number of times the student was in detention)

» CAT scores (these are standardisation test results to enable each student to be
measured against a standard).

After processing this data, the system could produce:

» the average grades for all students in a class
» class and year group reports showing academic and behavioural performance.

Computer-aided learning

Computer-aided learning (CAL) is the use of computer-based systems to assist in
the academic teaching of students. They are designed to enhance, and not replace,
traditional classroom teaching. Students would use computers as part of their
learning and complete online tests to monitor their performance. If a student
encounters a problem, CAL is not always able to help the student, however, and in
those cases, students would need to take steps to find additional help.

Advantages of using CAL to enhance the learning process

» Students can learn when they want to and at their own pace.

» It allows virtual reality (VR) learning to be used; with VR, the student is fully
immersed into the learning environment.

» The student can stop at any point and return later to continue where they left off.

» It is possible to re-take tests until the student reaches the required skills level.

» CAL can make learning more interactive.

» CAL makes use of various multimedia (for example, short video clips,
animation, music and interactive learning methods).
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» The real goal of CAL is to stimulate student learning and not actually replace
teacher-based learning; CAL, if used properly, should be an integrated part of
the student’s learning process.

» CAL can make use of multiple-choice questions (MCQs) which can be marked
immediately by the computer system, giving instantaneous feedback to the
student; other assessment methods can be used, such as fill in the missing
words, crossword puzzles, linking correct terms to descriptions and gaming.

» It can deliver micro-learning; this is where a topic is broken down into small
modules which are easy to learn, and is when CAL is most effective.

Disadvantages of using CAL to enhance the learning process

» CAL cannot give students the experience of handling laboratory equipment;
for example, experiments shown in CAL are virtual in nature.

» It is expensive and time consuming to integrate CAL properly into the learning
environment.

» Students can easily be distracted while online; for example, going on to social
media sites, visiting websites or even playing online games.

» It can lead to the isolation of a student because they are spending their time on
their own in front of a computer screen; this needs to be carefully managed.

» CAL cannot answer unusual questions, and the student will need to seek out
guidance from a teacher; in other words, CAL is not a self-contained learning
system.

6.5 Booking systems
6.5.1 Online booking systems

Online booking systems rely on the ability to update files immediately, thus
preventing double-booking, which could happen if the system response time was
slow. Online booking systems are used in:

v

> the travel industry

» for concerts (theatre and music events)
» for cinema tickets

> when booking sporting events.

v

v

Before we start looking at specific examples, it is worth considering some of the
advantages and disadvantages of using online booking systems.

Advantages

» They prevent double-booking.

» The customer gets immediate feedback on the availability of seats and
whether or not their booking has been successful.

» The customer can make bookings at any time of the day.

» The customer’s email allows the booking company to connect ‘special offers’ to
their email and inform them of such offers automatically.

» It is usually easier to browse the seating plans (particularly on flights) to
choose the best seats available at the price.

» It is possible to ‘reserve’ a seat for a period of time - this allows a customer
to ‘make up their mind" before finalising the booking of the seat (this was
difficult to do with the older paper-based systems).
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» Very often there are no printed tickets, which saves postal costs and also
allows ‘impulse” bookings only a few hours in advance.

» Online booking allows the use of modern smartphone and tablet Apps
technology; the customer is sent a QR code which contains all the booking
information necessary (this QR code is stored on the smartphone or tablet and

only needs to be scanned at, for example, the theatre or airport on arrival). A Figure 6.16 Example
of a booking QR code

Disadvantages

» The setting up and maintenance of online booking systems is expensive.

» All customers using this service need access to a computer or mobile phone
and a reliable internet connection.

» It is often more difficult to cancel the booking and get your money back using
online systems.

» If the server is down for maintenance, or if the systems breaks down, it
becomes impossible to book seats by any method (temporary paper-based
systems cannot be used in case of the risk of double-booking occurring).

» If the websites are not well designed, it can be difficult to make exactly
the booking you want or can lead you to make mistakes; this is a particular
issue with flight bookings where correcting an error can cost the customer an
additional fee.

» Booking online does not allow you to build a personal relationship with a
travel agent who might offer free upgrades or special offers which may not be
available to online bookings.

The travel industry

As an example, we will consider booking a flight online. A form similar to the
one shown in Figure 6.17 would appear on the screen. The user only needs to fill
in the appropriate fields and the system will automatically search for available
flights, make bookings and transfer the funds from their bank account. Unless
something goes wrong, there will be no need to talk to a human operator at any
stage of the booking process.

H&S
flight booking

Schedule

) - Need help |
Departing 13 JUN 2021 : ﬁ at Any time : =

) —E] If you need help using this part of the site, please
Returning |20 JUN 2021 ﬁ at review our information about Flight booking.

Are you flexible by +/~ 1 day? []

My flight will be (® Return () One way Multistop > - -
Route | K Don’t forget insurance |
From & Include low-cost airlines (&) For peace of mind, we provide comprehensive online
To —E] Direct flights only (O travel insurance
Traveller(s) | | |
Adult(s) Child(ren) Infants
1 I 0 Y 0 I How can | get the cheapest deal?

M M . M  Saturday night stay

(2-11 years) (1 infant per e Buy a return ticket
adult) « Book early

o Try different airports

A Figure 6.17 Online flight booking example
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b Exercise é6g

Using the screenshot in Figure 6.17, describe the stages when a person logs on to
a flight booking website and makes a booking. Describe how the seats are booked,
how double-booking is prevented, how the customer’s tickets are produced and
how payment is made.

Also investigate the latest ways of creating e-tickets, such as using apps on
smartphones, and so on. Why are these new methods better than printing out a
confirmation email to act as the e-ticket?

Events such as concerts, theatres and cinemas

We will now consider the online booking system when trying to book a concert,
theatre or cinema performance. Because all three examples involve booking seats
inside a building fitted with seats, we will use the same booking system for all three.
With the example chosen, we have assumed that the customer has already logged on
to the events booking website (and the event is a music concert at a seated venue).

e EEEg
as e ......

95922 C e mmm @y @,
‘ ‘:‘:‘“:‘: BEEEEg 't:':. ‘
D““t “““-lll... '.,:..0.,
Fe98e®® UPPER CIRCLE  Bag 9,9«
BQ‘¢ &, 95
A mEEEEy
eSS punnEEnE g 5,
“ et (1)
® %985
0‘ Th i i
e seating display at the
oS¢ -
&& venue is shown on the screen
®®0 EEDEEm
®@@ The user selects their seat(s) by
s®§ highlighting the actual seats

on the screen display and then
clicks CONFIRM to go to the
next part of the process

o (2 EIAEIEDE ElMMmE 6 EbRdR1R2 o
c WwEIEEEDEEMMREEEEEER o

s MBI EEDERMEEEEE WW e

A 2B EEIEZER M rzEmEEiE A :
Please click here
STALLS ,
to confirm your
STAGE seating choice

A Figure 6.18 Event booking screen display

» The customer clicks on the performance they wish to see.

» A date and time is typed in.

» The required number of seats is also entered.

» The seating display at the venue is shown on the screen.

» The user selects their seat(s) by highlighting the actual seats on the screen
display and then clicks CONFIRM to go to the next part of the process.

» The database is then searched to check the availability of the selected seats.

» If the seats are available, the total price is shown plus the seat numbers; this
shows on another screen on the web page.

» If the customer is happy with this, they select CONFIRM on the screen.

» The seats are now temporarily held and set by the system as NO LONGER
AVAILABLE - this stops anyone else from booking them.
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» The customer then enters their personal details or indicates that they are a
returning customer (in which case the website being used will already have
their details).

» Payment method is then selected and payment made.

» The theatre seats are then booked in the customer’s name.

» The final details are again shown on the screen.

» An email is sent to the customer which may contain a QR code which contains
all their booking details (this acts as their e-ticket); the QR code is then
scanned at the venue.

» The database is finally updated with the booking transaction and the seats
are permanently confirmed as no longer available.

Booking sporting events
Booking a sporting event is very similar to the example above. Again, depending
on the event, the online booking system will show a seating plan.

NORTH

WEST

SOUTH

A Figure 6.19 Sports venue booking system seating plan

The customer will need to select the event, the required day(s), number of
people and preferred seats. Because the seats are often sold in blocks, the
database will be searched to see if there are any seats available on the chosen
date. Available seats will not show on the booking map, which is different to
the concert/cinema booking system. If there is availability, the customer will
be offered seats in the block. If the customer is happy with the option, they
simply confirm the booking and payment is made online. Confirmation will
be sent via email and/or possibly a QR code, which can be downloaded to the
customer’s smartphone; this QR code will act as their event ticket(s). Some
sporting events do not book seats (such as a golf tournament) in which case
the booking will simply be entry to the event.

The advantages and disadvantages of booking sports events online are the same
as for online booking of concert and cinema tickets.

One additional feature often offered with sporting events, is the ability to also
book flights and hotels if the event takes place overseas.
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6.6 Banking systems
6.6.1 Banking applications

The use of computer technology has revolutionised how we all do our banking
transactions. In this section, we will consider:

» the use of automatic teller machines (ATMs)

» electronic funds transfer (EFT)
» credit/debit card transactions
» cheque clearing

» internet banking.

Automatic teller machines (ATMs)

Automatic teller machines (ATMs) allow the customer to:

» withdraw cash
» deposit cash
» deposit cheques

» check the balance of their account

» see a mini bank statement
» pay a bill
» do a money transfer.

Table 6.2 shows a typical ATM process; withdrawing cash.

V¥ Table 6.2 Withdrawal of money from an ATM

Sequence for withdrawing cash

What goes on behind the scenes

Customer puts card into ATM

Contact is made with bank’s computer

PIN is entered using the keypad

PIN is checked to see if it is correct; if not
correct, customer is asked to retype PIN

The card is checked to see if the card
expiration date is exceeded or if the card has
been stolen

If card is stolen or if number of PIN attempts
exceeds three, card is retained and
transaction closed

A number of options are given:
» change PIN
» account balance
— onscreen
— printed out
» payin cheques
» getamini statement
» paya bill
» make a money transfer
» deposit cash
» withdraw cash

The customer selects to withdraw cash

A number of cash amounts are shown

WELCOME
M| « ChangePIN  Balance p> (i

| « cash St > |

W < Top-upmobile Transfer b M (o=

A Figure 6.20 An automatic

teller machine (ATM)
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V Table 6.2 (Continued)

Sequence for withdrawing cash What goes on behind the scenes
The customer accepts one of the cash Customer’s account is checked to see if they
options or types in a different amount have sufficient funds

A check is then made to see if the daily cash
limit has been exceeded

If limit not exceeded and all other checks are
OK, then the transaction is authorised

The cash is then counted out by the machine

The customer is asked if they want a receipt

The card is returned

Money is dispensed Customer’s account is updated

We will now look at a second example; depositing cheques at an ATM:

» The user is asked to insert their debit card and type in the PIN.

» A message will then appear asking the customer which service they require.
» The customer chooses to deposit a cheque.

» A drawer will then open and the customer inserts the cheque.

» The drawer will then close and an OCR device will read the cheque details

including the amount of money. Link
» The amount appears on the screen and the customer confirms the amount. | ceeeeeeeccccccccccanccn
» The customer’s account is updated with the amount on the cheque (pending For more about OCR
cheque clearance within 24 to 48 hours). (optical character

recognition) see

» A printed receipt of the cheque is then given to the customer. Section 2.2,

» If they do not require another service, the card is returned to the customer.

Advantages of using ATMs

» It is possible to withdraw cash at any time of day.

» They offer many banking services without the need to go into the bank -
such as statements, account balance and bill paying - which helps people to
manage their money more easily.

» It is possible to access an account from anywhere in the world.

» It usually provides quicker service than waiting in a queue in a bank.

Disadvantages of using ATMs

» They are often in places where theft can take place at night. -
» There is potential for shoulder-surfing and card-cloning scams. Lmk ..................
» Some b'anks charg.e gustomers for.usmg ATMs. See Chapter 8 for

» Cash withdrawal limits are often imposed on customers. more details on card
» If the debit card is faulty then no transaction can take place. cloning.

» There is a loss of the personal touch, which some customers will not like.

Electronic funds transfer (EFT)

Electronic funds transfer (EFT) is a system that allows money transfer
instructions to be sent directly to a bank’s computer system. No actual
money is transferred; the whole system relies on electronic transfer of money
between accounts. When an EFT instruction is received, the computer system
automatically transfers the specified amount from one account to another.
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One common use of EFT is the payment of salaries to the staff of a company.
On the day when payments are made, the company informs the bank to transfer
money from their account into the bank accounts of their employees.

Bank’s computer system
Company'’s Employee’s
account accounts
—  +$5000
COMPANY EFT instructions
—  +$4000
-$50 000 —
—»  +$3000
A Figure 6.21 EFT example Link
Another example of EFT in use is when a credit/debit card is used to pay for a See Section 6.9 for
purchase in a store, the payment is made using a system called electronic fund more details on
transfer at point-of-sale (EFTPOS). EFTPOS.

Advantages of EFT

v

» It is a very secure payment method.

» Itis a very quick payment method.

» It is less expensive than, for example, using cheques.

» The customer has the right to dispute an EFT payment for up to 60 days.

v v ¥

Disadvantages of EFT

» Once an amount has been transferred the bank cannot reverse a transaction
(requires a full dispute investigation).

» The customer needs to have funds available immediately (unlike when using a
cheque).

» It cannot guarantee the recipient (someone with a fake ID could collect the

money). 1234 Y942 1157 7002
fow 05/06 ap 08/12 VISA

Hodder Bank w <="m
—

Credit/debit card transactions

Many credit/debit cards are equipped with a chip as well as a magnetic stripe -
the chip contains key information such as the PIN.

Chip
A Figure 6.22 Example of
credit/debit smart card
This system is designed to enhance security because it is better than relying only
on a signature. Paying for items using a chip and PIN card is a form of electronic
funds transfer (EFT). In this example, suppose a customer goes into a restaurant
to pay for a meal using a chip and PIN card:

» The PIN is entered using a keypad.

» The card is checked to see if it is valid (check on expiry date, whether stolen
card, etc.).

» The PIN is read from the chip on the card and is compared to the one just
keyed in.

» If they are the same, then the transaction can proceed.
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» If different, the transaction is terminated.

» The restaurant’s bank contacts the customer’s bank.

» A check is made on whether they have enough funds.

» If the card is not valid or there are not enough funds available, then the
transaction is terminated.

» If everything checks out OK then the transaction is authorised.

» An authorisation code is sent to the restaurant.

» The price of the meal is then deducted from the customer’s account.

» The same amount of money is then debited to the restaurant’s bank account.

» A receipt is produced as proof of purchase.

The advantages and disadvantages of credit cards and debit cards are shown in
Table 6.3.

V¥ Table 6.3 Advantages and disadvantages of credit cards and debit cards

Type of card | Advantages Disadvantages
Credit » thereis customer protectionif a » can be charged high interest rate
company stops trading or goods » annual fees often apply
do not arrive » easy to end up with credit damage
» internationally accepted method as sums mount up
of payment » security risks when using credit
» interest-free loan if money paid card online (see Chapter 8)

back within agreed time period
» can buy items online

Debit » money comes from customer’s » less customer protection than
current account, therefore no credit card if goods do not arrive
interest charges or company goes out of business

» safer than carrying cash » no credit allowed; customers
» can buy items online must have the funds available

» security risks when using debit
card online (see Chapter 8)

Cheques

Cheques are one of the oldest ways of paying somebody for services or goods.
Because it is a relatively expensive, slow and less secure way of making
payments, cheques are slowly being phased out.

The advantages and disadvantages of using cheques are shown in Table 6.4.

V¥ Table 6.4 Advantages and disadvantages of using cheques

Advantages Disadvantages

» more convenient and safer than cash » cheques are not legal tender and can be

» itis possible to stop payments if refused
necessary » itis a slow method of payment

» acheque can be drawn any time (up to six | » easier for fraudsters than credit card or
months after it was dated and signed) debit card payment methods

» cheques can be post-dated » relatively expensive payment method

» cheques can be traced if they are ‘lost’

Centralised clearing of cheques

This method was first introduced around 2017 and has now been adopted by
many banks worldwide. It is a much quicker system than the previous method
used to clear cheques.
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H r Bank
odder Ba oate_1st Feb 2020

oy H&S Ltd

Fifty dollars only

(o000 ]

Account Payee Oply

SIGNATURE

A.N. Other

bidcdcdiink £0:0-20 0OOOOO&

A Figure 6.23 A typical cheque

In this method, cheques are cleared using an image-based system that speeds up
the cheque clearing process considerably.

When a cheque is paid in to a bank, an electronic image is made of the cheque using
OCR software. All of the bank details plus the sum of money to be paid are read.

So, suppose someone uses a bank called Hodder Bank and they pay a cheque for
$50 to a company called H&S Ltd, who bank with the Smith Bank. How is the H&S
bank account credited with $50?

» The first step is called out clearing. At this stage, when Smith Bank are
presented with the cheque, a camera takes an image of the cheque and OCR
software turns this image into an electronic data format.

» Smith Bank uses this electronic data to create a digital record of the money to
be paid, the sort code on the cheque and the account number on the cheque.

» The cheque image and digital record are added to a file of other cheque
images paid in that day. There are a number of files made. Each file contains
all the cheque images and digital records for a particular bank. Therefore,
there will be a file for Hodder Bank created by Smith Bank containing cheque
data referring to Hodder Bank only; other banks will have their own files
created containing cheque data referring to their bank only.

» Smith Bank now sends all the files to a central facility. One of the files
contains all cheques relating to Hodder Bank. The central facility processes
this file in the following way:

- It breaks the file down into individual payment messages.

- It does a payment validation.

- It creates and sends a ‘request to pay’ message to Hodder Bank. This
includes a copy of the cheque images as well as the encoded information
(sort code, account number and payment amount).

» Hodder Bank receives a stream of ‘request to pay’ images and carries out
the transactions. A ‘no pay’ decision will be made if the person paying has
insufficient funds, if their account is blocked, if the cheque has not been
signed or if there is suspected fraud.

» Once a ‘pay’ or ‘no pay’ message has been received, the central facility routes
the ‘pay/no pay’ response to Smith Bank.

» All of this happens usually in less than 24 hours; still slow compared to card
payments, but much faster than the older paper-based method.
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Internet banking

Because of the many similarities, internet banking is fully covered in Section 6.9
along with online shopping.

6.7 Computers in medicine

6.7.1 Information systems in medicine
Computers are used in many areas of medicine, such as:

» keeping patient records and pharmacy records
» use of 3D printers in many areas of surgery and customised medicines.

Patient and pharmacy records

Doctors and hospitals need to keep accurate records of all their patients. This is
essential to ensure correct diagnosis and treatment. An up-to-date medical history
is part of the diagnosis process. Databases are kept by doctors and hospitals so that
data can be shared between medical practitioners and pharmacies (for example, to
ensure no drugs are prescribed which interact with each other in an unsafe manner).

Databases also allow a quick and easy search for patient records - this could be
very important in an emergency, when accessing the patient’s medical history
could mean the difference between life and death. It also means that medication
can be prescribed without issuing paper prescriptions — an email could be sent to
the pharmacy instead.

The sort of data which would be required on a patient database is as follows:

v

> a unique identification number

» name and address

» date of birth

» gender (male or female)

» medical history (for example, recent medicine/treatment)
» blood group

» any known allergies

» doctor

» any current treatment

» any current diagnosis

» important additional information such as X-rays, CT scans, and so on.

Use of 3D printers

3D printers were first introduced in Chapter 3. Their use in a number of fields is rapidly
progressing. One of the most innovative uses is in the field of medicine. The following
is just a small insight into the many developments taking place across the world.

Surgical and diagnostic aids
It is possible to print out anatomical parts using 3D printers. These are used as
an aid towards diagnosis and surgical procedures. The patient is scanned using:

» CT (computed tomography) - which involves producing images of the internal
parts of the body in a series of thin slices less than 0.1 mm thick, or

» MRI (magnetic resonance imaging) - this uses strong magnetic fields and
radio waves to produce a series of images of the internal organs in the body.
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A 3D printer can then produce a three-dimensional representation of a patient'’s
internal organs, blood vessels, major arteries, tumours and so on. The doctor
or surgeon can use this to show the patient exactly what is wrong and then
show them what procedures are required. This allows for patient engagement
which would be missing from the more traditional consultation methods. It can
also help the surgeons when planning surgical procedures because they can

see exactly what is required well in advance of the operation. In this way, 3D
printing systems can be used for diagnostic, pre-surgical aids.

Some 3D printers produce hard nylon objects which are used in certain pre-
surgical planning. If a patient has suffered a bone break, for example, surgeons
can physically test and position screws and plates in the ‘3D bone nylon image’
prior to the surgery taking place. This reduces the chance of any errors when the
actual procedure is carried out.

Prosthetics

3D printers are now being used to print out prosthetics (false arms, hands and
legs). While state-of-the-art myoelectric prosthetics cost tens of thousands of
dollars, the price for 3D-printing a prosthetic arm or hand can be as little as
$100.

There is still much research needed in this field. However, the results to date
are very encouraging, with many more people now having a chance to replace
missing limbs at a fraction of the cost compared to existing methods.

Tissue engineering

Recent advances have allowed the 3D printing of bio-compatible materials,
cells and supporting structures. This has enabled the viability of producing
artificial cells and tissues within a 3D printed object. 3D bio-printing (using
bio-inks) is a very complex process and requires input from biologists, medical
engineers, physicists and other engineers. It has already been used successfully
to produce multi-layered skin tissue, bone tissue, heart/artery grafts and
tracheal splints.

There is still much research to do, but the goal of growing replacement organs,
using cells from the actual patient, is getting ever closer thanks to 3D printing
technology.

Artificial blood vessels

One particular type of tissue engineering is the 3D printing of artificial blood
vessels using human cells. These bio-printed tissues work in much the same way
as natural blood vessels. Biomimetic blood vessels can be fabricated using 3D
printing and bio-inks.

Advice

‘Biomimetic’ refers to the imitation of elements that occur in nature (such as
human cells) to create solutions to human anatomy problems.

‘Bio-inks’ are biological inks developed to work with 3D inkjet printers. By using
3D layering, they produce artificial live tissue. These biological inks are made up of
human cells and other materials (usually biopolymer gels).

Figure 6.25 shows a photograph of artificial blood vessels created from a 3D
printer.

6.7 Computers in medicine

A Figure 6.24 Thisis an
example of prosthetic
arm produced by
3D printing. Such
technology can be
life-changing to an
amputee.

7
A Figure 6.25 Artificial
blood vessels produced
using 3D printing
technique
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Customised medicines

3D printing techniques now allow scientists to customise medicines to suit the
individual. This is known as patient-centric medicine. 3D printed medicines

are sometimes referred to as printlets (printed tablets). As newly developed
medicines are now very potent, and can have different effects on different people,
there is now a need to review the manufacturing methods used to produce them.
3D printing offers the possibility of creating personalised medicine which allows
automatically controlled release of the medicine into the patient. It even allows
multiple medicines, within a single printlet, to make fixed-dose combinations and
allows for the optimum release of each medicine into the body.

3D printing achieves all this by adopting a new 3D inkjet technology, known as
vapour printing. This is a new technique where layering of multiple medicines can
be done by spraying them as a fine gas. The vapour printing process works by
evaporating a powdered medicine and then combining it with nitrogen gas. The
resultant gas is then sprayed onto a cooled surface where it crystallises to form a
thin film. The building up of several of these thin films (using 3D printing) forms
the desired tablet with a carefully controlled geometry. Traditional medicines, in
tablet form, are formed by compression of the powder; each compressed tablet has
the same shape. By exploring the connection between geometry of the tablet and
the release of the medicine, it is possible to create the most effective medicine
release profile for each patient. Some of the advantages of this technology include:

» tailor-made medicines to suit the individual

» better control of medicine release into the body

» saves money (many modern medicines are very expensive)

» better targeting of the medicine so its effects can be optimised

» less chance of an overdose of the medicine, thus reducing harmful side-effects
(for example, chemotherapy medicines can have very unwelcome side-effects;
by reducing the release of the medicine to suit the individual, it will not only
work better but also cause fewer harmful side-effects).

Refer to Figure 2.36
in Chapter 2 to see
how 3D printing uses
CAD or blueprint
designs.

A Figure 6.26 Examples of 3D generated medicines in tablet form

In the future it should be possible to send medicines to local pharmacies in the
form of a blueprint; each blueprint would be custom-made for a patient. By
supplying the necessary materials, it would then be possible to print out the
customised medicines for each patient using the blueprint.
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6.8 Expert systems
6.8.1 Expert systems

Expert systems have been developed to mimic the expertise and knowledge of
an expert in a particular field. Examples include:

» prospecting for oil and minerals

» diagnostics (finding faults in a car engine, finding faults on a circuit board, etc.)
» medical diagnosis

» strategy games (e.g. chess)

» tax and financial planning

» route scheduling for delivery vehicles

» identification of plants, animals and chemical compounds.

Before we describe how expert systems work, it is worth considering their
advantages and disadvantages.

Advantages of expert systems

» They offer a high level of expertise.

» They offer high accuracy.

» The results are consistent.

» They have the ability to store vast amounts of ideas and facts.

» They can make traceable logical solutions and diagnostics.

» It is possible for an expert system to have multiple types of expertise.

» They offer a very fast response time (much quicker than a human expert).
» They provide unbiased reporting and analysis of the facts.

» They indicate the probability of any suggested solution being correct.

Disadvantages of expert systems

» Users of the expert system need considerable training in its use to ensure the
system is being used correctly.

» The set-up and maintenance costs are very high.

» They tend to give very ‘cold’ responses which may not be appropriate in
certain medical situations.

» They are only as good as the information/facts entered into the system.

» Users sometimes make the very dangerous assumption that they are infallible.

Figure 6.27 shows the typical make up of an expert system.

Explanation
system
| !
User Inference Knowledge

interface engine ! base

A

y
Rules
base

A Figure 6.27 Expert system structure
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User interface

» This is the method by which the expert system interacts with a user.

» It allows interaction through dialogue boxes, command prompts or other input
methods.

» The questions being asked usually only have yes/no answers and are based on
the responses to previous questions.

Explanation system

» This informs the user of the reasoning behind the expert system’s conclusions
and recommended actions.

» For example, suppose the user was investigating a series of symptoms in a
patient and the expert system gave the diagnosis of mercury poisoning; the
explanation system would explain its reasoning with a statement such as
‘impaired vision, lack of coordination, weak muscles, slurred speech and the
patient used to work in a paint factory’. The user could then probe deeper
if necessary.

» The expert system will supply a conclusion and any suggested actions to
take; the important thing is it will also give the percentage probability of
the accuracy of its conclusions (for example, the following statement could
be made: ‘Based on the information given to me, the probability of finding
oil bearing rocks in location 123AD21G is about 21%).

Inference engine

» This is the main processing element of the expert system.

» The inference engine acts like a search engine examining the knowledge base
for information/data that matches the queries.

» It is responsible for gathering information from the user by asking a series of
questions and applying responses where necessary; each question being asked
is based on the previous responses.

» The inference engine is the problem-solving part of the expert system, which
makes use of inference rules in the rules base.

» Because the knowledge base is a collection of objects and attributes,
the inference engine attempts to use information gathered from the
user to find an object that matches (making use of the rules base to
find a match).

Knowledge base

» The knowledge base is a repository of facts.

» It stores all the knowledge about an area of expertise obtained from a number
of expert resources.

» It is basically a collection of objects and their attributes (see the example in
Table 6.5).
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V¥ Table 6.5 Sample knowledge base showing objects and attributes

Object | Attribute 1 | Attribute 2 | Attribute 3 Attribute 4 Attribute 5

Dog mammal lives on makes bark body is walks on
land sounds covered in fur | four legs

Whale | mammal lives in makes sonic body covered | swims; no
water sound in skin legs

Duck bird livesin makes quack | body covered | swims; has
water sounds in feathers two legs

» So, if we had the following series of questions and answers:

- Is it a mammal? YES
- Does it live in water? YES
- Does it make sonic sounds? YES
- Isits body covered in skin? YES
- Does it have any legs? NO

the conclusion would be: it is a WHALE.

Rules base

» The rules base is a set of inference rules.

» Inference rules are used by the inference engine to draw conclusions (the
methods used closely follow human reasoning).

» They follow logical thinking like the example above; usually involving a series
of ‘IF statements, for example:
IF continent = ‘South America” AND language = ‘Portuguese’ THEN country = ‘Brazil’.

Now that we know how an expert system works, it is important to find out how
to set one up.

Setting up an expert system

» Information needs to be gathered from human experts or from written sources
such as textbooks, research papers or the internet.

» Information gathered is used to populate the knowledge base, which needs to
be first created.

» A rules base needs to be created; this is made up of a series of inference rules
so that the inference engine can draw conclusions.

» The inference engine itself needs to be set up; it is a complex system since it
is the main processing element, making reasoned conclusions from data in the
knowledge base.

» The user interface needs to be developed to allow the user and the expert
system to communicate.

» Once the system is set up, it needs to be fully tested; this is done by running
the system with known outcomes so that results can be compared and any
changes to the expert system made.

We will now consider three examples which make use of expert systems.
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Example 1: medical diagnosis

Input screen

First of all an interactive screen is
presented to the user

The system asks a series of questions
about the patient’s illness

The user answers the questions asked
(either as multiple-choice or yes/no
questions)

A series of questions are asked

based on the user’s responses

to previous questions

Expert system

Output screen

The diagnosis can be in the form of
text or it may show images of the
human anatomy to indicate where
the problem may be

The user can request further
information from the expert system
to narrow down the possible illness
and its treatment

/

The inference engine compares the
symptoms entered with those in the
knowledge base looking for matches
The rules base is used in the matching
process

Once a match is found, the system
suggests the probability of the
patient’s illness being identified
accurately

The expert system also suggests
possible solutions and remedies to
cure the patient or recommendations
on what to do next

The explanation system will give
reasons for its diagnosis so that the
user can determine the validity of the
diagnosis or suggested treatment

A Figure 6.28 Medical diagnosis (example of use of an expert system)

Example 2: oil prospecting

»

»

»

»

»
»

»

»

»

»

An interactive user screen appears (this is often made up of multiple-choice
questions or yes/no responses).

Questions are asked about geological profiles.
Answers to questions/geological profiles are typed in by the operator.

The next questions asked are based on the previous response(s) input by the

operator.

The inference engine searches the knowledge base using the rules base.

finding oil as an output.

The system suggests the probability of

It also indicates the probable depth of
deposits (usually as a % probability).

The explanation system will also explain

how the expert system arrived at its

conclusions.

It makes predictions about geological

deposits above the soil.

It produces contour maps showing
concentration of minerals, rocks, oil, etc.

Example 3: route scheduling for delivery
vehicles

An expert system could be employed to find
the most efficient route for a parcel delivery
van. The software will determine the fastest
and least expensive route, as well as suggest
the number of vehicles and drivers that
should be used. The example in Figure 6.29
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is fairly simple, but some national and international routes can be very complex. .

The inputs needed for the delivery system are: bExeraSQ‘éh
» the number of drop-off points and their location 1 Write down three
» the distance between the drop-off points advantages of

» the type of vehicle used using an expert

» delivery times expected at each drop-off point SYSIET Il FOLE

scheduling.

2 Write down three
disadvantages of
using an expert

. . system in route
' Exercise 6i theduling.

v
v

layout of the road network.

©0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

The map above shows the distances between ten towns, in kilometres.

A delivery company has to deliver a parcel from town ‘A’ to town J'.

Work out the shortest possible route the delivery van can take.

' Exercise 6j

1 Write a sequence of instructions to show how the following expert systems
would be set up:
a identification of a chemical found at, for example, a crime scene
b astrategy game, such as chess
¢ engine diagnostics for a racing car.

2 Write a sequence of instructions to show how the following expert systems
would be used to:

diagnose circuit board faults in television sets

identify an ‘unknown’ chemical compound

identify a new species of flower

produce the best route for a delivery vehicle.

o nNn T w
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Which expert system terms are being described below?

1 Avrepository of facts made up of a collection of objects and their attributes.

2 Itinforms the user of the reasoning behind the expert system’s conclusions
and recommended actions.

3 Itis made up of a user interface, explanation system and inference engine.

4 It contains a set of inference rules.

6.9 Computers in the retail industry

6.9.1 Computers in the retail industry

Computers are used in the retail industry at point-of-sale (POS) terminals, where
they are also used in the automatic stock control systems.

Point-of-sale (POS) terminals Link

Barcodes now appear on most products sold in shops. They allow quick m ....................
identification of product details once the barcode has been scanned by a Refer to Chapter 2 for
barcode reader. Supermarkets, in particular, use point-of-sale (POS) terminals more on barcodes.

which incorporate a barcode reader to scan the barcode and retrieve the price of
the article. It also relays information back to the computer system allowing it to
update its files (more of this later).

Barcodes are made up of alternating dark and light lines of varying thickness. A
number underneath the barcode usually consists of four parts: a country code,
manufacturer’s code, product code and a check digit. The check digit is a form
of validation which is used to make sure no errors occurred during the reading of
the barcode.

ISBN 978-1-471-80721-3

9N78147111807213

A Figure 6.30 Barcode sample

Barcodes are used in the automatic control of stock levels in a supermarket.
The following sequence shows how barcodes and POS terminals are used in the
automatic stock control system:

» Barcodes are attached to all items sold by the supermarket.

» Each barcode is associated with a stock file which contains details such as
price, stock levels, product description - the barcode will act as the primary
key in the file.

» A customer takes their trolley/basket to the POS terminal once they have
completed their shopping.

» The barcode on each item is scanned at the POS - if the barcode cannot be
read, then the EPOS operator has to key in the number manually.

» The barcode is searched for on the stock file until a match is found.

148




6.9 Computers in the retail industry

» Once the barcode has been found, the appropriate record is accessed.

» The price of the item is then found and sent back to the POS together with a
product description.

» The stock level for the item is found in the record and is reduced by one and
the new stock level is written back to the file.

— If the number in stock of the item is less than or equal to the
re-order/minimum number in stock, then the computer automatically orders
a batch of items from the suppliers (supplier information would be found
on another file called the order file or supplier file - the barcode would be
the link between the two files).

- Once goods have been ordered, the item is flagged on the file to indicate
an order has been placed; this now prevents re-order action being triggered
every time this item is scanned until the new stock arrives.

- When new goods arrive, the barcodes on the cartons will be used to update
the stock files; also any flags associated with these goods will be removed
so that the stock checks can start to be made again.

» The above procedure is repeated until all the items in the customer’s basket/
trolley have been scanned.

»» When all the items have been scanned, the customer is given an itemised bill
showing a list (with prices) of everything they have bought.

» The computer also updates the files containing the daily takings.

» If the customer has a loyalty card, the system will also automatically update
their points total.

Most supermarkets now allow customers to scan their own items at special
checkouts; these basically work the same way as the normal POS terminals.

Electronic funds transfer at point-of-sale (EFTPOS)

When payment is made by card or electronic device (such as a mobile phone) at the
POS terminal, it is known as electronic funds transfer at the point-of-sale (EFTPOS).

The process of checking credit and debit cards at a supermarket EFTPOS is
much the same as was described for paying a restaurant bill in Section 6.6. The
communication between the supermarket EFTPOS terminals and the bank take
place through a secure connection over the internet.

We will consider payment by the following methods:

» chip and PIN
» contactless cards
» near field communication (NFC) devices.

Chip and PIN

The use of chip and PIN was discussed in Section 6.6. In the case of payment at
a supermarket, this is usually done by inserting the card into a reader and then
the procedure is identical to that described in Section 6.6. The reader makes a
connection with the chip embedded in the card. By entering the PIN, a customer
is carrying out a security check. The PIN and encrypted data from the chip is now
sent to the customer’s bank. If all security checks are OK (for example, a check
whether the card has been stolen and a check whether the expiry date has been
exceeded) and the customer has sufficient funds, then an authorisation code is
sent back to the terminal and the funds are transferred to the supermarket’s bank.

For more on chip and
PIN and contactless
cards see Sections 6.6
and 2.2.
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Advantages of chip and PIN cards

» They are more secure system than magnetic stripe cards (PIN typed in must
match up with PIN stored on chip).

» It is a quicker system than magnetic stripe cards and allows for contactless
payments to be made (with chip and PIN the card reader does not need to
be actually connected to the internet/phone line to start the transaction
process; with magnetic stripe cards, the card reader must first contact the
customer’s bank before any authorisation can take place).

Disadvantages of chip and PIN cards

» The risk of fraud when typing in the PIN - the customer needs to be careful to
ensure the PIN is not being read by somebody else while typing it in.
» Some countries do not accept chip and PIN cards.

Contactless cards
The use of contactless card payments was discussed in Section 2.2, together with
their advantages and disadvantages.

Near field communication (NFC) devices

Near field communication (NFC) technology is discussed in more detail in
Section 6.10. When using NFC payment at a POS terminal the sequence of events
taking place is:

» The electronic device (for example, mobile phone) is held close to the NFC
reader (the terminal); this only works up to a distance of 5 cm, so the devices
need to be very close together.

» When the NFC (contactless) payment is initiated, the NFC terminal and
electronic device (smartphone) pass encrypted data back and forth to each
other to enable the payment to be made.

» This is very secure because NFC communications are encrypted and are
dynamic (which means encrypted data being shared changes every time a
transaction takes place).

» Mobile phone manufacturers use tokenisation to improve security.

Use of tokenisation with mobile phones

Tokenisation is used when setting up a mobile wallet. The user takes a
photograph of their credit card using the smartphone’s camera. The details
on the card (such as card number and name of bank) are securely sent by the
smartphone manufacturer/mobile wallet company to the bank that issued

the card. The bank replaces the details on the card with a series of randomly
generated numbers (called tokens), which they send back to the mobile
phone manufacturer, who then programs this random number into the user’s
smartphone. This random number is then the one used for transactions.

This means that retailers or other third parties involved in mobile wallet
transactions never have access to real credit card details - if their systems are
hacked then the stored credit card details are not the real ones and therefore
useless to the hackers.

Many smartphones are also protected by touch ID or face ID technology, which
means that even if the smartphone is stolen, the thief still cannot use the
smartphone to make payments.
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6.9.2 Internet shopping

Internet banking and internet shopping

Using internet banking requires good online security. It allows the management of
a bank account online, including the transfer of sums of money between accounts,
payment of bills, ordering of statements, and so on. This is of particular benefit

to people who are unable to visit banks during their normal opening hours or if
travelling to the bank is difficult. There are many advantages of internet banking,
but there are disadvantages too. As the amount of online shopping and banking
increases, the positive and negative impacts on society become clearer.

Online shopping and banking means that more and more people are staying at
home to buy goods and services, manage their bank accounts and book holidays,
etc. This can all be done using a computer connected to the internet and some
form of electronic payment (usually a credit or debit card). The following notes
give a comprehensive list of the advantages and disadvantages of using the
internet to carry out these tasks.

Because there is considerable overlap between the advantages and disadvantages
of online banking and online shopping, these are both considered together here
(refer also to Section 6.10 for more information on the retail sector).

Advantages of online shopping and banking

» There is no longer a need to travel into town centres, thus reducing costs
(money for fuel, bus fares, etc.) and time; it also helps to reduce town centre
congestion and pollution.

» Users now have access to a worldwide market and can thus look for products
that are cheaper; this is obviously less expensive and less time consuming
than having to shop around for goods or services in person and they will also
have access to a much wider choice of goods.

» Being able to access any shop or bank without the need to leave home may be
of benefit to some people with disabilities and elderly people.

» Because it is online, shopping and banking can be done at any time on any day
of the week (i.e. 24/7) - this is particularly helpful to people who work during
the day as the shops and banks can often be closed when they finish work.

» People can spend more time doing other things, for example, going shopping to
the supermarket probably took up a lot of time; by doing this online (and being
able to set up repeat items) people are now free to do more leisure activities.

» Similarly, paying bills in person or by posting cheques was time consuming -
now this can be done simply and easily using online banking.

» Many people find it less embarrassing to ask for a bank loan using the internet
rather than enduring a face-to-face discussion with bank staff.

» There are often long queues at the banks so internet banking saves time.

» The shops and banks save money by not having as many staff working for
them (reduced wage bill) or needing as many high-street premises (reduction
in rental costs) - these savings may be passed on to the customer in the form
of lower interest rates, cheaper goods or higher rates of interest for savers.

Disadvantages of online shopping and banking

» There is the possibility of isolation and lack of socialisation if people stay at
home to do all their shopping and banking.
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» There are possible health risks associated with online shopping or banking
because of lack of exercise; if people physically go shopping then they are
getting some exercise.

» Security issues are a major concern (for example, hacking, stealing credit
card details, etc.) as are viruses and other malware (for example, phishing,
pharming, and so on).

» Accidentally using fraudulent bank or shopping websites is always a risk and
this is linked to security issues.

» It is necessary to have a computer and to pay for the internet to take part in
online shopping and banking.

» Unlike high-street shopping, it is only possible to see a picture of the goods,
(which might not portray the exact colour of an item of clothing, for example)
and nor can you try something on to see if it fits before buying them; you
also have to wait several days for the goods to arrive and returning goods may
be expensive and time consuming.

» Next-day delivery of individual items leads to more delivery traffic and pollution.

» High-street shops and banks are closing because of the increase in online
shopping and banking and this is leading to deserted high streets.

» Local independent retailers may lose out to huge multinational retail companies.

» It is easier to make errors with online banking and transfer money incorrectly
to different accounts.

Effects on companies due to the spread of online shopping and banking
Companies and other organisations have also been affected by the growth of ICT
and online shopping and banking. Some of the effects are listed below:

» Companies can save costs because fewer staff need to be paid and it is not
necessary to have as many shops and banks in high streets to deal with
potential customers.

» Because the internet is global, the potential customer base is increased.

» There will be some increased costs, however, because of the need to
retrain staff and the need to employ more staff in despatch departments.

» There are also costs due to the setting up and maintaining of websites to
enable online shopping and banking.

» Because there is very little or no customer-employee interaction, this could
lead to a drop in customer loyalty, which could lead to loss of customers (this
could also be brought about by the lack of personal service associated with
online shopping and banking).

» Robberies are less likely due to the decrease in the number of high-street banks.

» Banks also need to employ fewer security staff, which has a cost benefit.

Exercise 6l

1 Reuvisit the earlier sections of this chapter and other parts of the book.
Gather together your information and then write an article on the advantages
and disadvantages of shopping on the internet compared to shopping on
the high street.
Consider aspects such as convenience, costs and security.

2 Find out as many areas as you can in the retail industry that use barcodes
(including QR codes) and explain why barcodes are used. What other methods exist
which could replace barcodes? Why have these other methods not been adopted?
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6.10.1 Recognition systems

Recognition systems include OMR, barcode readers, QR code readers, OCR, RFID
and biometric recognition systems. Many of these were discussed in Chapter 2
and earlier on in this chapter.

This section will consider a number of applications which make use of these data
recognition systems.

Optical mark recognition (OMR)

Use of OMR to read school registers

Other digital methods of registering students were mentioned earlier on in this
chapter (i.e. use of magnetic stripe cards and biometrics). However, paper-based
systems are still used in many schools. The paper-based registers are often

scanned in to a computer using OMR. The attendance records are then stored on a

central database.

FIRE Academy

g
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) Tutor Group: 7AS

Monday Tuesday ~ Wednesday  Thursday Friday
Int am pm am pm am pm am pm am pm

:? ““
" ‘ “‘
> 0000
o “““
. “““
g 0000
sw SCSSES

A Figure 6.31 Sample register which can be read by OMR

The database can be searched or sorted to find data about the attendance of any

student.

Use of OMR to read multiple-choice question (MCQ) papers

Completed multiple-choice forms can be scanned in using OMR. The forms have
timing marks down one side - these timing marks pass under the first column
sensor of the scanner. These marks indicate the position of each question on the
paper. Using OMR software, a template is created to map out the X-Y coordinates

6.10 Recognition systems

See Section 2.2 for
more on OMR, OCR,
QR codes and RFID.
Further discussion of
biometric security is
made in Section 8.3.
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of each lozenge (area which is filled in by pencil/ink or left blank) - a value

is then assigned to each lozenge. As each question is scanned, a light passes
through the scanner which picks up the position of any lozenge which has been
filled in by pencil/ink. The position of the filled in lozenges is compared to

the corresponding coordinates on the ‘answer sheet template’. If the position
matches to the X-Y coordinates, then the answer is recorded as being correct. The
scanned results are exported to a database or spreadsheet.

If more than one lozenge is filled in for each question, then the OMR software
simply discards that result. Marking MCQ sheets using OMR is much quicker

and more accurate than doing the task manually. Because the results are
automatically exported to a database or spreadsheet, it is much easier to analyse
the results.

Advantages of OMR devices

» Itis a very fast way of inputting the results of a survey, etc. - the documents
are fed in automatically and there is no user input.

» Because there is no typing, they are more accurate than keying in the data.

» They are more accurate than OCR methods.

Disadvantages of OMR devices

» The forms need to be carefully designed to make sure the marks/shading are

correctly positioned to gather accurate information. Link
» There can be problems if they have not been filled in correctly, and sometimes sereesseesseesncenten
have to be manually checked before being read - this is both time consuming A comparison

between OCR and
OMR devices was
covered in
Section 2.2.4.

and expensive.

» They often only work with black pen or pencil.

» They are limited to the questions on the paper; it is not possible to get
expansion to answers in a questionnaire, for example.

Barcode readers

Please refer to Chapter 2 (Section 2.2.5) for information about barcode readers,
including their advantages and disadvantages.

QR code readers

Please refer to Chapter 2 (Section 2.2.6) for information about QR code readers,
including their advantages and disadvantages.

Optical character recognition (OCR)

The uses, advantages and disadvantages of optical character recognition
(OCR) were discussed in Chapter 2 (Section 2.2.4). One important use of OCR
was in the clearing of bank cheques, as discussed in Section 6.6. However,
there is one additional, important application of OCR that should be ' o
mentioned here.

Automated number plate recognition [ANPR) systems
Automatic number plate recognition (ANPR) systems are used to read the
number plates on cars in a number of applications.

A Figure 6.32 Sample

In the example that follows, we will describe how ANPR is used in a car vehicle with number
park to enable entry and exit to be automatically controlled by a computer plate
system.
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Step 1

A sensor detects a vehicle and sends a signal to instruct a camera to capture
an image of the front of the vehicle (often an infrared camera is used to give a
clearer image and for use at night).

Camera

Car park
barrier

A Figure 6.33 ANPR system

Step 2

i An algorithm is used to locate and isolate the number plate from the image
taken by the camera. This algorithm also takes into account the size of the

number plate and any damage or orientation. > 1ABC234
i1 The brightness and contrast of the number plate is first adjusted
(this ensures that the characters can be clearly read). > 1ABC234
Each character on the number plate is then segmented.
iii Each character is then recognised using OCR software. The characters are I—» 1ABiC23i4

converted into a string of editable text by the software.
iv This text string is then stored on a database.

Step 3

Once all of this has happened, the car park barrier is raised and the motorist is
issued with a ticket. The ticket shows the date and time of entering the car park.

Step 4

When the motorist returns to the car park, they insert their ticket into a machine
which calculates the car park charges. The payment is registered on the database.

The motorist then drives to the exit barrier and the ANPR system again reads the
number plate and checks its database. If the number plate is recognised (and
payment made), the exit barrier is raised.

Advantages of ANPR

» It can be used to automatically monitor average speed of vehicles over a
stretch of road; this can be used in smart traffic management systems (see
also Section 6.2).

» There is no need to employ car park security guards, which saves money.

» Itis a much faster system than having to check a ticket at the exit; car parks
can issue tickets on entry, but this ticket is simply used for payment purposes
by the motorist before leaving the car park and is not used at the exit since
payment will now be linked to the number plate on the car.

» It can be used to automatically control the entry and exit to a car park or
private roads.
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» It can be used as a security system; preventing illegal parking and preventing
unauthorised access to private car parks.

» It can be used to analyse driver behaviour (that is, route choice and
destinations) to help in transport planning.

» It can be used in inner-city congestion charging systems; it is possible to
automatically charge a motorist if they enter a congestion zone, but also
allows in permitted vehicles without charge (for example, emergency vehicles,
buses and electric zero-emission vehicles).

Disadvantages of ANPR

» There is a lack of manned security car park surveillance which could lead to
vandalism (and other crimes) because nobody is checking on a regular basis;
CCTV is often used, but this is often just used ‘after the event’.

» There could be invasion of privacy issues due to the recording of drivers’
number plates.

» Damaged or very dirty number plates will not be recognised by the system.

» Number plate cloning; the ANPR system only recognises the number plate and
not the car, so it is possible for a car to be fitted with a cloned number plate
thus by-passing car park security, for example.

Exercise 6m

Describe how automated number plate recognition (ANPR) systems can be used
in smart traffic management systems. Your description should include how ANPR
is used and how the data gathered by ANPR would be used in traffic management
control and monitoring.

Radio frequency identification devices (RFID)

Radio frequency identification devices (RFID) were covered in Chapter 2
(Section 2.2). This section will look specifically at four uses of RFIDs:

v

» tracking of stock

» passports

> automobiles

» contactless payments.

v ¥

First of all, we will consider the advantages and disadvantages of using RFID.
Advantages of RFID

» No line-of-sight contact is necessary; the tags can be read from a distance.

» Itis a very robust and reliable technology.

» Tags are much more difficult to forge than barcodes; barcodes can be altered
or even damaged, but RFID tags are more robust and difficult to alter.

» RFID tags can reduce the number of staff needed in, for example, a warehouse
because tracking of items is automatic (thus reducing costs).

» It provides a very fast read rate (typically < 100 milliseconds to respond).

» It allows bi-directional data transfer (that is, it allows read and write
operations to take place).

» Bulk detection is possible (that is, detect several RFID tags at the same time).
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Disadvantages of RFID

» Tag collision - this is when the signals from two or more tags overlap,
interfering with each other.

» Because RFID uses radio waves, they are relatively easy to jam or interrupt.

» It is relatively easy to hack into the data/signal transmitted by the tag.

» Although there is a potential saving in staff wages, the initial cost of an RFID
system is more expensive than a comparable barcode system.

Tracking of stock

As mentioned in Chapter 2, RFID readers use radio waves to read and capture
information stored on a tag. Depending on the power of the radio waves used,
the tag can be read from several metres (for example, in livestock tracking) to
only a few millimetres (for example, in contactless card payments). The RFID tag
is made up of two components:

» a microchip that stores and processes information
» an antenna which is used to receive and transmit data/information.

The tags can be passive or active. Passive tags use the reader’s radio wave
energy to relay back the information, whereas active tags use a small embedded
battery to power the RFID. Passive tags are the most widely used because they
are smaller and cheaper to implement than active tags. Because active tags have
their own power supply, they can be read from up to 50 metres away.

RFID tag

4O<—> reader

antenna

/

computer

A Figure 6.34 RFID tag showing antenna and chip

Tracking of stock using RFID involves either tracking of livestock (on a farm) or
goods in a shop, supermarket or distribution centre.

» Livestock tracking is used to:

- keep track of the whereabouts of every animal on a farm using active tags

- allow farmers to identify who owns an animal; particularly important where
animals graze freely on farms where it is possible for animals to stray into
neighbouring fields

- keep data about the animals on the tag (for example, medical history, date
of birth, identification (passport) number, and so on).

» Retail make use of RFID tags in the following ways:

- similar to barcodes, but can contain much more information and do not
require any manual scanning; details, such as price, description, and so on,
can all be stored on the tag and then automatically read at a checkout -

a big advantage is that several tags can be read at the same time, thus
speeding up the checkout process
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- can be used in distribution centres; an item can easily be located because
the tag can store its exact location in the warehouse

- allow automatic tracking of an item from warehouse to customer; the
customer can be informed at all stages where the item is.

Passports

Tiny RFID chips and antenna (i.e. tags) are now embedded into passports. The
RFID tags in passports have no power supply, so they are examples of passive
tags. When the passport is presented to an RFID scanner, the scanning device
provides enough energy so that the chip can broadcast its stored information.
This information is then sent to a computer. The tiny chips can contain security
data, which makes it almost impossible for a person to falsify their identity. For
example, photographs and fingerprints can be encoded into these chips. The
data sent to the computer is encrypted, increasing the security of the system.
The RFID in a passport can be read from six metres which, of course, does pose a
security risk; but this risk is mitigated against by encrypting the data.

A Figure 6.35 RFID
tag and antennain a
passport

Use of RFID in vehicles
RFID tags can be used in vehicles. The main reasons for doing this include:

» The tags allow or deny access to parking in a secure, private car park.

» RFID tags in lorries and delivery vans can be used at weigh-stations to ensure
the vehicle is not carrying too much weight.

» Tags can be used on toll roads; the driver registers their vehicle and
attaches a tag to the windscreen; as the vehicle approaches the barrier, a
device near the barrier (a transponder) reads the tag and checks the stored
reference number, and if it is valid the barrier will open without them
having to stop.

» RFID tags can be used on a car production line to track its progress through
the assembly process.

Contactless credit/debit cards
Contactless credit/debit cards were discussed in Sections 6.6 and 2.1. This type
of card uses an embedded passive RFID tag:

» The chip in the RFID tag is passive and emits a low-powered radio wave when
it comes into contact with an RFID reader.

» An antenna is built into the card to allow a connection with the contactless
reader.

» The RFID reader picks up a signal from the chip and this initiates the payment
process (see Chapter 2 for more details).

Near field communication [NFC)

As mentioned in Section 6.9, near field communication (NFC) can be used

by smartphones when making payments. NFC is a subset of RFID technology,
operating at a particular frequency, and is another standard for wireless data
transmissions. In contrast to general RFID, the frequency at which NFC operates
requires the sender and receiver to be in very close proximity, which makes
communication more secure. In addition, and again in contrast to general RFID,
NFC devices can act as a receiver (passive) or a reader (active). These features are
what separates NFC from general RFID technology.
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How smartphones use NFC to make payments was discussed in Section 6.9; the
following notes give some further information about how NFC works. There are
three distinct modes of operation with NFC:

» Peer-to-peer mode (used by smartphones):
- This allows two NFC-enabled devices to exchange information with
each other (for example, two smartphones sharing links, contacts and
photographs with each other by tapping them together).
- Both devices switch between being active (when sending data) and being
passive (when receiving data).
» Read/write mode:
- This is a one-way transmission of data.
- The passive device (for example, a tablet) links up with another device and
reads data from it.
- This is used, for example, when an active tag is sending out advertising
data to other devices.
» Card emulation mode:
- In this mode, an NFC device can function as a smart or contactless card.
- This allows the card to make payments (already discussed in Chapter 2).
- Itis often used as way of entering public transport systems, where the card
is placed on an NFC reader to allow access to, for example, a metro system.

NFC has a range up to 5 cm and has a transmission rate of about 420 kilobits
per second, which is much smaller than Wi-Fi or Bluetooth. However, NFC has
very fast connectivity since, unlike Bluetooth, there is no need to pair the two
devices connecting.

Biometric recognition systems
Biometric recognitions systems include:

» face recognition

» iris and retina recognition

» finger and thumb recognition
» hand recognition

» voice recognition.

Face recognition, and finger and thumb recognition systems are covered in depth
in Chapter 8. Hand recognition (gesture control) and voice recognition systems
are covered Chapter 1.

The advantages and disadvantages of different biometric recognition systems are
covered in Table 8.3. For completeness, we will consider two additional examples
here: retina recognition and iris recognition.

Retina recognition

» The retina is the light-sensitive area at the back of the eye that has a unique
pattern of blood vessels.

» The retina cannot be seen without specialised equipment - this means it is a
secure technology, but more expensive to implement.

» The special equipment is used to take an infrared photograph of the retina.

» It is quite invasive - the subject has to sit very still and stare directly into
the light source.

» It is slower to scan and verify.

» Itis only used in very specialised high-security settings.
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Iris recognition

» The iris is the coloured part of the eye, surrounding the pupil.

» A digital camera is utilised which uses both visible and near infrared light to
take a sharp photograph of a person’s iris.

» The method produces a unique pattern of a person’s iris by locating and taking
an image of:
- the centre of the pupil
- the edge of the pupil

- the edge of the iris Link
- the eyeljds and eye Lashes. ooooooooooooooooooooooooo
. . . See Section 8.3 for
The system works with contact lenses and glasses, and for blind people. It is A i e
used as a method for uniquely identifying a person and, because of the speed of recognition systems,
verification (less than 5 seconds), is used a security system in the following areas: and Section 1.3 for
voice and gesture

»» immigration control (in some countries)

. .. . recognition.
» some banks have introduced this in some branches as a security feature. g

6.11 Satellite systems
6.11.1 Satellites

In this final section, we will be considering:

» global positioning systems and satellite navigation
» geographic information systems (GIS)
» media communication systems (satellite television and satellite phones).

Global positioning systems and satellite navigation
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A Figure 6.36 GPS and satellite navigation systems

Global positioning systems (GPS) are used to determine the exact location of
a number of modes of transport (for example, aeroplanes, cars, ships, etc.). Cars
usually refer to GPS as satellite navigation systems (i.e. ‘satnav’).

Advice

While the term GPS is often used generically, it actually refers to a specific global
navigation satellite system (GNSS) owned and run by the USA. There are other
GNSS that perform the same function, including the Russian GLONASS and the
EU’s Galileo.
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Satellite 1

Exact location
of transport

Satellite 2
Satellite 3

A Figure 6.37 Three satellite system

Satellites surrounding the Earth transmit signals to the surface. Computers
installed in the mode of transport receive and interpret these signals. Each
satellite transmits data indicating its position and time. Satellites need very
accurate timing in order to know their position relative to the Earth. They

use atomic clocks, which are accurate to a billionth of a second per day. The
computer on board the mode of transport calculates its exact position based on
the information from at least three satellites.

In cars, the onboard satellite navigation system contains stored road maps.
When combined with satellite positioning data, the car’s exact location can
be shown on the map and the driver can also be given verbal instructions
such as: ‘After 100 metres, take the next left turn onto the A1234. A screen
on the satnav device will also show the car’s position in relation to the road
network.

\/ A1234

A1236

A1235 2/

Exact location of the car

A Figure 6.38 Satellite navigation system

Advantages of GPS and satnav

» The driver does not have to consult paper maps, so it is far safer.

» It removes errors (can warn drivers about one-way streets, street closures,
etc.).

» The system can estimate the time of arrival.

» It is also possible to program in the fastest route, route to avoid towns, etc.

» The system can also give useful information such as location of petrol
stations.

Disadvantages of GPS and satnav

» If the maps are not kept up to date, they can give incorrect instructions.

» Unless the system is sophisticated, road closures due to accidents or
roadworks, can cause problems.

» Loss of satellite signals can cause problems.

» If an incorrect start-point or end-point is keyed in the system will give
incorrect information.
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Geographic information systems (GIS)

Geographic information system (GIS) is a computer system that allows us to
map, model, query and analyse large amounts of data according to their location.

GIS allows users to create interactive queries, edit map data or analyse spatial
information. (Spatial information refers to how objects fit together in space.) The
technology combines maps with computer graphics and databases.

Essentially GIS enables the following:

» amalgamation of information into easily understood maps

» performance of complex analytical calculations and then presentation of the
results in the form of maps, tables or graphics (or a combination of all three)

» geographers, scientists and engineers are able to see the data in several
different ways in order to see patterns and relationships

» anything that can be placed on a map is a candidate for GIS.

The following example shows how these layering techniques are used to produce
a visually effective answer to a query made in the GIS system:

State boundaries

+ National parks
and forests

+ Emission
monitoring
locations

A Figure 6.39 Layering of state boundaries using GIS

Carrying out queries on GIS systems (in a method similar to internet searches)
will find data that matches the query. The data will be displayed in the form of
a diagram, map or set of tables. By zooming into the map, it is possible to find
finer details about the layering data used.

Examples of the use of GIS

» Emergency services use GIS to send the closest emergency personnel to a
location.

» Biologists and environmentalists use GIS to protect animal life and plants in
certain vulnerable areas (which meet a certain criteria after carrying out a
search on the database).

» Teachers can use GIS in their geography, science or engineering lessons.
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» It can be used for crime mapping in a region or in a country.

» It can be used for route monitoring (used in conjunction with route
scheduling software).

» It can be used for management of agricultural crop data.

» It can address public health issues - it was used in 2020 and 2021 during
the Covid-19 pandemic to show how the virus spread in different parts of the
world and allowed data to be combined (such as, age groups, ethnic group,
population density, and so on) to create a unique insight into how it spread.

» It can map of wildfire risks (it was used in Australia in 2019 during the
wildfire outbreaks; it was possible to map out where and how the fire was
spreading).

Advantages of GIS

» It allows geographical and thematic data of any kind to be combined in a way
which shows how they are connected to each other.

» It allows the handling and exploration of huge amounts of data (massive
number crunching).

» It allows data to be integrated from a wide range of very different sources
(which appear at first to be totally unconnected).

Disadvantages of GIS

» The learning curve on GIS software can be very long.
» GIS software is very expensive.

» GIS requires enormous amounts of data to be input (thus increasing the
chances of errors).

» It is difficult to make GIS programs which are both fast and user-friendly; GIS
requires very complex command language interfaces to work properly.

Media communication systems

Communication media refers to a method of delivering and receiving data/
information using telecommunications.

There are many types of media used to send and receive information (for
example, fibre optics, copper cable and Wi-Fi); we will concentrate on the global
communication method which makes use of satellites.

Satellites contain antennas, transponders (to allow receiving and sending of
data),. sol.ar. panels (for power from the; Sun) and propulsion (to ensure the A Figure 6.40 Satellite
satellite is in the correct orbit at all times). systems

Signals are converted to analogue (if necessary) and then beamed to the satellite
from a satellite dish on the Earth. The signals are delivered by carrier waves
which consist of radio waves. Each signal has its own frequency and bandwidth
(the larger the bandwidth the more data can be transmitted).

Once the data reaches the satellite, it is then re-sent to Earth. The satellite usually
‘boosts’ the signal before sending it back. Often the frequency of the signal is
changed to prevent the signal received being confused with the signal sent.

Satellite systems are used to transmit data from one part of the planet to
another. Due to the great distances involved, cables would be too costly and
there is also the problem of signal deterioration in cables over long distances.
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Satellites systems are used to transmit television, telephone and internet data
around the world.

Advantages of media communication systems

» They have good global coverage (covers the majority of the Earth’s surface).

» They are cheaper, faster and safer than laying cables in difficult or
treacherous terrain.

» They have a very high bandwidth.

» It is relatively easy to expand the network (there are numerous companies
now manufacturing satellites for various uses).

» Security in satellite transmission is very good due to the fact that data is
coded and the receiver requires decoding equipment to read the data.

» During emergency situations it is relatively easy to move stations on the
ground from one place to another; satellites can also change their orbits if
necessary, using built-in boosters.

» They are well-suited for broadcasting, that is, one satellite signal being picked
up by many different receivers on the ground.

» Satellite receivers on the ground can be portable, enabling mobile
communication in very remote locations.

Disadvantages of media communication systems

» There is a time delay in receipt of the signals (this can be a problem in voice
communications, where even 0.5 seconds delay can be noticeable as the sound
and video appear out of synchronisation) or there may appear to be an ‘echo’
on the sound (note that there would also be a time delay for long-distance
fibre-optic communications too).

» The signals received can be affected by bad weather (for example, heavy rain
or hailstones), obstructions (such as tree branches) and whether the satellite
dish has been correctly orientated.

» Sunspot activity can affect the performance of a satellite.

» If they are not in a fixed position relative to the Earth then they need to
be monitored and controlled on a regular basis to ensure they remain in the
correct orbit.
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Exam-style questions

Exam-style questions

1 The managers of a company are concerned about illegal parking in their car

park. Drivers are parking their cars in the private car park and then walking
to the local football match. There have been a few instances of damage
to employees’ cars. A decision has been made to install a number plate
recognition system and barrier so they can control cars entering and leaving
the car park. Anyone visiting the company will need to register their car’s
number plate with the receptionist prior to their visit.
a Explain how this system could check that a car approaching the barrier

had been registered with the receptionist beforehand. [4]
b After a visitor parks their car, they have to report to the receptionist.

They are then given a badge which contains an RFID tag. The chip in

this tag is read to allow the visitor access to certain floors in the building.

Prior to this electronic system, badges contained a barcode. Discuss the

advantages and disadvantages of using RFID chips rather than barcodes

on visitor’s badges. [6]
¢ The company would like to offer visitors access to their facilities,

such as the restaurant, coffee shop and gift shop. Before arriving

at the company, visitors are sent a QR code which they can download

to their smartphone.

Describe how the visitor could use a QR code to find out more about

the company. (3]
d Payment at the restaurant is made using an NFC-enabled smartphone.

Explain:

i what is meant by NFC [2]

ii how the smartphone can be used to make payments. [3]

2 You have been asked by your teacher to use a word processor to create a

brochure for a new intake of pupils. The brochure will consist of:

» Images of the school taken from a digital camera.

» Printed archive photographs.

» Information about the school already stored in text files.

» Information to be typed directly into the brochure.

a Describe the steps which you will need to take to create the brochure. [6]

b When the brochure is being created, the word processing software
automatically checks the spelling of the text as it is typed in and may
suggest alternative words.
Explain why the suggestions may not always be appropriate. [3]

Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q7 a & b,
October/November 2019
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3 Robots are being used in the oil industry to find new deposits under the
Earth’s surface.
a Give three advantages of using robots rather than humans when
searching for new oil deposits. [3]
b Give two disadvantages of using robots rather than humans. [2]

4 An automatic washing machine contains a device to read RFID chips sewn
into clothing. When an item of clothing is placed in the washing
machine it is scanned.
a Describe how the data is read from the RFID chip. [2]
b Explain the benefits of using RFID technology in a washing machine.  [2]

Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q9,
May/June 2017

5 The city of Venice is in danger of being damaged due to rising sea levels.
A new computer controlled flood defence system is being planned. The
developers of the system are using a spreadsheet to model the plan.
a Give three reasons why computer models are used to simulate the flood
defence system. [3]
b The city uses a manual system for detecting flood waters.
This relies on people watching for the rising levels of water.
Explain why creating a computerised system is better than using the
manual system. [4]
¢ The developers have used the results from the model to choose a
computer controlled flood defence system. It will have a barrier which
can open or close.
Describe the role of the microprocessor in such a system. [5]

Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q10,
May/June 2017

6 A theatre manager holds a number of music concerts through the summer
months. She has decided to introduce an online booking system to replace
her current paper-based booking system.
Give four advantages of using an online booking system. [4]

7 The banking industry has rapidly changed over the last few years as modern
technology has developed.
Discuss the advantages and disadvantages of using online banking rather
than other banking methods to the customer. [8]

Cambridge IGCSE Information and Communication Technology (0417) Paper 12 Q16,
October/November 2017

8 Discuss the advantages and disadvantages of using internet shopping
to both the customers and to the retail companies. [8]
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9 Seven statements are shown on the left and seven computer terms are
shown on the right.
By drawing arrows, connect each description to the correct computer
term. [6]

Users watch movies or sound files on a Biomimetics
device connected to the internet; there is
no need to download the files first

Simulation of a real system in order Computer-aided learning
to study its behaviour; it is computer-
generated and is based on mathematical
calculations

Type of vehicle which is effectively a robot Media streaming
capable of driving on the roads without a
human driver

Temporary memory that compensates Buffering
for the different download speeds and
playback speeds of a device

Use of a computer-based system to assist Computer model
in the education of a student

Automated transfer of money from one -
bank account to another; no physical money Electronic funds transfer
is actually transferred

Imitation of the elements of human nature
to solve human anatomical problems Autonomous

10a Complete the diagram below, which shows the structure of an expert
system, using the terms below. [4]

Explanation system Inference engine Knowledge base

Rules base User interface
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b Explain the function of the following expert system components: [10]
i explanation system
ii inference engine
iii knowledge base
iv rules base
v user interface.

¢ Describe how an expert system could be used to diagnose a fault in a
computer system. [5]

11 Each of the following ten statements are True or False.
Tick () the appropriate box to indicate which statements are true and
which statements are false. [10]

Statement True (v) False (V)

NFC can work up to 50 metres away.

The RFID chip consists of a tag and an antenna.

GIS systems require complex command language
interfaces.

Satellite signals are unaffected by bad weather and
physical obstructions, such as tree branches.

Building a computer model is often much cheaper than
building the real thing.

One advantage of CAL is the ability of the student to stop
at any point and resume from where they left off at a later
date.

The first step in processing a cheque by taking an
electronic image is called ‘out clearing’.

Electronic funds transfer is a very insecure payment
method.

3D printing uses five different coloured bio-ink cartridges
(black, bio-grade black, cyan, yellow and magenta).

Strategic games, such as chess, can be run on an expert
system.




The systems life cycle

In this chapter you will learn about the:
* analysis stage:
- methods of analysing the current system
- identifying the inputs, outputs and processing in the current system
- hardware and software requirements for the new system
* design stage:
- file structures, input and output formats
- use of data capture forms
= screen and report layouts
- validation routines
* development and testing stage:
- test strategies and test plans
- use of test data (including live data)
* implementation stage:
- direct changeover
- parallel running
- pilot running
- phased implementation
* documentation stage:
= technical documentation
- user documentation
* evaluation stage:
- evaluation of new solution

In this chapter we will consider the stages and processes involved when

replacing computer systems, from analysis of an existing system right
through to evaluation of the new system.

Suppose a company has been using an existing computer system for a number
of years. They have decided to replace the current system with a new one. After
a number of years of successful operation, what would initiate this need to
upgrade?

» The existing computer equipment is now obsolete (it cannot be repaired
anymore).

» Changes to laws or taxes requiring radical overhaul of software.

» More suitable hardware is now available to improve efficiency and reliability.

» There is a need to expand the company.

There could be many more reasons.

The changes will involve an ICT solution, which means a systems analyst
needs to be brought in to oversee the whole upgrade process. Their first task
will be to analyse the existing (current) system, and then suggest a number
of improvements that can be made. All these improvements need to be costed
and their advantages over the current system need to be reported back to the
company’s management team.

- compare solution to original system. /

169




7 THE SYSTEMS LIFE CYCLE

Once a new system is agreed and it has been fully tested, it is then installed.
It then needs to be fully evaluated and any changes made where necessary.
Therefore, a cycle of events take place until a fully-working system is signed
off and handed over to the management team. This whole process is called the
systems life cycle.

There are many stages in the systems life cycle, which have been summarised in

Figure 7.1.
g:{> ANALYSIS :%
EVALUATION DESIGN
This is a two-way process,
since development and
testing may uncover a need
DOCUMENTATION DEVELOPMENT/ to redesign the solution

several times

[I TESTING
IMPLEMENTATION <::D

A Figure 7.1 Systems life cycle

7.1 Analysis

The first stage in the process is the analysis of the current system. Figure 7.2
shows the stages in analysis.

Research the current system

Identification of input and output

Y

»| What processing takes place?

ANALYSIS

Problems with the current system

Y

User requirements for the new system

Y

Y

What are the information requirements?

Y

Identify hardware and software for the new system

A Figure 7.2 Analysis stage

7.1.1 Analyse the current system

There are four methods used to research the current system. The four methods
used are:

» observation

» questionnaires

» interviews

» examination of existing documents.
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V¥ Table 7.1 Methods of researching the current system

Name of research
method

Description of research method

Advantages of research method

Disadvantages of research
method

Observation

This method involves watching
personnel using the existing
system to find out exactly how it
works.

» The analyst obtains reliable
data

» ltis possible to get a better
overall view of the system

» Relatively inexpensive
method because it only
involves the analyst

» Allinputs and outputs of the
current system are seen

»

»

People are generally
uncomfortable being
watched and may work in a
different way (known as the
Hawthorne effect)

If workers perform tasks
that contravene standard
procedures, they may not do
this while being watched

Interviews

This method involves a one-
to-one question-and-answer
session between the analyst

and the user. It is a good method
if the analyst wants to probe
deeply into one specific aspect of
the existing system.

» It gives the opportunity to
motivate the interviewee
into giving open and honest
answers to the analyst’s
questions

» The method allows the
analyst to probe for
more feedback from the
interviewee (questions can
be extended)

» Itis possible to modify
questions as the interview
proceeds and ask questions
specific to the interviewee

» Analyst can watch body
language and facial
expressions

»

»

»

»

»

[t can be a rather time-
consuming exercise

It is relatively expensive
(team of interviewers and
analyst needed)

The interviewee cannot
remain anonymous with
this method, and may hide
information or not be honest
with their answers
Interviewee can give
answers they think the
interviewer wants to hear
Interviewees may not be
available at times to suit the
analyst

Questionnaires

This method involves distributing
questionnaires to the workforce,
clients or system users to find
out their views of the existing
system and to find out how some
of the key tasks are carried out.

v

> The questions can be

answered fairly quickly

» ltis arelatively inexpensive
method (only need to
produce questionnaires)

» Individuals can remain
anonymous if they want
(therefore give more truthful
answers)

» Allows for a quick analysis of
the data

» Interviewees can fill in
questionnaire in their own
time

» Allows a greater number of

people to take part

»

»

»

»

»

The number of returned
questionnaires can be low;
not always a popular method
The questions are rather
rigid because they have to be
generic; it is not possible to
ask follow-up questions

No immediate way to

clarify a vague answer to a
question; it is not possible to
expand their answers

Users tend to exaggerate
their responses as they are
anonymous

Because anonymous, the
interviewees may not take it
seriously

Looking at the
existing documents

This method allows the analyst
to see how existing files are kept,
look at operating instructions
and training manuals, check the
accounts, etc. This allows the
analyst to get some idea of the
scale of the problem, memory
size requirements, type of input/
output devices needed, etc.

» This method allows
information to be obtained
which was not possible by
any of the other methods

» The analyst can see for
themselves how the current
system operates

»

»

It can be a very time-
consuming exercise
Because of the analyst’s
time needed, it is a relatively
expensive method to use
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7.1.2 Record and analyse information about the
current system

Inputs, outputs, processing and current problems
The next stage in the process requires the analyst to find out:

» what input and output takes place

» what processing is done

» what problems exist with the current system

» user and information requirements for the new system.

One method the analyst can use is a data flow diagram (DFD). Figure 7.3 shows
an example of a DFD that follows the reservation system when booking a flight
on an a aeroplane.

Flight schedule Flight details are
checked input by customer

Available flights

Customer makes

e-ticket is issued a flight enquiry '
to customer Booking system
(database on

\ hard disk drive)

Flight data is
collected and
confirmation made

Flight booking
is confirmed

A Figure 7.3 DFD for flight booking process

Advice
Producing a DFD is not required for this syllabus.

From the DFD, we can get the following information:

» what inputs take place during the customer enquiry (in this case, a customer
keys in their flight details, such as names of passengers, passport numbers,
dates of flight, and so on)

» what outputs are produced (in this case, on-screen and e-ticket (QR code) sent
to customer’s smartphone)

» what processing is done (check flights, process customer data, allocate flight
reference number and access booking database; customer flight booking has
to be added to database once all processing completed)

» what storage may be needed (a database is needed to store all the flight
booking details).
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As the analyst looks at each stage in the DFD process, they will then identify:

» any problems that occur in the current system (this is done by looking at the
data flows in each stage of the process and looking for bottlenecks and other
potential areas where errors do or could occur)

» user and information requirements (see below).

User requirements

The problem to solve is this: computer system developers do not really
understand how a business works: business managers do not really know how
computer systems could help them. The user requirements are designed to help
with this problem:

» User requirements are therefore written by the analyst for the business
managers (who are the customers).

» They are written in natural language with very few technical details or jargon.

» Their purpose is to allow the customers to check that what the analyst
proposes, following the investigations, is exactly what they originally
specified; for example, if the company employs people with disabilities, does
the new hardware take that into account?

» The user requirements will also describe what the analyst thinks the customer
does with their system.

Information requirements

» This is the information needed to support the business.
» The information requirements are made up of:

» what? (that is, the data)

» when? (that is, the timing).

A systems analyst turns the information and user requirements into a functional
requirements specification (that is, how the new system will be developed and
implemented, including timescales).

The requirements are typically defined as a list of, for example:

» who the customers are and how they interface with the system

» who the vendors are (the sellers of the products), and how they interface with
the system

» who the employees are and how they interface with the system.

7.1.3 System specification

The DFD and other information gathering processes allow the analysis team to
identify what hardware and software is needed to run the new system.

Identify and justify hardware

» Identification and justification of which input devices are needed might be,
for example:
- barcode readers (using barcode readers avoids the need to manually
input data about goods, which is more efficient, less error-prone and less
expensive in the long run)
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- scanners (these could be used if it is necessary to convert any existing
paper documents into an electronic format during the implementation
stage)

- touch screens (this may be the best and most cost-effective way of
gathering information from a business customer, for example, and to
ensure an employee does not miss any important data during a customer
conversation).

» Identification and justification of which output devices are needed; for
example:

- 3D printer (if the company are manufacturing toys, for example, it is much
more cost-effective to do a ‘one off’ using a 3D printer than making a toy
in the conventional way)

- very large 60” (152 cm) monitors (the company may be using CAD
software and the need for very large, expensive monitors, may be
justifiable)

- speakers (the company may employ people with disabilities, so the need
for verbal outputs from the computer may be a necessary requirement).

Identify and justify software

» Identification and justification of which software is required; for example:

- operating system (which operating system is the most appropriate to meet
the company needs)

- applications software:

- off-the-shelf software, which would save a lot of development time and
costs, but may require compromises in how the company runs; off-the-
shelf software (such as Word or Excel) also has a huge user-base in case
of problems and a minimum of training will be required, because the
software is well known

- bespoke software (written specifically for the company) - this will
require considerable time and money to develop, but will exactly meet
the company’s requirements; it will also require considerable training in
using software unknown to the employees, and there will be no user-
base to seek help (they will have to rely on the software development
technical team, which could be expensive).

» Storage requirements also need to be considered; for example:

- size of storage (how many bytes of storage are required for the systems to
run now, and in the future)

- type of storage (which storage type is the most suitable for the company:
hard disk drives, solid-state drives or even magnetic tape drives) - the
choice could depend on:

- data access and data write speeds

- number of read-write operations (there is still some doubt about
the longevity of SSD if it has to endure large numbers of read-write
operations)

- type of access - can it be serial access to the data (all read in order) or
does it need to be direct (no need to read all the data in order)

- if huge amounts of storage are required and data access time is not that
important, magnetic tape may still be the best option.
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7.2 Design
7.2.1 Design

Once the analysis of the existing system has taken place, and the systems analyst
has a better idea of the scale of the problem, then the next stage in the process
is design. Figure 7.4 summarises the design stage.

File structures and data structures

Y

Input formats, including data capture forms

Y

DESIGN

| Output formats, including screen layouts and
| report layouts

»| Validation routines

A Figure 7.4 Design stage

File structures and data structures

In this section we will consider how the files containing data will be structured;
it will also be necessary to consider the format of the data types being stored
in the files. A file is made up of a number of records, and each record is broken
up into fields. One of the fields must be unique and will act as the primary key
field - this is to allow each record to be uniquely identified. An example of a
record (in the file) is shown in Figure 7.5.

Field 1 Field 2 Field 3 Field 4 Field 5
product_code | year_of manufacture | product_description price_$ department
Record 1 14131618 2022 Digital camera $405.00 T
Record 2 75552200 2021 Memory card $35.50 T
Record 3 A3110011 2020 Tripod for T4131618 $220.00 A
Record 4 A4567777 2021 Case for 74131618 $55.75 A
Record 5 B1110000 2022 Extra battery $85.50 B

A Figure 7.5 Typical file structure (showing records and fields)
Each field in the record now needs to be totally defined as follows:

» field name (for example, product_code)

» field length (what is the maximum number of characters that need to be
stored)

» data type (see below)

» is any code being used (in this example, the codes T, A and B are being used -
coding saves space in the file because only a single character is being used;
this also speeds up entry and also reduces errors)

» the primary key field here will be product_code because it is unique.
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Data types

We will now consider data types. The data types in Table 7.2 are the ones you are
most likely to come across:

V¥ Table 7.2 Data types

Data type Description Examples
Alphanumeric This type of data can store alpha characters (letters | A345FF or
P or text) and numeric data (numbers) 07432011122
Character This is just a single letter (or text) Xord
Text This can be a string of letters or numbers or other example_of_text_
symbols string
Boolean This data type storgs datain a Yes/No or True/False YorN
format (logical options])
This data type is used to store numeric data which is
used to perform calculations (this does not include
Numeric telephone numbers, for example, because these
have to be stored as alphanumeric data)
There are several different types of numeric data:
Integer (whole numbers) 234 or -1245

Decimal/real (non-integer values)

25.54 or -150.22

Currency (allows inclusion of currency symbols)

$24.55 or €123.50

Date/time (allows dates and time to be stored)

14/05/2020 or 12:45

It is now possible to complete the file structure for the example in Figure 7.5.

V¥ Table 7.3 Field lengths and data types

Field name Field length Data type
Product_code 30 Text

Year_of manufacture 4 Numeric: integer
Product_description 40 Text

Price_$ 6 Numeric: currency
Department 1 Character/text

Please note that the field lengths given in Table 7.3 are just ‘possible” values.
When assigning a field length, it is important to give a good estimate of what
will be the smallest value needed to store the data items. If a field length of 50
is assigned to a field and the largest data item is only five characters, then this
will be a large waste of memory space in a database because a field size of 50
would have been allocated for the whole file.
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‘ Exercise 7a

Which data types would you use for the following data items?
ix 22/10/2020

i A21DD45678 v 01214444555

i Y vi 200 X 21:45
iii Sample_data_items vii €55

iv Tor F (only) viii24.12

7.2.2 Validation routines

When data is input into a computer system, there is a need to check that the
data is acceptable. Validation is the process where data entered into a computer
is checked to see if it satisfies certain criteria. It is an automatic check carried
out by the computer as part of its programming.

For example, validation criteria could be that only positive numbers entered,
or eight characters must be entered; any data failing these criteria should be

rejected.

Validation is not a check on whether the data is correct or accurate; it is only a
check to see if it is reasonable.

There are a number of validation routines that can be used. Some of the more
common ones are described in Table 7.4.

V¥ Table 7.4 Validation checks (routines)

Validation check Description Examples
Range This checks to see if the data input lies between Limiting a temperature range from 10 to 50
an acceptable upper value and an acceptable degrees Celsius
lower value
Type/character This checks to see if the data entered is of the A person’s name should not contain numbers
correct type [i.e. letter or number only) A person’s height should not contain letters
Length This checks to see if the data input contains only | If a password contains eight characters, then an
the required number of characters input with seven characters or nine characters,
for example, should produce an error message
Format This checks to see if the data input is in the Ensures the date is entered in a format such as
correct format dd/mm/yyyy (e.g. 10/12/2023)
Presence This checks that data has been entered into a For example, when using an online form, a
field and it has not been left empty person’s telephone number may be a ‘required
field’; if no data is entered, this should give rise to
an error message
Check digit This is an extra digit added to a number which Check digits can identify three types of error:
has been calculated from the other digits 1 if two digits have been transposed during
input; for example, 13597 instead of 13579
2 anincorrect digit has been entered; for
example, 13559 instead of 13579
3 adigit has been missed out or extra digit added;
for example, 1359 or 135799 instead of 13579
(in all three cases, the check digit (usually the
last digit) would not be 9 if an error had been
made)
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1 A password (which takes the form xxxxnnxx where x = a letterand n = a
numerical digit) is being entered using an online form.
a Name three possible validation checks you could use.
b Give an example of an input that would pass each of your validation checks.
¢ Give an example of an input that would cause an error message for each of
your validation checks.
2 The following data is being entered into a database:

| Name: [ ‘

| Date of birth: | (dd/mm/yyyy) |

l Telephone number: [ ‘

| Order reference no. | (ooxnnnn) ‘
Sex: M O or F O

A Figure 7.6 Data capture form

Give a suitable validation check for each of the five fields. A different validation
check must be given for each field.

Which field could be used as the primary (key) field?

7.2.3 Input formats (data capture forms]

Data capture forms are often used to input data into a computer. These forms
ensure data is input into the computer in the correct format. They need to

be designed very carefully to ensure that the format of the data matches, for
example, the database where the data is being stored.

Data capture forms will be either paper-based or electronic-based depending on
the application.

Paper-based forms need to:

» have a heading to make the purpose of the form clear

» make it clear to the person filling in the form where they must place their
answers

» make use of text boxes which will limit the amount of information collected

» make use of character boxes for data such as surnames, telephone numbers,
and so on (each box allows one character only)

» make use of printed text boxes to allow for easy input of items such as date of
birth

» make use of tick boxes to make choices easier (such as sex - male or female)

» make sure there is sufficient space to write answers

» make use of clear fonts and clear text colours to ensure the form is easy to
read.
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Figure 7.7 shows a typical example, which allows data about a car for sale to be
manually completed, for later input into a computer database.

b

Registration number of car: . .
Make of car:

Model of car: HEEEEEE
Date first registered: dld|m|m]y|ly]lyly

Price: $

New (tick box):
Used (tick box):

HODDER CAR SALES

A Figure 7.7 Paper-based data capture form

A computer-based data capture form is slightly different. These often have the
following features:

» use of text boxes to capture key data clearly

» use of on-screen help when completing the form

» use of drop-down/combo boxes where there are limited choices

» use of radio buttons and tick boxes requiring a single click of a mouse to select

» automatic validation of data as it is entered

» control buttons (such as next form, clear entry, save, etc.)

» double entry boxes (with verification rules) to check correctness of key data
(for example, when keying in an email address).

In the car sales example shown in Figure 7.7, the following differences could be
used with a computer-based data capture form:

» registration number: same as paper-based form

» make of car: make use of a drop-down box as there are a limited number of
manufacturers

» model of car: same as paper-based form

» date first registered: use of drop-down boxes for day, month and year

» price: use boxes as shown but include a validation check

» new or used: use of tick box or radio button to indicate option

» other features: a back and forward button (to complete details of all cars), and
a save button when the form is complete for each car.

Exercise 7c

Design a computer-based data capture form using the fields given above.
Remember that it has to be completed online, so it should include radio buttons,
drop-down boxes and so on. It should look a little different to the paper-based
form shown in Figure 7.7.
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7.2.4 Output formats - screen layouts and report layouts

The output from any system needs careful

.consideration I?ecause this is part of any user Details of employees
interface, and is the result of some form of

processing. Screen outputs should be designed:

» to make sure the size of all the output fields is EnploEcCEI
correct First name : Michael

» so that any instructions/descriptions are clear

» so that the full screen is utilised (avoiding large
areas of ‘nothing’) Sex :  Male

» so that colours and fonts (size and type) make
the output clear.

Last name : Pitt

Date of birth : 16/10/1979

Department : Sales

If the output is on paper, then consideration must

also be given to the type of output. Items such

as headers and footers, fitting the page correctly, Additional notes: Has the highest sales success for 2022 and
whether it should be in colour, and so on, all have Z:‘;:'r?n?gnctons'dered to jein the training
to be carefully planned.

Reports (often the output from a database search) Print record Next record
should clearly show all the fields that were included
in the search criteria. The output is usually in the
form of a table - the example in Figure 7.9 outputs A Figure 7.8 Screen output example
a list of all sales managers over 40.

Employees

Last Name First Names Job Title Business Phone Address
Pitt Michael Sales Manager 001234 1235 2nd Avenue
Hawkin Jason Sales Manager 001 235 1245 4t Avenue
Amin Manjit Sales Manager 001 222 3456 9t Avenue
Clark Katie Sales Manager 001234 1119  2nd Avenue
Fawkler Jemima Sales Manager 001299 8745  11th Avenue

A Figure 7.9 Report example

7.3 Development and testing
7.3.1 Testing

The need for testing

Once the design stage is completed, it is then necessary to create the system and
fully test it. This section considers some of the development stages and testing
strategies which are often adopted by systems analysts.

» If the system contains files (for example, a database) then the file structure
would need to be finalised at this stage (for example, what type of data is
being stored in each field, length of each field, which field will be the key
field, how will the data files be linked, etc.). Once the file structure has been
determined it is then created and needs to be fully tested to make sure it is
robust when the system actually goes live.
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» Because it is important that the correct data is stored in files (etc.) there are
certain techniques that need to be adopted to make sure the data populating
the files/database is at least of the right type and that it conforms to certain
rules. Validation routines and verification methods are used to ensure this
happens. Again, these routines have to be fully tested to ensure they do trap
unwanted data, but also to make sure any data transferred from a paper-based
system to an electronic system has been done accurately.

» Obviously, any system being developed will have some form of user interface.
The types of hardware have already been considered; how these are used
to actually interface with the final system now needs to be identified. For
example, how the screens (and any other input devices) will be used to collect
the data and the way the output will be presented. If specialist hardware is
needed (for example, for people with disabilities) then it will be necessary to
finalise how these devices are used with the system when it is implemented.
This will be followed by thorough testing to ensure the user screens are user-
friendly and that the correct output is associated with the inputs to the system.

Test designs

Test designs cover how a system is to be tested. Table 7.5 shows the test designs that
need to be considered, and how we can ensure the following aspects can be achieved:

» testing the data structures
» testing the file structures
» testing the input methods
» testing the output formats
» testing the validation rules.

V¥ Table 7.5 Testing designs

The test design should determine how we can test that all data is in
Data structures a correct format or has been stored in the correct way (for example,
whether tables hold data correctly)

The testing design should test that the file structures function
File structures correctly (i.e. data is stored in the correct format and can be correctly
retrieved when required)

The testing design should determine how we can test that all data can
Input formats be entered into the system correctly (for example, if a date is to be
entered does the input format permit this date to be entered correctly)

The test design should determine how we can test that screen outputs
Output formats and reports are all in the correct format (for example, are the output
results clear, complete and correctly match the input data)

The test design should determine what data is needed to test to see if
all the validation rules work (for example, does the system correctly
reject unreasonable data being input)

Validation
routines

Test strategies

» Software is often developed in modular form. This method allows it to be
broken down into smaller parts (known as modules). Each module is developed
separately by a programmer (or team of programmers).

» Each module needs to be tested separately to see if it functions correctly. Any
problems resulting from the testing require the module to be modified and
then tested again.
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» Once the development of each module is completed, the whole system needs
to be tested as a whole (with all modules functioning together). Even though
each module may work satisfactorily, when they are all put together there may
be data clashes or incompatibility, memory issues, etc.

» All of this may lead to a need to improve the input and output methods, file/
database structures, validation and verification methods, etc. and then fully
test everything again. It is a very time-consuming process, but has to be as
perfect as possible before the system uses live data.

Module 1 Module 2 Module 3

Modify module if any Modify module if any Modify module if any
errors are found errors are found errors are found

Module 4

Modify module if any
errors are found

Testing Testing Testing Testing

Modules combined to form the final program |

Modify final program if
any errors are found

Testing of the final program

A Figure 7.10 Module testing

Test plan, test data and live data

Once the testing designs and strategy have been determined, it then becomes
necessary to formulate a test plan for each module. The test plan should include:

» a list of all the tests to be performed

» what data is to be used in the testing

» what type of testing the data is designed to check (i.e. normal, abnormal or
extreme - see notes below)

» what live data should be used

» what the expected outcomes are from the testing

» do the actual outcomes match what is expected?

The list above included the types of data referred to as: normal, abnormal and
extreme. Before looking at a sample test plan, we need to define these three
types of data.

The example we will use is inputting a date into a database field. The entered
data must take the format dd/mm/yyyy and all data must be numeric.

» normal - this is data which is acceptable/valid and has an expected (known)
outcome; for example, the month can be any whole number in the range 1 to 12

» extreme - this is data at the limits of acceptability/validity; for example, the
month can be either of the two end values i.e. 1 or 12
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» abnormal - this is data outside the limits of acceptability/validity and
should be rejected or cause an error message; for example, none of the
following values are allowed as inputs for the month:

- any value less than 1 (for example, 0, -1, -15, etc.)

- any value greater than 12 (for example, 32, 45, etc.)

- letters or other non-numeric data (for example, July, etc.)
- non-integer values (for example, 3.5, 10.75, etc.).

Once a system has been fully tested, it is then tested with live data. This is data
with known outcomes. Live data is entered into the new system and the results
compared with those produced from the existing system. If the two outcomes do
not match, then further modifications to the system may be needed. Table 7.6
shows an example of live data testing.

V Table 7.6 Live data comparison table

Live data Expected result Actual result Any actions?
January An error message The data was accepted Validation routines on
should be output by system month element need to

be rewritten, then the
system retested

0 The message ‘a zero The new system crashed | System needs an error
value is not a permitted | when ‘0" was input trap, such as: IF INPUT
input’ should be output =0 THEN OUTPUT ‘no

zero values allowed’

Example of a test plan

The test plan shown in Figure 7.11 is designed to test a module where
temperatures are input which must be in the correct range (21 °C to 50 °C). Any
temperatures outside this range should be rejected. The input temperatures can
be integer or real (decimal).

Data set Data input Type of data input Expected outcome Actual outcome
A 35 Normal Data should be accepted

B 45 Normal Data should be accepted

C 25.5 Normal Data should be accepted

D 21 Extreme Data should be accepted

E 50 Extreme Data should be accepted

F fifty Abnormal Error message should be given

G 20 Abnormal Error message should be given //
H 51 Abnormal Error message should be given //

| -5 ) Abnormal Error message should be given /

J 100.5 / Abnormal Error message should be given /

If the system worked
correctly, then test results for this
column should be the same as column
4; if there are any discrepancies, the
module will need to be modified and
the testing repeated.

Data chosen should
come from the test
designs and strategy.

A Figure 7.11 Test plan example
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' Exercise 7d

Use the example of a date in the format dd/mm/yyyy when answering the following three questions.
1 Consider the following 20 pieces of data and decide whether each data item is normal, abnormal or extreme
(tick the appropriate box in the table).
Data item Field Normal Abnormal Extreme
15 month
12 month
07 month
1.6 month
1 month
0 month
13 month
March month
1 day
31 day
18 day
Tuesday day
45 day
0 day
30 day
0001 year
2021 year
90.55 year
-25 year
1854 year
2 Describe what validation routines could be used to check the date if it was input on the screen as follows:
Day: [ ]
Month: |:|
Year: |:|
Describe how it would be possible to avoid errors altogether when inputting the data in the form shown above.
3 Write test data for the following fields in a database (the data should try to cover all possible types of data).
The database will store the following information:
® name of holiday resort
® average daily temperature (a whole number value is used)
® number of hours of sunshine per day (a whole number value is used).
Describe the validation routines that should be written into the database interface to check the above input
values are reasonable.

/
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7.4.1 System implementation
Once the system is fully tested, the next stage is to fully implement it. Some of

the stages in this process are shown in Figure 7.12.

There is a need to train staff on
the new system

7.4 Implementation

Scan in the documents

Transfer paper files or electronic
files to the new system

> Key in the data

Download files to new database

Direct changeover

/

Changeover to the new system

Parallel running

Pilot implementation/running

\

Phased implementation

A Figure 7.12 The implementation stage

V Table 7.7 Methods used in changeover (part of implementation)

Implementation
method

Design of implementation method

Advantages and disadvantages of the method

Direct With this method the old system » This method can be disastrous if the new system fails because
is stopped overnight and the new the old system is no longer available
system introduced immediately » The benefits are immediate
» Costs are reduced (because only one system is used there is no
need to pay for two sets of staff)
Parallel With this method, the old and new | » If this new system fails, the old system is still available as a
systems are run side by side for a backup
time before the new system takes | » Itis possible to gradually train staff
over altogether » Itis more expensive than direct because extra staff are needed
to run both systems together
» Itis also more time consuming than direct because data needs
to be entered into two systems
Pilot With this method, the new system | » If the new system fails, only one part is affected; the remainder
is introduced into one branch is unaffected
or office of the company and its » Itis possible to train staff in one area only, which is much faster
performance assessed before and less costly than parallel
being introduced elsewhere inthe |» The costs are also less than parallel because only one part of
company the system is being used in the pilot warehouse
Phased With this method, only part of »

the new system is introduced

and, only when it proves to work
satisfactorily, is the next part
introduced, and so on, until the old
system is fully replaced

»

»

»

If the latest part fails, it is only necessary to go back in the
system to the point of failure; hence failure is not disastrous
More expensive than direct because it is necessary to evaluate
each phase before moving to the next stage

Very time consuming because each part needs to be fully
evaluated before making any further changes to the system

It is possible to ensure the system works properly before expanding
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We will now consider changeover to the new system in more depth. As indicated
in Figure 7.12, there are four common methods used for changing over from

the old system to the new system. Each one has advantages and disadvantages
which need to be weighed up before the most appropriate method is chosen for a
particular application.

7.5 Documentation

7.5.1 Documentation

Once the new system is fully developed, a considerable amount of documentation
also needs to be produced for:

1 people who may need to modify or develop the system further at some later stage
2 the end-user.

There is some overlap between the two types of documentation, but the basic
requirements are shown below.

Technical documentation

Technical documentation is designed to help programmers/analysts to make
improvements to the system or repair/maintain the system. This can consist of
any of the following:

» program listing/coding

» programming language used

» program flowcharts/algorithms

» system flowcharts

» purpose of the system/program/software

» limitations of the system

» input formats

» hardware requirements

» software requirements

» minimum memory requirements

» known ‘bugs’ in the system

» list of variables used (and their meaning/description)
» file structures

» sample runs (with results and actual test data used)
» output formats

» validation rules

» meaning of error messages.

User documentation

User documentation is designed to help users to learn how to use the software
or system. This can consist of any of the following:

» how to load/install/run the software
» how to save files

» how to do a search

» how to sort data

» how to print out

» how to add, delete or amend records
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» the purpose of the system/program/software package
» limitations of the system

» screen layouts (input format)

» print layouts (output format)

» hardware requirements

» software requirements

» sample runs (with results and actual test data used)
» error handling/meaning of errors

» troubleshooting guide/help lines/FAQs (frequently asked questions)
» how to log in/log out

» tutorials

» error messages/meaning of error messages

» glossary of terms.

7.6 Evaluation

7.6.1 Evaluate a solution

Once a system is up and running it is necessary to do some evaluation and carry
out any maintenance if necessary. The following is a list of some of the things
to be considered when evaluating how well the new system has worked; this can
ultimately lead to a redesign of part of the system if there is strong evidence

to suggest that changes need be made (refer back to the Figure 7.1 in the
introduction to this chapter).

» Compare the final solution with the original task requirements.
» Identify any limitations of the system.
» Identify any necessary improvements that need to be made.
» Evaluate the users’ responses to using the new system.
» Compare test results from the new system with results from the old system.
» Compare performance of the new system with performance of the old system.
» Observe users performing set tasks (compare old with new).
» Measure the time taken to complete tasks (compare old with new).
» Interview users to gather responses about how well the new system works.
» Give out questionnaires to gather responses about the ease of use of the new system.
Overall, is the new solution:
- more efficient? (this might mean ‘more efficient to use’ or ‘more efficient
for the business")
- easy to use?
- appropriate for the task it was designed for?

Some results from the evaluation may lead to two things happening:

» update of hardware because:

- of feedback from end-users

- new hardware comes on the market, necessitating change

- changes within the company require new devices to be added or updated.
» update of software because:

- of feedback from end-users

- changes to the company structure or how the company works that may

require modifications to the software
- changes in legislation that may require modifications to the software.
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Exam-style questions

1 For each of these questions, choose the correct response from the five options
given. [10]
a What validation type would make sure a post code, such as LA21 4NN,
was entered in the correct layout?

a Length check

b Presence check
c Range check

d Format check

e Type check

b What validation type would you use to make sure a number entered was > 0
but not > 100?

a Length check

b Presence check
c Range check

d Format check

e Type check
¢ What validation type checks that a field in an online form is not left

empty?

a Length check

b Presence check
c Range check

d Format check

e Type check

d What validation type checks that the correct number of characters has
been entered?

a Length check

b Presence check
c Range check

d Format check

e Type check

e Data is to be entered in the format DDMMYY. Which of the following is
NOT a valid date?

a 230421
b 010120
c 30th May 2024
d 050505
e 121221
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f Which of the following statements is FALSE?

Validation can check that data entered is sensible

Validation can check a value lies between an upper and lower bound

Validation is an automatic check done by a computer

a
b
c Validation can check that a field in an online form is not left blank
d
e

Validation can check that the data entered is correct

g Temperatures (which must be in the range 20 to 80 inclusive) are being
input into a computer. Test data is being used to make sure the validation
checks work. Which of the following are examples of extreme data?

a 0 and 100
b 19 and 81
c 20 and 80
d 21 and 81
e -1 and 85

h What is the name given to data which is outside the limits of acceptability?

a Normal

b Live

c Extreme
d Abnormal
e Erroneous

i Which of the following is NOT a valid method of implementing a new
computer system?

Serial changeover

Direct changeover

Parallel running

Pilot implementation

o |lao|lo | oo

Phased implementation

j  Which of the following data-gathering methods suffers from the Hawthorne
effect?

Examining existing documents

Interviewing customers who use the system

Interviewing staff who use the system

Observing workers doing the tasks

o |0 | oo

Filling in questionnaires
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2 Carlos is designing a new computer system to replace an existing system.
a Tick four items which will need to be designed.

[4]

Tick (v)

Inputs to the current system.

Data capture forms.

Report layouts.

Limitations of the system.

Observation methods.

Improvements to the system.

User and information requirements.

Validation routines.

Problems with the current system.

File structures.

b Before the system is implemented it needs to be tested. Different
types of test data are used to test the system. An example of test
data is live data.

Describe what is meant by live data.

¢ Following the implementation of the system, technical documentation

needs to be written.
Identify three components of technical documentation which are
not found in user documentation. [3]

Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q10,
May/June 2018

[2]

3 A farmer has purchased a computerised milking system for her cows. She has
asked a systems analyst to create a database to store details of the cows
being milked. Examples of the details of the cows which will be stored are:

Breed_of_cow | Date_of_birth | Weight_of_cow Q\éel(rjage_milk_ ﬁSLTb;aeleassport_
Holstein 25/02/2017 725.9 24.5 998/2017
Ayrshire 15/03/2016 715.0 201 972/2016
Jersey 25/02/2017 732.7 25.0 971/2016
Holstein 10/10/2016 715.0 25.0 765/2016

a Complete the following table by entering the most appropriate data

type for each field. For any numeric field, specify the type of number.

[5]

Field name

Data type

Breed of cow

Date_of birth

Weight_of_cow

Average_milk_yield

Animal_passport_number




Exam-style questions

b State which field would be the most appropriate for the primary key. [1]
¢ A validation check is used when entering the animal passport number

into the database.

Name and describe the most appropriate validation check that could be

applied to this field. [2]
Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q9 a, b & ¢,
May/June 2018

4 In the table below, by using a tick (v') indicate whether each component
is found in user documentation only, in technical documentation only or

in both types of documentation. (5]
Technical User
Description of component documentation documentation
(v (v)

How to sort the data

Hardware requirements

How to load and run the software

Program flowcharts/algorithms

Troubleshooting guide/FAQs

Validation rules/routines

Purpose of the system

Program listing/coding

Glossary of terms

Meaning of error messages

5 Put the following six stages of the systems life cycle into their correct order:
» Analysis
» Design
» Development and Testing
» Documentation
» Evaluation
» Implementation [3]

6 Which five computer terms are being described below? [5]

a A changeover method where the old system is stopped overnight and
the new system is introduced straight away.

b A changeover method where the new system is introduced into one
branch of a company and its performance assessed before being
introduced in all the company’s branches.

¢ Type of validation that checks whether or not the correct number of
characters has been entered.

d Part of the system life cycle that considers data capture forms, file
structures, validation and screen layouts.

e Software development technique where the program is broken down
into smaller parts and each part is tested separately.
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7 a Describe what is meant by the evaluation stage in the systems life cycle.  [3]
b Give two reasons why hardware may need to be updated ten years after

its initial introduction. [2]
¢ Give two reasons why software may need to be updated ten years after
its initial introduction. [2]

8 A program is being written which only accepts numbers in the range 1 to
100 (inclusively) to be input. Validation routines are being used to check the
input data.
a Name two validation routines which could be used to check the input
data in this program. Give a reason for your choice in each case. [2]
b Test data can be normal, abnormal or extreme. Explain the differences
in these three types of test data. Use examples to illustrate your
answer. [3]
¢ For this program being written, indicate, by ticking the appropriate
box, whether the following input data is normal, abnormal or

extreme. [3]
Normal Abnormal Extreme
(v) (v) (v)
52
1
104
100
twenty-five
99
d Explain what is meant by live data.
Describe how live data is used. [3]
9 An electric power company introduced computer monitoring and control
systems in the year 2000. A project management team has brought in a
systems analyst with a view to introducing a new system or upgrading
their existing system.
The power company supplies the national grid with electricity and
cannot go offline for more than a maximum of eight hours.
a Give three reasons why the project management team have decided
to renew or upgrade their system. [3]
b Suggest two methods a systems analyst might use to research
the current system. Justify your choice of methods. [4]

¢ Describe the best method of implementing a new system into
the company. Justify your choice of method. [3]




Exam-style questions

10 Six descriptions are given on the left and ten computer terms are given
on the right. By drawing arrows, connect each description to its
correct term. [6]

Designed to help programmers/analysts User documentation
to make improvements to the system or
repair/maintain the system

Live data

This checks to see if the data entered is of

the correct type [i.e. letter or number only) Extreme data

Direct changeover

Actual data used which has known
outcomes

Type check

Technical

Part of a new system is introduced and, .
documentation

only when it proves to work satisfactorily,
is the next part introduced, and so on, until
the old system is fully replaced

Abnormal data

This is data which is at the limits of Format check
acceptability or validity

Phased
implementation

This is data which is outside the limits
of acceptability or validity and should be ]
rejected or cause an error message Evaluation stage
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Safety and security

In this chapter you will learn about: * data security:
* physical safety issues - threats to data
* e-safetyissues: - protection of data.

- data protection acts
- personal and sensitive data
- e-safety when using the internet

This chapter covers safety and security issues when using computers
in the office or at home. As the use of computers continues to expand,
the health risks and security risks continue to increase. Many of these
risks are associated with the internet which, by its very nature, poses

a great risk to younger people unless they are vigilant at all times. But
large businesses are also at risk from a number of threats, including
hackers, pharming attacks and viruses. Many of the precautions people
and business can take are common sense, but, equally, it also requires
additional knowledge to know how to protect yourself from these external
attacks, which can come from anywhere in the world.

8.1 Physical safety

8.1.1 Safety issues

Physical safety is a different issue to health risks (as discussed in Chapter 5.2).
While health safety is how to stop people becoming ill, or being affected by daily
contact with computers, physical safety is concerned with the dangers that could
lead to serious injuries or even loss of life. Some of the more common risks,
together with their major causes and possible prevention measures, are listed in
Table 8.1.

V¥ Table 8.1 Physical safety hazards and prevention

Safety risk Cause of safety risk Prevention measures
» Spilling liquids/drinks on » Do not allow drinks to be taken into the
electric equipment computer room
» Exposed wires/damaged » Check all wires on a regular basis
insulation and renew wires if there is any sign of
Electrocution | » Unsafe electrical damaged insulation
equipment » Ensure all equipment is checked by a
» Unsafe electrics (for qualified electrician on a regular basis
example, wall sockets] in » Make use of an RCB (residual current
the office breaker) to prevent electrocution
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Safety risk Cause of safety risk Prevention measures
» Overloaded wall sockets » Increase the number of wall sockets and
(several items plugged into do not use too many extension blocks
one wall socket]) » Do not cover the cooling vents on
» Overheating of computer computer equipment
equipment (due to poor » Clean out dust accumulation in
heat dissipation) computers to prevent overheating
Fire hazard » Exposed wires causing a » Make sure all equipment is fully tested
short circuit on a regular basis

» Ensure there is good room ventilation

» Use low-voltage equipment wherever
possible

» Have a number of fully tested carbon
dioxide/dry powder fire extinguishers

» Trailing wires on the floor | » Use cable ducts to make the wires safe

» Damaged carpets and » Cover exposed wires and hide wires
Tripping other flooring under desks away from general
hazard thoroughfare
» Use wireless connectivity wherever
possible, therefore eliminating the
need for trailing cables
» Heavy equipment unstable | » Use desks strong enough to take the
Personal or falling from desks weight of the computer equipment
injury » Desks collapsing under » Use large desks and tables so that
weight/desks not designed hardware is not too close to the edge
to take the weight where it could fall off

8.2 E-Safety q ;

8.2.1 Data protection

Most countries have some form of data 1 Data must be fairly and lawfully processed.
protection act (DPA). This is legislation

. 70 2 Data can only be processed for the stated purpose.
designed to protect individuals and to

prevent incorrect or inaccurate data being 3 Data must be adequate, relevant and not excessive.
stored. 4 Data must be accurate.

Essentia[[y, DPAs are set up to protect 5 Data must not be kept longer than necessary.

the rights of the individual about whom 6 Data must be processed in accordance with the

data is obtained, stored and processed -

. . data subject’s rights.
for example, collection, use, disclosure, ) ¢

destruction and holding of data. Any such 7 Data must be kept secure.
act apph'es to both computerised and paper 8 Data must not be transferred to another country
records.

unless they also have adequate protection.
Many data protection acts are based on eight
principles, as outlined in Figure 8.1.

In many countries, failure to abide by these {_ﬂ
simple rules by anyone who holds data about

individuals can lead to a heavy fine or even
imprisonment.

A Figure 8.1 Main principles of data protection acts
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There are general guidelines about how to stop data being obtained unlawfully:

» do not leave personal information lying around on a desk when not attended
» lock filing cabinets at the end of the day or when the room is unoccupied
» do not leave data on a computer monitor if it is unattended; log off from the

computer if away from your desk for any length of time Link

» use passwords and user IDs, which should be kept secure; passwords should be | eeeeeeeceeeccccccacccee.
difficult to guess/break and should be changed frequently (see earlier notes For more on
on passwords) passwords see

» make sure that anything sent in an email or fax (including attachments) is not seiion 4.2

of a sensitive nature.

All of the above are in addition to other security safeguards discussed elsewhere
in this book.

8.2.2 Personal data

Personal data refers to any data concerning a living person who can be
identified from the data itself or from the data in conjunction with other
information. For example, ‘Peter Smith has long purple hair and lives at 40 Green
Street” would very clearly identify this individual!

Examples of personal data include:

» name

» address or email address (such as myname.lastname@mycompany.com)
» an ID card number/passport number

» an IP address

» cookie ID

» the advertising identifier on a mobile phone

» date of birth

» banking details

» photographs of the individual (for example, in full school uniform).

Some personal data is often referred to as sensitive (personal) data. Examples of
sensitive data include:

» ethnicity or race

» political views

» membership of a political party
» membership of a trade union

» religion/philosophical beliefs
» sexual orientation/gender

» criminal record

» medical history

» genetic data/DNA

» biometric data.

Extra special care needs to be taken of sensitive personal data.

Whether data is personal or sensitive, it is imperative that all precautions are
taken to keep it confidential, and prevent any inappropriate disclosure. This
includes keeping data safe from hackers, for example, but it also means keeping
data safe from accidental disclosure. One way to protect data if it is accidentally
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disclosed is to encrypt it. You will read many ways of keeping data secure in this
chapter and in other chapters throughout this textbook.

8.2.3 E-Safety

E-safety refers to the benefits, risks and responsibilities when using ICT. It
is often defined to be the safe and responsible use of technology. However,
e-safety is as much about user behaviour as it is about electronic security. In
particular:

» when using the internet

» sending and receiving emails
» taking part in social media
» online gaming.

v v

Using the internet

The following is a list of the precautions that can be taken to minimise the
potential danger when using the internet:

» When using the internet make sure that the websites being used can be
trusted (for example, look out for websites including https and/or the green
padlock symbol B).

» Only purchase items from websites that offer secure, encrypted connections
(see Section 8.3).

» When using search engines, always make sure the device settings are set to
‘safe search” and the highest possible level of security is used (also refer to
Chapter 10).

» Only use websites recommended by teachers, parents or from trusted sources-
refer to Chapter 10.

» Be careful what you download; is the material potentially harmful? Could it be
malware? (We will be looking at malware later in this section.) It is essential
that anti-virus or anti-malware software is always running in the background
and is kept up to date.

» Always remember to log out of sites when you have finished using them;
remember that cookies are used every time you log into a website (take
particular care with websites that store key data such as bank account or
credit/debit card details).

Sending and receiving emails

The following list highlights some of the dangers when sending and receiving
emails. It is important to have an awareness of the risks when opening emails
and how to deal with emails from unknown sources.

» Only open emails or attachments from known sources.

» Make sure your internet service provider (ISP) has an effective email filtering
feature to ensure emails from unknown sources are put into your spam folder.

» Only reply to an email if you know the person who sent it (or the organisation,
if you are 100 per cent certain it is genuine).

» Check that email addresses or website addresses pertaining to come from
a genuine company always contain the real company’s website address; for
example, a web page with the address customer_accounts@gmail.com should

197




8 SAFETY AND SECURITY

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

be treated with caution, whereas customer_accounts@amazon.com is more
likely to be genuine.

» Think carefully before replying to an email and never include the name of your
school/college, or any personal data that could identify you.

» Never send photos of yourself (particularly in school uniform, which could be
used to identify your school).

» Beware of phishing and pharming scams (see Section 8.3).

» Protect your email account by using passwords which are difficult to guess,
and change them on a regular basis (see Section 8.3).

» Take care when forwarding emails (see Chapter 10 for more details).

» Manually type in email addresses (do not copy and paste an email address from
a recipient) because you may not spot typing errors or other clues that it is
not genuine.

» Avoid clicking on hyperlinks within emails because it could be part of a
phishing scam.

» Remember, the unsubscribe link at the bottom of an email could itself be
fraudulent.

» Avoid using the Cc or To boxes when sending multiple emails; it is always a
good idea to create emailing groups and put the name of the group into the Link
Bcc box; in the To box, send the email to yourself - this will give you and your cremnresssneessnseeesane
friends some protection because any unauthorised access will not get to see FOIF el ol el
the email addresses of those in the emailing group (see Chapter 10 for more SRS
information).

Social media

When using social media sites, it is important to be careful and make sure you
know how to block undesirable people. The following list shows some of the
dangers and some of the ways to protect yourself:

» Do not publicly post or give out personal information to people you do not
know, including email addresses or house addresses, because this could be
used to find information about you or carry out identity theft.

» Do not send out photos of yourself to people you do not know; again this
could lead to identity theft or somebody impersonating you (many of the
photos on social media sites are false).

» Always make sure you use the privacy settings when posting photos of
yourself on social media sites, so that only people you trust can see them.

» It is important that none of the photos you post can link you to a place or an
address (for example, it is not a good idea to show the number plate on a car
because it is possible to find your address from this information).

» Particular care should be taken not to post photos of yourself in some form of
school uniform; again, this gives somebody information about where they can
find you.

» Always maintain privacy settings to stop ‘non-friends’ from contacting you
and also make sure you control who has access to your profile.

» Only make friends with people you know or are very well-known to other
friends.

» Avoid using, or forwarding messages containing, inappropriate language.
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» It is extremely important to be very vigilant when using social networking
sites, instant messaging or chat rooms:

e Block or report anybody who acts suspiciously or uses inappropriate
language.

e Be very careful with the language used in chat rooms:

- Always use a nickname and NEVER your real name
- Keep private and personal data secret.

e Do not enter private chat rooms - stay in public spaces (the danger signs are
if someone wants to enter a private chat room, asks you to instant message
or email, requests your telephone number or even suggests that you meet).

e Never arrange to meet anyone on your own, always tell an adult first and
meet the person in a public place.

* Avoid the misuse of images, including forwarding on other images from
other people.

e Always respect people’s confidentiality.

Exercise 8a

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Evaluate your own use of the internet, emails and social media/networking sites.

Which of these e-safety strategies do you use every day?

Online gaming

Online gaming has increased over the last few years. There are many reasons for
this, such as better internet connections, more sophisticated mobile devices
(phones and tablets) and greater realism in recent games. It is important to be
careful when using online gaming because is also carries risks. Many users think all
the games players are like-minded and, therefore, there are no real risks associated
with this type of communication. That is a dangerous assumption. Some of the
known risks, associated with online gaming, reported over the years, include:

» predators (people who prey on others who they see as vulnerable)

» cyberbullying (the use of electronic communication to bully a person, typically
by sending messages of an intimidating or threatening nature)

» use of webcams (the risks here are obvious!)

» voice-masking technology (to disguise a voice so you cannot tell their sex,
age, or even their accent)

» it is often overlooked that online games are also a source of cyber attacks on
a user’s computer or mobile phone - viruses, phishing or spyware are well-
reported examples of problems associated with certain online gaming

» violence in the game itself, which can lead to violent behaviour in reality.

As when using other platforms, you should not reveal any personal information
about you or anyone else to anyone while gaming. This includes not using your
real name.

Exercise 8b

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Find out what safety measures should be taken when playing games on the internet.

Write an article on these safety measures and include ways to minimise or remove
these risks.
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8.3 Security of data
8.3.1 Data threats

There are a number of security risks to data held on a computer/smartphone or
data being transferred around networks. This section covers a large number of
these risks:

» hacking
» phishing
» vishing

» smishing
» pharming
» viruses

» malware
» card fraud.

Each security risk together with its description, possible effects and risk
mitigation will be set out as shown in Figure 8.2.

Description of the
security risk

Possible effect of the

Name of the security risk > security risk

_ | Methods to help remove
the security risk

A Figure 8.2 Security risks

Hacking
> This is the act of gaining unauthorised/
illegal access to a computer system
e This can lead to identity theft or the
_ | misuse of personal information
FACNE | e Data can be deleted, changed or

corrupted on a user's computer

e Use of firewalls

e Use of strong (frequently changed)
passwords and user IDs ~

| * Use of anti-hacking software

e Use of user IDs and passwords

Use of encryption won't
stop hacking — it makes the data
unreadable to the hacker but the
data can still be deleted,
altered or corrupted

A Figure 8.3 Risks of hacking
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Phishing, smishing, vishing

The creator sends out legitimate-looking emails
to target users. As soon as the recipient clicks
on a link in the email or attachment, they are
sent to a fake website or they are fooled into
giving personal data in replying to the email.
The email often appears to come from a
trusted source, such as a bank or well-known
service provider

e The creator of the email can gain personal
data, such as bank account data or credit
card numbers, from the user

e This can lead to fraud or identity theft

PHISHING >

e Many ISPs or web browsers filter out phishing
emails

e Users should always be cautious when X
opening emails or attachments

e Don't click on executable attachments that
end in .exe, .bat, .com or .php, for example

Phishing emails often
look legitimate by copying
large companies, such as
online stores, to try to
convince users that the
email is totally authentic

A Figure 8.4 Risks of phishing

Malicious use refers to, for example, data deletion, fraud, identity theft and
selling on personal data. A good example of a phishing attack is when a user is
sent an email saying they have ordered an item from an online store. They will
be asked to click on a link to see the order details. The link takes the user to a
web page that shows a product code that appears to come from a well-known
company. A message, such as this will appear: “if this order wasn't made by you,
please fill out the following form to cancel your order in the next 24 hours'.

The form will ask for details such as credit card number, user’s address, and so
on. Some of the key clues are that links, such as ‘how to contact us’, do not work.

Smishing - this is short for ‘SMS phishing’. It uses the SMS system of mobile
phones to send out fake text messages. It is very similar to phishing. These
scams often contain a URL or telephone number embedded in the text message.
The recipient will be asked to log on to the website or make a telephone call. If
they do, they will be asked to supply personal details such as credit/debit card
numbers or passwords. As with phishing attacks, the text message will appear
to come from a legitimate source and will make a claim, for example, that they
have won a prize or that they need to contact their bank urgently. Most people
believe that only computers are liable to security threats and that mobile
phones are not at risk. This makes smishing a particularly dangerous security
threat to many people.
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Vishing (voicemail phishing) is another variation of phishing. This uses a voicemail
message to trick the user into calling the telephone number contained in the
message. As with all phishing attacks, the user will be asked to supply personal
data thinking they are talking to somebody who works for a legitimate company.

Pharming

This is malicious code installed on a user’s
computer or on a web server; the code will

»| redirect the user to a fake website without
their knowledge (the user doesn‘t have to take
any action, unlike phishing)

e The creator of the malicious code can gain
personal data such as credit/debit card details
from users when they visit the fake website;
usually the website appears to be that of a
well-known and trusted company

¢ Pharming can lead to fraud or identity theft

PHARMING >

* Some anti-spyware software can identify and
remove pharming code from a user’s
computer N

| e The user should always be alert and look out

for clues that they are being redirected to
another website

The user should always
look out for clues that they
are being connected to
a secure website; they should
look out for https:// in the URL
or use of the padlock

symbol @

A Figure 8.5 Risks of pharming

Viruses and malware

Malware is one of the biggest risks to the integrity and security of data on a
computer system. Many software applications, such as anti-virus, are capable of
identifying and removing most of the forms of malware. There are many forms of
malware; this section details just a selection of those forms.

Viruses
A
Worms Ransomware
Malware
Trojan horse Adware
\/
Key loggers

A Figure 8.6 Malware types
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Viruses are programs or program code that replicates (copies itself) with the
intention of deleting or corrupting files and causing the computer to malfunction
(for example, by deleting .exe files, filling up the hard drive with ‘useless’ data,
and so on).

Viruses need an active host program on the target computer or an operating
system that has already been infected, before they can actually run and cause
harm (that is, they need to be executed by some trigger to start causing any
damage).

This is program code or software
that can replicate/copy itself with
the intention of deleting or

———— | corrupting files on a computer;
they often cause the computer to
malfunction (for example, by filling
up the hard drive with data)

e Viruses can cause the computer
to ‘crash’, stop functioning
normally or become unresponsive
(e.g., the user gets the ‘not
responding’ message)

VIRUS » o The software can delete files or
data on a computer

e The software can corrupt
operating system files, making
the computer run slowly or even
‘crash’

e |nstall anti-virus software and
update it regularly

® Don't use software from
unknown sources

e Be careful when opening emails
or attachments from unknown
senders

Backing up files won't
guard against the effect of
viruses; the virus may have already
attached itself to the files that
are being copied to the backup
system; when these files are
then copied back to the
computer, the virus is
simply reinstalled

A\

A Figure 8.7 Risks of viruses

Viruses are often sent as email attachments, and reside on infected websites or
on infected software downloaded to the user’s computer. Apart from all the usual
safety actions (for example, do not open emails from unknown sources, do not
install non-original software), always run an up-to-date virus scanner.

Worms

Worms are a type of stand-alone virus that can self-replicate. Their intention is
to spread to other computers and corrupt whole networks; unlike viruses, they do
not need an active host program to be opened in order to do any damage - they
remain inside applications, which allows them to move throughout networks.

In fact, worms replicate without targeting and infecting specific files on a
computer; they rely on security failures within networks to permit them to spread
unhindered.
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Worms frequently arrive as message attachments and only one user opening a
worm-infested email could end up infecting the whole network. As with viruses,
the same safequards should be employed, together with the running of an up-to-
date anti-virus program. Worms tend to be problematic because of their ability
to spread throughout a network without any action from an end-user; whereas
viruses require each end-user to somehow initiate the virus.

Examples include the ‘I love you" worm, which attacked nearly every email user
in the world, overloaded phone systems and even brought down television
networks. All of this makes them more dangerous than viruses.

Trojan horse

A Trojan horse is a malicious program which is often disguised as some
legitimate software, but contains malicious instructions embedded within it. A
Trojan horse replaces all or part of the legitimate software with the intent of
carrying out some harm to the user’s computer system.

They need to be executed by the end-user and therefore usually arrive as an
email attachment or are downloaded from an infected website. For example, they
could be transmitted via a fake anti-virus program that pops up on the user’s
screen claiming their computer is infected and action needs to be taken. The user
will be invited to run fake anti-virus as part of a free trial. Once the user does
this, the damage is done.

Once installed on the user’s computer, the Trojan horse will give cyber criminals
access to personal information on your computers, such as IP addresses,
passwords and other personal data. Spyware (including key logging software) and
ransomware are often installed on a user’s computer via Trojan horse malware.

Because they rely on tricking end-users, firewalls and other security systems are
often useless because the user can overrule them and initiate the running of the
malware.

Key logging software

Key logging software (or key loggers) is a form of spyware. It gathers
information by monitoring a user’s keyboard activities carried out on their
computer. The software stores keystrokes in a small file which is automatically
emailed to the cybercriminal responsible for the software. It is primarily designed
to monitor and capture web browsing and other activities and capture personal
data (for example, bank account numbers, passwords and credit/debit card
details). Key loggers can be detected and removed by anti-spyware software.
Banks try and overcome this risk, by only asking for a different part of the
password each time you log on (for example, ‘please give the 3rd, 4th and 8th
character in your password’). Sometimes drop-down boxes are also used because
this involves on-screen selection using a mouse, which is difficult for the key
logger to pick up. However, some key loggers work by capturing screen images at
random intervals; these are known screen recorders.

Exercise 8c

Find out how banks overcome problems such as phishing, key logging software
and hacking to ensure online banking is safe for their customers. When doing your
research, also check out how risks at ATMs are mitigated by reading the section
on card cloning and shoulder surfing (at the end of this section).
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Adware

Adware is a type of malware. At its least dangerous, it will attempt to flood
an end-user with unwanted advertising. For example, it could redirect a user’s
browser to a fake website that contains promotional advertising. They can be
in the form of pop-ups, or appear in the browser’s toolbar thus redirecting the
search request.

Although not necessarily harmful, adware can:

» highlight weaknesses in a user’s security defences

» be hard to remove - they defeat most anti-malware software because it can be
difficult to determine whether or not they are harmful

» hijack a browser and create its own default search requests.

Ransomware

Essentially, ransomware are programs that encrypt data on a user’s computer and
‘hold the data hostage’. The cybercriminal just waits until the ransom money is
paid and, sometimes, the decryption key is then sent to the user. It has caused
considerable damage to some companies and individuals.

Imagine a situation where you log on to your computer, only to find the screen
is locked and you cannot boot up your computer until the demands of the
cybercriminal have been met. The malware restricts access to the computer
and encrypts all the data until a ransom is paid. It may be installed on a user’s
computer by way of a Trojan horse or through social engineering.

When ransomware is executed, it either encrypts files straightaway or it waits for
a while to determine how much of a ransom the victim can afford. The malware
can be prevented by the usual methods (for example, by avoiding phishing
emails); but once it is executed, it is almost impossible to reverse the damage
caused. The best way to avoid a catastrophe is to ensure regular backups of key
files are kept and therfore avoid having to pay a ransom.

Table 8.2 summaries the six types of malware described in this section.

V Table 8.2 Summary of types of malware

Viruses Programs or program code that can replicate/copy itself with the intention of deleting or corrupting
files, or cause the computer to malfunction; they need an active host program on the target computer
or an operating system that has already been infected before they can run

Worms This is a type of stand-alone virus that can replicate itself with the intention of spreading to other
computers; often uses networks to search out computers with weak security which are prone to such
attacks

Trojan horses These are malicious programs often disguised as legitimate software; they replace all or part of the

legitimate software with the intent of carrying out some harm to the user’s computer system

Spyware Software that gathers information by monitoring, for example, all the activity on a user’s computer; the
gathered information is then sent back to the person who sent the software (sometimes they monitor
key presses, which is referred to as key logging software)

Adware Software that floods a user’s computer with unwanted advertising; usually in the form of pop-ups, but
can frequently appear in the browser address window redirecting the browser to a fake website which
contains the promotional adverts

Ransomware Programs that encrypt the data on a user’s computer; a decryption key is sent back to the user once
they pay a sum of money (a ransom); they are often sent via a Trojan horse or by social engineering

205




8 SAFETY AND SECURITY

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Card fraud
Card fraud is the illegal use of a credit or debit card. This can be due to:

» shoulder surfing when using the card on any device that requires keyboard
entries (for example, an ATM or a handheld POS terminal)

» card cloning

» key logging software.

A Figure 8.8 Automatic teller machine (ATM] and handheld point-of-sale (POS) terminal

Shoulder surfing

Shoulder surfing is a form of data theft where criminals steal personal
information from a victim when they are using a cash dispensing machine (for
example, an automatic teller machine - ATM), when paying for goods/services
using a handheld point-of-sale (POS) device or even when paying using a
smartphone. Examples of shoulder surfing includes:

» somebody watching you key in data, such as your PIN; this can be something
simple like just looking over your shoulder or somebody watching from a
distance using binoculars or using a video camera

» somebody listening in when you are giving credit or debit card details over
the phone; by simply listening in, a criminal will gain very important data
about your card

» some of the more sophisticated examples of shoulder surfing include the
use of tiny digital cameras (placed near to the keyboard on the ATM or other
device) which take high-quality images of the keys being pressed.

There are ways to overcome this security risk:

» When using ATMs shield the keyboard with your other hand so that no-one can
see which keys you are pressing (many ATMs also have a small mirror built into
them so you can see if somebody is standing right behind you).

» When using a mobile device (such as a smartphone, tablet or laptop) never
key in data in a public place; nor should you speak card details into your
smartphone in a public place.

» If you are using a public place, make sure you are nowhere near security
cameras which could record passwords or other data about you; it is also
a good idea to use biometrics (touch ID or face ID) on your smartphone or
tablet, because these cannot be duplicated by simply watching you.

Card cloning
Card cloning is the copying of a credit or debit card which uses a magnetic stripe.
Cloning of this type of card employs an electronic device known as a skimmer.
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This is a data capture device that allows a criminal to record all of the data stored
on the magnetic stripe on a card. Skimmers can be placed in ATM slots where they
can read all the data from a card; this data is then copied to the magnetic stripe
of a fake card. Even the security hologram can be copied. The skimmer is often a
false front on the card slot on the ATM. To obtain the PIN to use with the newly
cloned car, the criminal would also make use of shoulder surfing.

Smart cards, which contain a microchip, were introduced to combat card cloning
and give considerably more security. Therefore, a different device, known as a
shimmer, is now used to read these smart cards. This uses a paper-thin shim
(that contains a chip and a flash drive) that can be put into a card reading slot.
It is so thin that it is almost impossible to detect. When a customer puts their
card into the reader slot, the shim reads all the data from the credit/debit card,
allowing the criminal to create a fake replica credit/debit card. Although the chip
itself cannot be cloned, all the data gathered from the cloned card is now stored
on a magnetic stripe and a fake card is produced. The fake card can be used to
make purchases where a magnetic stripe card is still acceptable; for example,
when making purchases online.

Obviously, the best way to check on this type of fraud is to do regular checks of
your spending and query any unusual activity.

Key logging
The use of key logging software has been discussed earlier. This is used to detect
all key presses, such as when entering a credit or debit card:

» number
» security code (card verification value - CVV)
» PIN.

Because all this data can be obtained by key logging software, illegal use of a
credit or debit card to buy things online is a continued risk.

8.3.2 Protection of data

Authentication is used to verify that data comes from a secure and trusted
source. Along with encryption it strengthens internet security. We will be
considering all of the following methods to protect the security of data:

» biometrics

» digital certificates

» secure sockets layer (SSL)
» encryption

» firewalls

» two-factor authentication
» user ID and password.

Biometric authentication

Biometrics relies on certain unique characteristics of human beings. Examples
include:

» fingerprint scans
» signature recognition
» retina scans
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» 1iris recognition
» face recognition
» voice recognition.

Biometrics is used in a number of applications as a security device. For example,
some of the latest mobile phones require fingerprint matching before it can be
operated; some pharmaceutical companies use face recognition or retina scans
to allow entry to secure areas. We will now consider two of these biometric
techniques in a little more detail.

Fingerprint scans

Images of fingerprints are compared against previously scanned fingerprints
stored in a database; if they match then access is allowed. The system
compares patterns of ‘ridges” and ‘valleys’ which are unique.

An example of its use would be as a security method for entering a
building. Fingerprint scanning techniques have the following advantages:

» Fingerprints are unique, therefore this technique would improve security
because it would be difficult to replicate a person’s fingerprints.

» Other security devices (such as magnetic cards) could be lost or even
stolen, which makes them less effective.

» It would be impossible to ‘sign in’ for somebody else because the
fingerprints would match up to one person only on the database.

» Fingerprints cannot be misplaced; a person always has them!

What are the disadvantages?

» It is relatively expensive to install and set up. A Figure 8.9 Fingerprint pattern
» If a person’s fingers are damaged through an injury, this can have an

effect on the scanning accuracy.
» Some people may regard it as an infringement of civil liberties.

Face recognition

Face recognition is used to identify somebody by their facial features. It is
used by many modern smartphones as the method of identifying the owner of
the phone, and for authorising purchases using the phone.

Figure 8.10 shows several of the positions used by the face-recognition
software. The position of each facial feature is calculated by the software.
These values are then compared to values already stored on a database. If the
values match, then the face is recognised.

Data such as:

» distance between the eyes
» width of the nose

» shape of the cheek bones A Figure 8.10 Face recognition
» length of the jawline

» shape of the eyebrows

are all used to uniquely identify a given face.

Face recognition systems can be ‘fooled” by wearing spectacles or by people
changing their hair style and colour. However, the technology is improving.
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One drawback common to all biometric techniques is the need for the systems
to store very personal data about users. Some people are uncomfortable with

this idea. Table 8.3 shows a comparison of some of the other advantages and

disadvantages of the six most common biometric techniques.

V¥ Table 8.3 Comparison of biometric types

Biometric technique | Advantages Disadvantages
» very high accuracy » for some people it is very intrusive, because
» one of the most developed biometric techniques it is still related to criminal identification
Fingerprint scans » very easy to use » it can make mistakes if the skin is dirty or
» relatively small storage requirements for the damaged (for example, cuts to the finger)
biometric data created
» non-intrusive » if individuals do not sign their names in a
Signature » requires very little time to verify (about five consistent manner there may be problems
recognition seconds) with signature verification
» relatively low-cost technology » high errorrate of 1in 50
» very high accuracy » itisveryintrusive
Retina scans » the're is no known way to replicate a person’s | » it can be relatively slow to verify retina scan
retina pattern with stored scans
» very expensive to install and set up
» very high accuracy » veryintrusive
Iris recognition » verification time is generally less than five » uses a lot of memory for the data to be stored
seconds » very expensive to install and set up
» non-intrusive method » itis affected by changes in lighting, the
Face recognition » relatively inexpensive technology person’s hair, their age, and if the person is
wearing spectacles
» non-intrusive method » aperson’svoice can be easily recorded and
» verification takes less than five seconds used for unauthorised access
» relatively inexpensive technology » low accuracy

Voice recognition }
9 » anillness, such as a cold, can change a

person’s voice, making absolute identification
difficult or impossible

Digital certificates

A digital certificate is a pair of files stored on a user’s computer - these are
used to ensure the security of data sent over the internet. Each pair of files is
divided into:

» a public key (which can be accessed by anyone)
» a private key (known to the computer user only).

For example, when sending an email, the message is made more secure by
attaching a digital certificate. When the message is received, the recipient can
verify that it comes from a known or trusted source by viewing the public key
information (this is usually part of the email attachment). This is an added level
of security to protect the recipient from harmful emails. The digital certificate is
made up of six parts:

» the sender’s email address

» the name of the digital certificate owner

» a serial number

» expiry date (the date range during which the certificate is valid)

» public key (which is used for encrypting the messages and for digital signatures)
» digital signature of certificate authority (CAs) - an example of this is VeriSign
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Operating systems and web browsers maintain lists of trusted CAs
(Figure 8.11).
Secure sockets layer (SSL)

Secure sockets layer (SSL) is a type of protocol that allows data to be sent
and received securely over the internet.

cvman (e
In order to sign a Microsoft Office document, you need a
digital ID. You have two options for getting a digital ID:

@ Get a digital ID from a Microsoft partner

|| If you use a digital ID from a Microsoft partner, other people
will be able to verify the authenticity of your signature.

_ Create your own digital ID

If you create your own digital ID, other people will not be able
to verify the authenticity of your signature. You will be able
1o verify the authenticity of your signature, but only on this

When a user logs onto a website, SSL encrypts the data - only the user’s comerter.

computer and the web server are able to make sense of what is being \earumore about datal Ghaae
transmitted. A user will know if SSL is being applied when they see https (as 1 =225 Lo o
part of the website address) or the small padlock (3 in the status bar at the A Figure 8.1 Digital IDs
top of the screen.

The address window in the browser when https protocol is being applied, rather
than just http protocol, is quite different:

Using https: secure https://www.xxxx.org/documents

Using http: © http://www.yyyy.co.uk/documents

SSL certificates are small data files that digitally bind an encryption key to an
organisation’s details. When installed on a web server, it shows as the green
padlock and the https protocol ensures secure connections from a web server to a
web browser.

Figure 8.12 shows what happens when a user wants to access a secure website
and receive and send data to it:

The web server

e U5 it [rstses The web browser responds by

sends a message so that

it can connect with the

_ | requests that the

required website, which
is secured by SSL

| web server

identifies itself

sending a copy of
its SSL certificate

to the user’s web
browser

Once this message is
received, the web server
acknowledges the web

authenticate this
certificate, it sends a

browser and the
SSL-encrypted two-way
data transfer begins

message back to the
web server to allow

If the web browser can

communication to begin

A Figure 8.12 Communicating across a network using SSL

Examples of where SSL would be used:

» online banking and all online financial transactions
» online shopping/commerce

» when sending software out to a restricted list of users
» sending and receiving emails
» using cloud storage facilities

» intranets and extranets (as well as the internet)

» Voice over Internet Protocol (VoIP) when carrying out video chatting and/or

audio chatting over the internet
» within instant messaging
» when making use of a social networking site.
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Encryption

Encryption is used primarily to protect data in case it has been hacked or
accessed illegally. While encryption will not prevent hacking, it makes the
data meaningless unless the recipient has the necessary decryption tools (as
described below).

Encryption uses a secret key that has the capability of altering the characters
in a message. If this key is applied to a message, its content is changed, which
makes it unreadable unless the recipient also has the same secret key. When this
secret key is applied to the encrypted message, it decodes it, allowing it to be
read.

The key used to encrypt (or encode) the message is known as the encryption
key; the key used to decrypt (or decipher) the message is known as the
decryption key. When a message undergoes encryption it is known as cypher
script; the original message is known as plain text. Figure 8.13 shows how these
two are linked together.

Encryption key

Y

Encryption process — Cypher script

Plain text

A Figure 8.13 Encryption

Encryption key SENDER 'YM3G 3G 1 N2GG1R2
Encryption FV3YY2P 3P DX13P Y2LY
process — T274V23Y R42G
YMV45RM YM2
‘This is a message 2PKVHDY34P DV4K2GG'
written in plain text
before it goes
through the
encryption process’

"YM3G 3G 1 N2GG1R2
FV3YY2P 3P DX13P Y2LY
T274V23Y R42G

YMV45RM YM2
2PKVHDY34P DV4K2GG’ RECIPIENT ‘This is a message
Decryption writtenlin plain text
— before it goes
process through the
Decryption key encryption process’

A Figure 8.14 Example of encryption and decryption

Because the protection of data if it is intercepted or illegally accessed is of
paramount importance, encryption has many applications:

» Due to the risks of pharming, hacking or spyware (and other forms of malware)
it is important that data stored on HDDs or SSDs is encrypted; if data is then
accessed illegally, it will be unreadable to the cybercriminal.

» Encryption of emails is also important (many of the safety aspects of sending
and receiving emails was discussed in Section 8.2.3):
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- Encryption of email contents protects sensitive information from being
read by anyone other than the intended recipients; encrypted messages are
meaningless to anyone without the decryption key.

- Hackers who gain unauthorised access to an email account can access
attachments, content or even the whole email account.

V¥ Table 8.4 Which part of the email should be encrypted?

Encrypt the connection with your | Encrypt the actual email Encrypt stored or
email provider: messages: archived email messages:
» Encryption of the connection » Encryption of » Any backed-up
with your email supplier emails themselves messages stored on
prevents unauthorised prevents a hacker your email supplier’s
users from intercepting and making sense of any server also need to be
capturing log in details as well intercepted messages encrypted
as any email messages sent or (keeping any sensitive | » If a hacker acquires
received or confidential access to this server,
» As the emails leave your email information safe) they could then gain
supplier’s server and travel to access to your stored
their destination server they or archived messages
are at risk; encryption will
give the additional protection
described above

Another important point about emails is that only encrypting sensitive or
confidential messages is bad practice - this indicates to a hacker which emails they
should target; encrypting all messages means the hacker has to try and decrypt every
message to find the ones they want, which certainly will not make life easy for them.

Any data stored on the cloud should also be encrypted (see Chapter 4); it is good
practice to encrypt data prior to uploading to the cloud provider - this means
that even if the cloud supplier’s servers are compromised, your data remains
encrypted; here are two recent examples to indicate why encrypting your data on
cloud storage is good practice:

» the celebrity photos cloud hacking scandal, in which more than 100 private
photos and personal information of some celebrities were leaked; hackers had
gained access to a number of cloud accounts, which enabled them to publish
photos and other sensitive information on social networks and sell them to
publishing companies

» the National Electoral Institute of Mexico suffered a cloud security breach
in which 93 million voter registrations, stored on a central database, were
compromised and became publicly available to everyone; to make matters
worse, much of the information on this database also linked to a cloud server
outside Mexico.

As mentioned earlier, https and SSL gives protection when transferring data
across the internet.

Firewalls

A firewall can be software or hardware. It sits between the user’s computer

and an external network (for example, the internet). A firewall will help to keep
potentially destructive forces away from a user’s computer, by filtering incoming
and outgoing network traffic. The criteria for allowing or denying access to a
computer can be set by the user.
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User's Firewall
«—» (software or ——> Internet
computer
hardware)

A Figure 8.15 Firewall connection

The following list shows a number of the tasks carried out by a firewall:

» to examine the ‘traffic’ between user’s computer (or internal network) and a
public network (for example, the internet)

» checks whether incoming or outgoing data meets a given set of criteria

» if the data fails the criteria, the firewall will block the “traffic’ and give the
user (or network manager) a warning that there may be a security issue

» the firewall can be used to log all incoming and outgoing ‘traffic’ to allow
later interrogation by the user (or network manager)

» criteria can be set so that the firewall prevents access to certain undesirable
sites; the firewall can keep a list of all undesirable IP addresses

» it is possible for firewalls to help prevent viruses or hackers entering the
user’s computer (or internal network)

» the user is warned if some software on their system is trying to access an
external data source (for example, automatic software upgrade); the user is
given the option of allowing it to go ahead or request that such access is
denied.

The firewall can be a hardware interface which is located somewhere between the
computer and the internet connection. It is often referred to in this case as a
gateway. Alternatively, the firewall can be software installed on a computer; in
some cases, this is part of the operating system.

Two-factor authentication

Authentication refers to the ability of a user to prove who they are. There are
three common factors used in authentication:

» something you know (for example, a password or PIN code)
» something you have (for example, a mobile phone or tablet)
» something which is unique to you (for example, biometrics).

Two-factor authentication is a form of verification which requires two methods
of authentication to verify who a user is. It is used predominantly when a user
makes an online purchase, using a credit/debit card as payment method.

For example, suppose Kate wishes to buy a new camera from a website. She logs
into the website using her computer. This requires her to enter a user name and a
password, which is step one of the authentication process.

To improve security, an eight-digit PIN (called a one-time pass code) is sent back
to her either in an email or as a text message to her mobile phone (the mobile
phone has already been registered by Kate on the website as the second stage
of the authentication process). Kate now enters this eight-digit PIN into her
computer and she is now authorised to buy the camera.
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(a)
= KAMEREZZ [ |

enter user name
Smith1234 &

Here is your
8 digit one-time

EAmm——, please enter

one-time
enter your password ass code
Ll 5123 4400 B
************ﬁ *kk%k *kk*k

A Figure 8.16 Two-factor authentication using a mobile phone

Using the definitions of authentication at the start of this section, the mobile
phone is something she has and the password/PIN code is something she knows.

User IDs and passwords

Passwords are used to restrict access to data or systems. They should be hard
to break and changed frequently to retain any real level of security. In addition
to protecting access levels to computer systems, passwords are frequently used
when accessing the internet, for example:

» when accessing email accounts
» when carrying out online banking or shopping
» when accessing social networking sites.

It is important that passwords are protected; some ways of doing this are
described below:

» Run anti-spyware software to make sure that your passwords are not being
relayed back to anyone who put the spyware on your computer.

» Change passwords on a regular basis in case it has come into the possession of
another user illegally or accidentally.

» Passwords should not be easy to break (for example, your favourite colour,
name of a pet or favourite music artist); passwords are grouped as either
strong (hard to break or guess) or weak (relatively easy to break or guess).

» It is possible to make a password strong but also be easy to remember;
suppose we use the phrase: ‘The 3rd planet is Earth: the 8th planet is Neptune’
could give us an easy-to-remember password: T3piE:t8piN (which is certainly
strong and difficult to break).

» Strong passwords should contain:

- at least one capital letter

- at least one numerical value

- at least one other keyboard character (such as @, *, &. etc.)
An example of a strong password would be: Sy12@#TT90kj=0
An example of a weak password would be: GREEN

When the password is typed in, it often shows on the screen as ******** 5o
nobody overlooking can see what the user has typed in. If the user’s password
does not match up with the user name then access will be denied. Many systems
ask for the password to be typed in twice when being created, as a verification
check (a check on input errors). To help protect the system, users are only
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allowed to type in their password a finite number of times - three times is
usually the maximum number of attempts allowed before the system locks the
user out. After that, the user will be unable to log on until they have re-set their
password.

When using an online company, if a user forgets their password or they need to
re-set it, they will be sent an email which contains a link to a web page where
they can do so. This is done as an added precaution in case an unauthorised
person has tried to change the user’s password.

Passwords should be changed on a regular basis in case they become known to
another user or even a hacker. In particular, it is important to prevent other
people gaining access to your password by way of spyware or viruses - many
methods to guard against this have been discussed earlier in this chapter.

As mentioned above, it is usually necessary to use a username as well as a
password. This gives an additional security level because the username and
password must match up to allow a user to gain access to, for example, a bank
website.

Exercise 8d

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Which of the following are weak passwords and which are strong passwords?

Explain your decision in each case.
i 25-Apr-2005

ii Password]

iii ChapTer(@06

iv rX!13&tp%

v 111111
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Exam-style questions

1 a Name three safety issues when using computer systems. [3]
b For each named safety issue, describe one way to remove or militate
against the risk. [3]
2 Internet banking can be used by bank customers to check their account
balance.

Many ways of logging into such a system involve the use of passwords.
Describe three methods of minimising the possibility of passwords being
misused or intercepted. [3]

Cambridge IGCSE Information and Communication Technology (0417) Paper 11 Q9 a,
May/June 2016

3 There are a number of health and safety issues associated with the use of

computers.
Draw arrows from the terms Health or Safety to the matching issue. Use a
maximum of four arrows. [4]
‘ Tripping over loose wires. ‘
|Health | : :
L= | Heavy equipment falling off tables and
injuring people.
‘ Safety ‘ ‘ Clicking a mouse repetitively causing RSI. ‘
‘ Overloading sockets causing a fire. ‘
Cambridge IGCSE Information and Communication Technology (0471) Paper 11 Q5,
May/June 2017
4 a Discuss the e-safety issues when using a social networking site. [7]
b Data can be classified as personal or sensitive.
Give two examples of each. [4]
5 Indicate, by ticking (v') the appropriate box, which of the following are
examples of a health risk and which are examples of a safety risk. [7]
Description of risk Health Safety
(v) (v

Tripping over a loose wire on the floor

Headaches caused by the glare from a computer screen

Risk of electrocution caused from damaged insulation on an electric
cable

Broken leg injury caused by falling equipment

Irritation of the eyes caused by ozone gas coming from a laser printer

Repetitive strain injury caused by repeated use of a keyboard

Neck strain from sitting in a prolonged position in front of a computer
monitor
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6 Seven ICT descriptions are shown on the left and seven ICT terms on the

right.
By drawing arrows, connect each description to the correct term. [6]
Authentication method using, for example, fingerprint ‘ Firewall ‘

scans, retina scans or face recognition

Result of putting a message through an encryption ‘ Pharming ‘
algorithm

Electronic document that uses a public key and a private
key which is used to secure data sent over the internet

‘ Cypher text ‘

Hardware or software that sits between a computer and
an external network that filters traffic in and out

‘ Virus ‘

Protocol that allows data to be sent and received securely
over the internet

Secure sockets

Program code that copies itself with the intention of layer (SSL)
deleting or corrupting files on a computer; needs to be
initiated by some event

‘ Biometrics ‘
Malicious code installed on a server or hard disk drive
that redirects a web browser to a fake website without the
user’s knowledge ‘ Digital certificates ‘

7 Complete the following paragraph using words or phrases from the following
list. Each word or phrase may be used once, more than once or not at all.

» authenticity »  link » protocols

» biometrics » password protected » secure sockets layer
» digital certificate » personal data » sensitive data

» encrypted » pharming » smishing

» e-safety » phishing » user D

» hacking » privacy settings » vishing

refers to safety when using the internet.
Data, such as ethnic origin or political views, are examples of
When using online social networks, it is important

to maintain to control who has access to your
profile. Users have to be aware of , which is illegal
access to their computer, or to which occurs

when legitimate-looking emails are received. In this security threat, as soon

as the is clicked on, the user’s browser is sent

to a fake website. This is similar to where text
messages are sent out from a fake company. To prevent intercepted data being
understood by a hacker, it is Protocols called

are used on the internet to allow data to be sent
and received securely. They are often used with
which are electronic documents which confirm the

of the sender of the data. [11]
8 a Explain what is meant by a firewall. [2]
b Describe four of the tasks carried out by a typical firewall. [4]

217




8 SAFETY AND SECURITY

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

9 Explain each of the following terms and give an example of their use.

a cloning of credit cards
b fingerprint scanning
¢ digital certificates
d encryption
e vishing [10]
10a Name three biometric authentication techniques. [3]
b For each named technique, describe the advantages and disadvantages
of using it as a method of data security. [6]
11 a Explain what is meant by the term authentication. [2]
b Explain what is meant by two-factor authentication. [3]
12a Explain why it is important to encrypt emails. [3]
b Explain why key logging software poses a security threat when
purchasing items on the internet. [3]
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Audiences

In this chapter you will learn about:
* audience appreciation
* software copyright.

9.1 Audience appreciation

When planning and creating ICT solutions, it is important to consider the
audience who will either use or take part in the solution. We are going to use
two different examples to show what could be meant by audience appreciation:

1 In the first example, we are going to consider using presentation software to
make a presentation for an audience.

2 In the second example, we are going to consider the general audience
requirements when developing a new website.

Both examples will follow very similar steps because the end results are very similar.

9.1.1 Giving a presentation to an audience

In this example, the ICT solution is a presentation aimed at a specific audience,
using presentation software. When writing a presentation, you need to consider
all of the following factors:

» The age of the target group (young children will have a different appreciation
and response compared to a more mature group of adults, for example).

» The experiences of the audience (a board of company directors would expect a
different approach compared to an audience composed of teenage school children).

» The expectation of the audience (for example, if you are advertising or giving
a presentation on a new restaurant, an older audience might expect to see
fine wines and good waiter service; whereas a group of students might be
more interested in pizzas and fast counter service).

» Knowledge of the audience (for example, graduates in maths would be more
comfortable seeing equations in a presentation than a group of history students).

How can you find out about the characteristics of your audience? The following
are just some of the market research techniques you might employ to identify the
characteristics of your target audience:

» interviewing a cross section of the target group to find out how to engage the
audience (if this involves a major ICT solution, then this may have to involve
many of the techniques that were described in Chapter 7)

» giving out questionnaires or online surveys to people in the target group to
find out their background, interests, and so on, so that your solution can be
tailored to meet the full expectation of the audience.

Once you have data from your audience, you can then carry out some analysis of
it, to spot trends and draw some conclusions about them. The sophistication of
data analysis would depend on how large the audience is likely to be.
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Giving a sample presentation to an audience

Now consider a phone company who market a number of different mobile phones. The
company has decided to produce two presentations, using an ICT solution, regarding
the sales and features of the four different mobile phones they market and sell:

» one presentation is to be given to the mobile phone sales team who will
receive different bonus payments depending on the phone sold

» a second presentation is to be given to a potential group of mobile phone
customers.

How would these two presentations differ? The first group (the sales team), will
have technical knowledge and will be interested in the profitability of each sale.
The second group (end-users) will only be interested in the price and the features
found on each phone.

Key factors when writing the presentations include:

v

> the language used

> the need for multimedia

» the length of the presentation

» the need for audience participation (an interactive approach)
» the examples used to illustrate certain points.

v v v Vv

¢ No vulgarity or use of inappropriate language since
this can easily offend people

e The use of technical terms should be reserved for an
experienced or technical audience

e Use of sound, video and animation will always
catch the attention of the audience ...

e ... Butitis important not to overdo it in case the
message gets hidden because of too many
distractions in the presentation

¢ A young audience is more likely to respond to loud

music and embedded video clips

e Complicated descriptions are often better explained

using graphs and/or animations

Language used

Multimedia used

) ) . Length of presentation
e Long presentations will only work if they are

interesting and engage the audience
e A very young audience would quickly get bored
and start to become restless

\

Interactive presentation

e Asking questions or getting the audience to ‘try’ Examples used
things is always a good strategy ...

e ... But always be aware that not everyone wants
to take part

e \When using examples to illustrate ideas,
remember to be understanding (e.g. don't refer to
meat products if the audience is vegetarian)

A Figure 9.1 Key factors when making a presentation




9.1 Audience appreciation

b Exercise 9a

Using the mobile phone example described above, produce two different
presentations to cover the two types of potential audience:

® the mobile phone sales team

® the potential mobile phone customers.

Explain why you have included certain features into each of your presentations.

9.1.2 Audience characteristics (when developing a

new ICT solution)

In this example we are setting out to develop a new website. As with the example
in Section 9.1.1, you need to consider certain factors regarding the audience:

» audience characteristics
» the needs of the audience
» why you need to consider the needs of your audience.

Audience characteristics

Who will be using the new website? First, consider the characteristics of your
target audience when using the new website:

» age range
> income levels

» interests

disabilities or impairments.

v v v
\'4

e \Very young children need to have animations,
bright colours, large font size and sound

D e Older users will be more interested in actual
~GAEES content; therefore a simple attractive colour
scheme which is easy to navigate is very
important

e Suppose our website is selling cars.

e |t is essential to carefully consider the target
Income :’} audience income levels; this will clearly dictate
which model ranges are advertised on the
website.

e Suppose we are developing a music website.

o We need to know the interests of our target
audience; do they like classical, EDM, K-pop,
Interests :{> rock, metal, hip-hop, folk, pop, jazz or country
and western music? The website will need to
include articles and offers which reflect their

music preferences.

o |f the website is to be used by people who are

visually impaired, then we need to use large font
Disabilities =’> size, use contrasting colours, keep the language
concise (so there isn’t too much text to read)
and include sound.

A Figure 9.2 Audience characteristics

221




9 AUDIENCES

As in the previous example, you could determine the characteristics of the
audience who are likely to use the new website by:

» interviewing a cross section of the target group

» giving out questionnaires or surveys to people in the target group to find out
their background, interests, age range, and so on

» analysing this data and drawing conclusions about the audience.

Needs of the audience

Once you have established the characteristics of the audience that the website is
aimed at, it is necessary to understand their specific needs in a bit more depth,
to ensure the final product is fit for purpose. Figure 9.3 considers the needs of
three different age groups who would use the new website.

Bright, cheerful colours

Animation and sound

More pictures than text (less writing)

Large font and simple short words

Include games where possible

Must be an easy-to-use interface (for example, touching
characters or voice interface)

Young children s>

Attractive display

The content must be interesting

Require a good mixture of text and images

Careful to use appropriate language level

Use bullet points to make the content easier to read

Adults and ={>
older children

e Contrasting colours (makes it easier to distinguish
words)

Larger font size (in case of reading difficulty)

Easy-to-use interface (touchscreen)

Make the display consistent from page to page

Do not use too much technical language as they may be
less familiar with this

Older people =>

A Figure 9.3 Audience needs

Why we need to consider the needs of our audience
Why is it important to respectfully consider these needs?

» If the audience is made up of older people, or people with disabilities, who
have sight problems, then it is important to make sure the website has clear-
to-read fonts.

» Complex language can be a real turn off to children or for people who have
English as their second language; the text needs to be clear and easy to read
for these reasons.

» It is necessary to hold the attention of the users, otherwise they will give up
using the website.

» Good, attractive screen designs will attract users to the website.

» Keeping interfaces clear and easy to use keeps people engaged.

» Lots of typing can be very frustrating, as can badly designed websites where
the user seems to go ‘round in a big circle’.
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If you know your audience and understand their needs before starting to develop
the new ICT solution, then it is far more likely to be successful.

The ideas outlined in both examples above apply whenever you are developing a
new ICT solution or product. As well as a presentation or website this could be a
new computer game, a database or a new virtual reality system.

9.2 Copyright
9.2.1 Software copyright and piracy

Software is protected by copyright laws in much the same way as music CDs,
movies, and articles from magazines and books are protected.

When software is supplied on CD, DVD or online there are certain rules that must
be obeyed. It is illegal to:

» make a software copy and then sell it or give it away to a friend or colleague

» use software on a network or on multiple computers unless a licence has been
acquired to allow this to happen

» use coding from the copyright software in your own software and then pass
this software on or sell it as your own without the permission of the copyright
holders

» rent out a software package without permission to do so from the publishers

» use the name of copyrighted software on other software without agreement to
do so.

Software piracy is the illegal copying of software. It is a big issue among
software companies. They take many steps to stop the illegal copying and to stop
any illegal copies being used once they have been sold.

There are a number of ways software is protected - either by making the installer
agree to certain conditions or by methods which require the original software to
be present for it to work:

» When software is being installed, the user may be asked to key in a unique
reference number or product key (a string of letters and numbers) which was
supplied with the original copy of the software (for example: 4a3c Oefa 65ab
adle).

» The user will be asked to click ‘OK’/'T AGREE" or put a cross in a box to agree to
the licence agreement before the software continues to install.

» If supplied as a hard copy, the original software packaging often comes
with a sticker informing the purchaser that it is illegal to make copies of the
software; the label is often in the form of a hologram indicating that this is a
genuine copy.

» Some software will only run if the CD, DVD or memory stick is actually in the
drive; this stops illegal multiple use and network use of the software.

» Some software will only run if a dongle is plugged into one of the USB ports.

A dongle is a small device, usually plugged into one of the computer’s USB ports.
It is used to allow wireless communications with devices, such as a keyboard. It

can also be used to protect software (for example, it may contain important files
that mean the software will only run if the dongle is plugged into the computer).
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The Federation Against Software Theft (FAST) was set up in the UK many

years ago to protect the software industry against piracy. FAST prosecutes
organisations and individuals who are involved in any copyright infringements.
This is done by legal penalties for anyone found guilty of such infringement.

Similar organisations exist in many countries to globally protect software, and
other intellectual property, from piracy. Examples include the International
Intellectual Property Alliance (IIPA) in the USA and the Japan Intellectual
Property Association (JIPA) in Japan.

The extract in Figure 9.4 is a typical example of how strict the anti-piracy laws
are in many countries.

TRADERS FINED $100,000
Two eBay traders (from the US) The SIIA settled the case against the
agreed this week to pay a total of two traders who also agreed to stop
$100,000 in damages after they were selling illegal software and provided
caught selling illegal copies of Norton SIIA with records identifying their
security software. customers and suppliers.

A Figure 9.4 Example of copyright infringement

Exercise 9b

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

The example given assumes that software is distributed on CD or DVD.

However, software is often purchased using store apps, where it is downloaded to
a device immediately after is paid for.

How do you think software copyright infringements and software piracy are
controlled when software is bought online in this way?
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Exam-style questions

Exam-style questions

1 When giving a presentation to a large audience, the person giving the
presentation has to consider a number of key factors:
» the language that is used
» what multimedia could be used
» how long should the presentation last
» if the presentation should be interactive
» what would be suitable examples to use in the presentation.

Describe two aspects of each key factor that need to be considered by the

presenter. [10]
2 A company has decided to develop a new online game which helps students

revise their A Level Chemistry.

Describe what factors the company needs to consider when deciding who the audience

will be for their new online game. Give examples to illustrate your answer. [8]
3 Tick (v) which of the following are used to help maintain copyright and
reduce piracy of software. [3]
(v)

Use of a product key

Use of ethics in software

Click on a check box agreeing to licence agreement

Use of holographic images

Make the software cheaper to develop
Supply software on CD-ROM or DVD-ROM

4 Explain each of the following terms: [6]
a software piracy
b product key
¢ copyright infringement
5 An airport in southern Cyprus is designing a new information system. A
number of automated information kiosks will be distributed throughout the
airport. Customers can be any age from 18 upwards. It is also expected that
Greek and English language will be used by all customers. The kiosks must also
be user-friendly to people with a range of disabilities.
a Describe the various audience characteristics that need to be considered
when developing the new kiosk. [4]
b Describe the needs of each age group and explain why it is important to
consider these audience needs. [4]
¢ Describe how the managers at the airport could determine the different
characteristics of all the customers using the information kiosks. [4]
6 A programmer is developing a presentation of a new ICT solution for a
conference and needs to consider the audience.
a Using examples, explain why presentations and ICT solutions have to take
into account the type of audience. [4]
b The programmer is concerned that the software used for the presentation
will be copied by the participants during the conference.
Describe how the software could be protected from illegal copying. [4]

Cambridge IGCSE Information and Communication Technology (0417) Paper 12 Q16,
February/March 2019
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Communication

In this chapter you will learn about: = intranets
* communication via emails, = extranets
including: = blogs and wikis
= uses and constraints = forums
- security = social networking
= netiquette * internet service providers (ISP)
= making copies * search engines (including the
- language used evaluation of information found)
- attachments * internet protocols
- spam * internet risks.

* effective use of the internet:
- differences between the World
Wide Web (WWW) and the
internet

This chapter covers certain aspects of using the internet. We will consider
rules and regulations when sending emails and look at several features of

the internet. In particular, we will define and explain many of the internet
terms used and how to search for information on the internet. Part of the
chapter also considers the differences between the internet, the World
Wide Web (WWW]) and intranets.

10.1 Communication with other ICT users
using email

10.1.1 Characteristics, uses and constraints

Emails are now one of the most common ways of communicating between
people. However, there many rules we need to follow to ensure the security
of the messages sent and also to prevent people writing anything which

is regarded as unacceptable. This first part of the chapter considers these
constraints.

Legislation

Many countries have laws to protect people against the misuse of emails.
Figure 10.1 is a guideline on what these laws often require companies and
individuals to do when sending out emails. The laws cover the use of emails
and highlight a number of constraints; these will all be covered in this part of
the chapter.

226




10.1 Communication with other ICT users using email

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Many countries

require senders of
emails to obtain ‘opt-in
permission before
emails are sent out.

i

It is important that A company or
emails are not sent out individual must have a
with false or misleading clear way for recipients

subject lines. to ‘opt out'.

Companies must
provide subscribers with
a very clear way to
unsubscribe from their
listings.

A valid postal address
must accompany emails
from companies or
organisations.

Many countries don’t Companies and

allow companies or
organisations to harvest
email addresses (this is
the process of capturing
lists of email addresses).

organisations must make
their privacy policy very
clear to subscribers —
who must be made
aware of such policies.

A Figure 10.1 Email laws

Acceptable language

The language used by people when writing emails should follow an acceptable
code of practice. The following is a list of unacceptable content to be used in
emails, text messages and online forums:

» obscene images

» language that is regarded as abusive, profane, inflammatory, coercive,
defamatory or blasphemous

» racist, exploitative or violent messages

» use of illegal materials or messages.

This list does not cover everything, but gives some idea of what is not acceptable
when sending emails. It is not regarded as adequate that recipients can simply
delete images or messages.

It is essential that anyone writing emails, or posting messages on bulletin
boards, etc. is aware of the above constraints.

Guidelines set by an employer

It is imperative that any company (no matter how small or large) that employs
people publishes guidelines regarding use of emails and other electronic
communications. Guidelines must follow the laws in the particular country in
which the company operates. Companies must indicate how they will ensure that
all of their staff are following the rules. Figure 10.2 shows an example of the
kind of things that might be included within a company’s guidelines.
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e All employees should only assume they can use a company’s email system for
business use; it is up to companies to decide if personal emails should be permitted
on their systems

e Companies may specify which company devices are allowed to be used for sending
and receiving emails

» The acceptable style and tone of emails should be made clear (see sections on
acceptable language and netiquette); there needs to be a company standard style
when sending emails

e |t must be made clear what email content is not permitted

e Employees should be told to only use their own accounts when sending emails (and
these accounts should be password protected)

e There must be clear rules regarding confidentiality of information and that all staff
must be aware of their contractual obligations

e Staff need to be aware of the method and duration of storing emails

e Incoming emails should only be read by the recipient; they can only be read by another
member of staff if so nominated

e The company policy on how to deal with and prevent viruses (and other security
threats) must be clearly laid out (these could include use of anti-virus software,
filtering of incoming and outgoing email traffic, use of auto-responders when staff are
not in work, and so on)

e Monitoring of emails may be carried out and staff must be aware that the company
has the right to read all emails

e Suitable ongoing training will take place to ensure staff follow company policy at all
times and that the company policy on emails will be enforced at all times

A Figure 10.2 Company email policy and guidelines

Copyright and security of emails

It is very important to realise that emails are subject to copyright laws. Just
because it is relatively easy to forward an email does not mean it is always legal
to do so. This is also true of any attachments sent with an email.

As with web pages, the copyright in an email is determined by its content.

Printing, copying or forwarding emails is generally not considered a breach of
copyright unless the sender has indicated clearly that the message is confidential
or the subject of copyright law. It is important that the recipient checks this

out before forwarding it on to somebody else. Most companies or organisations
will clearly set out their policies on sending emails and the material that they
contain. This will be particularly true if the sender’s email address is part of

the company’s name, for example, A.N.User@company name.com. Emails

and attachments from companies and organisations will usually contain some
copyright statement, such as:

Any dissemination or copying of this email or attachment is strictly prohibited
unless you are the intended recipient or are responsible for delivering the
message to the intended recipient. If you have received this email in error,
please let us know and then delete the original email and any attachments.
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It is common for the message to then make some statement that the views
and opinions in the email may not represent those of the company, and that
the contents may be subject to disclosure under any Freedom of Information
legislation. Companies are clearly very concerned about any potential risk of
copyright infringement.

Security and password protection

It is very important to consider the security of emails. Many security aspects
have been covered elsewhere in this book but some of the factors to consider are
repeated here for completeness.

Some methods of increasing the security of emails include:

» using strong passwords when logging on to your email account (for example,
the name of your pet is a weak password; strong passwords contain a
combination of letters, numbers and other symbols: Sy12@#TT90kj=0 would
be regarded as a strong password)

» changing passwords on a regular basis

» using spam filters to remove certain suspicious emails to a ‘junk folder or
even to block the email entirely

» running anti-virus and anti-spam software at all times on your computer, to
protect against emails from unknown or malicious sources.

Emails are said to be vulnerable to both passive and active attacks. Passive
attacks include the release of email material to other users without your consent.
Active attacks involve the modification of your messages or even denial of Link

service (that is, overloading your system by sending thousands of emails, which | =reeeoreeoseeeneeneeeene
basically ‘clogs up” your computer and makes internet access almost impossible).
Active attacks can also involve viruses or phishing attacks (these are covered
elsewhere in the book).

See Section 8.3 for
more on data security
threats.

Netiquette

Netiquette is a shortened form of the phrase interNET etIQUETTE, which refers
to the need to respect other users’ views and display common courtesy when
posting views in online discussion groups or when sending out emails. It is
very important to consider what you write always, because the reader cannot
see your facial expressions or body language. What may have been intended to
be humorous could offend somebody if they misunderstood your message, and
they could draw the wrong conclusions. Always be aware of this when posting
messages or sending emails.

There are a number of rules governing netiquette - one such source is The Core
Rules of Netiquette by Virginia Shea (published in 1994); but Figure 10.3 gives you
some idea of what constitutes netiquette.
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. Do not be abusive — do not threaten people or use
personal violence.
2. Do not send spam — do not repeatedly send somebody
the same information.
3. Be clear and succinct with your message — do not waffle.
4. Remember that posts are public in most cases and can
be read by anyone.
5. Always check your spelling and grammar — give a good
impression.
6. Respect people's privacy and do not discuss or publish
information that might embarrass somebody.
7. Forgive people’s mistakes — do not be compelled to respond
to an error.
8. Do not use CAPITAL LETTERS to highlight comments — this is
seen as ‘shouting’ in emails, text messages and
online forums.
9. Do not plagiarise — always acknowledge quotes used in
any messages you write.
10. Do not use too many emoticons as they might
annoy your readers.

A Figure 10.3 Rules of netiquette

Email groups
Email groups are used for a number of purposes:

» It is easier for a user to send out multiple emails if the addresses are all
grouped together under a single name; the user only needs to use that single
name in the ‘to” box.

» Companies and organisations can group people together for marketing
purposes, for example according to age, hobbies, favourite music and so on -
this means that each email can target specific groups.

» ‘Spammers’ can create email groups by buying addresses of people from certain
companies or from software that ‘raids’ address books on computers or email
companies - this means that several thousand people can be sent spam at one
time.

» Companies use email groups to set up meetings (for example, for a video
conference) to ensure that everybody is always invited to attend - it
would be easy to forget a person if the email addresses were all typed in
individually; this way you can be sure all the correct recipients are sent
messages.
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Other email operations

Apart from the person you are sending the email to, there are other options
available, such as:

» carbon copies (cc)

» blind carbon copy (bcc)
» forward

» attachments.

Carbon copies (Cc) and Blind carbon copies (Bcc)

The difference between carbon copies (Cc) and blind carbon copies (Bcc) is that
the Bcc address details are invisible to everyone receiving the email, apart from
the Bcc recipient. All recipients in a Cc list, however, can be seen by all other
recipients.

The use of Cc is really just netiquette; those on the ‘To" are the main recipients
and those in the ‘Cc’ list are interested parties.

Bcc is often used as a security measure when using email groups. When sending
an email to many recipients, the following is an added security to keep the
addresses of everyone safe:

» Put your own email address in the ‘To’ field.

» Set up an email group containing all the recipients and give it a name; then
store this.

» Put this named email group in the ‘Bec’ field.

» This will provide some additional protection, because anyone seeing the email
(authorised or unauthorised) will not be able to see the email addresses of the
individual recipients.

Exercise 10a

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

v El | To... John, Mary, Karl

\ "a \

\ \

\ \

""""" Cc... Tim, Ahmed, Dimitri
Bcc... Nick, Ivan, Christina
Subject: Sample question

Which recipients of the email can be seen by John, Mary and Karl?
Which recipients of the email can be seen by Tim, Ahmed and Dimitri?
Which recipients of the email can be seen by Nick, Ivan and Christina?
Who can see that the email was sent to Nick, lvan and Christina?

AROWODN-=
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Forwarding of emails

Forwarding of emails should be treated with great care. Suppose your name is
Dave and you work for a company with the domain hothouse-design.co.uk. You
have been given a company email address box where all your emails are received:
dave@hothouse-design.co.uk.

You have decided to forward all of your emails to dave2468@vyahoo.com where
you can read them at your leisure. This means that all your emails, including
spam, will be sent to this yahoo address. Two problems exist here:

1 Some internet service providers (ISPs) do not recognise the true source of emails
and regard all emails as actually coming from the hothouse-design.co.uk
domain, including spam, because they will have been forwarded from that
domain.

2 Some ISPs have spam filters in place based on email volumes from just one
address.

Both outcomes are undesirable, because there will now be an increased risk that
many of the emails sent to the Yahoo address will be spam. You could end up
being blacklisted by your ISP. For this reason, many web hosts are now putting a
ban on the email forward feature.

Attachments

Always treat attachments with great caution. Spam and phishing (see Chapter 8)
emails can potentially contain malicious attachments. Your computer can become
infected if the attachment contains an executable file. Examples of executable
files are those ending in: .exe, .msi, .bat, .cmd, and so on.

It is also important to remember when sending attachments that the ISP will
have a limit on the size of file that can be sent. Emails were never intended to
include large files. It is probably better to look at alternatives when sending
large files, such as:

» file compression (zip files)

» selecting a web service that allows files to be transferred: upload the file(s)
and then create a link. This link can be sent in an email and the recipient can
then easily download very large files by clicking on it.

10.1.2 Characteristics and effects of spam

Any unsolicited email sent over the internet is regarded as spam. It is often sent
to multiple recipients and can range from being simply annoying to dangerous,
because spam can contain viruses or be part of a phishing scam (see earlier
chapters).

Spam can affect many online operations (for example, YouTube) where links
(called ‘spambots’) are posted within videos which send users to another website.

While some regard spam as a cheap way of advertising to many people at the
same time, most people consider it to be a big nuisance. The main disadvantages
are:

» It uses up people’s time.
» It generally annoys people.
» It uses up valuable bandwidth on the internet, slowing it down.
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» It can have viruses attached or even be part of a phishing scam.
» It can clog up users’ inboxes.

Spam is not just a problem for computer users - it can also affect mobile phones. -

In this case it is usually text messages being send to multiple phones. It is Link

sometimes referred to as ‘m-spam’, ‘mobile spamming’ or ‘spam SMS’). At the basic L """"""""""""
o . . . . ook back at

level it just annoys people, but with some mobile phone providers users are

) . Chapter 8 for ways to
charged for each message they receive. It then becomes more than just an prevpent spam. U
annoyance!

10.2 Effective use of the internet

This section will consider the effective use of networks, such as the internet,
intranets and extranets. This will include many of the features of each type of
network.

10.2.1 Characteristics, uses, advantages and
disadvantages of the internet

The differences between the internet and the World Wide Web (WWW)

The word internet comes from INTERconnected NETwork, because it is basically
a worldwide collection of interconnected networks. The internet as a whole is
actually a concept rather than something tangible (that is, something we can
touch). However, it relies on a physical infrastructure that allows networks and
individual devices to connect to other networks and devices.

: [! host host ; E!

| | network
gateway
gateway
network network
hub
hub
B | B |
“~ host host » = = host

A Figure 10.4 Diagram of the internet

In contrast, the World Wide Web (WWW) is only a part of the internet which
users can access using web browser software. The World Wide Web consists of a
massive collection of web pages, and has been based on the hypertext transfer
protocol (http) since 1989. The World Wide Web is a way of accessing information
using the internet; so, the internet and the World Wide Web are actually quite
different. Table 10.1 summarises the differences.
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V¥ Table 10.1 Summary of differences between the internet and the World Wide Web

Internet World Wide Web (WWW)

» itis a collection of multimedia web pages and
other information on websites

» users can send and receive emails

» allows online chatting (via text, audio | » uses http(s) protocols to send hypertext
and video) markup language (HTML) documents

» makes use of transmission protocols | » uniform resource locators (URLs) are used to
(TCP) and internet protocols (IP) specify the location of web pages

» web resources are accessed by web browsers

» itis aworldwide collection of

interconnected networks and devices | WWW uses the internet to access information

from web servers

Intranets and extranets

Many companies use an intranet as well as the internet. An intranet is defined
as ‘a computer network based on internet technology but designed to meet the
internal needs for sharing information within a single organisation or company’.
Access to an intranet is usually confined to a company or organisation and,
unlike the internet, is not available to the general public.

Intranets reside behind a firewall and are only accessible:

» internally to members of the company, or
» to people given various levels of access who are external to the company (see
later).

There are a number of reasons for adopting intranets rather than using the
internet:

» Intranets are safer because there is less chance of external hacking or
viruses.

» It is easier to prevent external links to, for example, certain websites.

» Companies can ensure that the information available is specific to their
internal audience’s needs.

» It is easier to send out sensitive messages in the knowledge that they will
remain within the company.

» Intranets offer better bandwidth than the internet, therefore there are
fewer connection limits than with the internet (that is, the number of
bits per second that can be transmitted are usually higher within an
intranet).

It is also possible to create extranets that allow intranets to be extended
outside the organisation, but with the same advantages as an intranet;
this allows, for example, trading partners to have controlled access to some
information (commercially-sensitive information is password protected).
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Intranet

Communication via
mobile phone

Communication via
virtual private network

\

/

A person can connect
to the company
intranet using the
mobile phone
network to contact
the company'’s secure
server; a number of
safeguards will permit
only certain users to
have access to
commercial data.

Connection to the
company’s secure
server is made via the
internet; secret keys
are used to encrypt all
communications
between the user and
the server; no one can
‘eavesdrop’ on the
transmitted data
without these keys — it

is an example of a
virtual private
network (VPN).

A Figure 10.5 Connecting to an intranet though a mobile phone network or virtual private
network

Figure 10.6 shows how intranets, extranets and the internet can all be connected
together. Access to servers behind a firewall is limited for external users.

internet ) S— internet
external .
server firewall
users
extranet —_— extranet ~

—

application extranet intranet
server server server

| I

internal company network (intranet)

A Figure 10.6 Connections between internet, intranet and extranet

What are the differences between the internet and an intranet?

» As discussed, the term internet comes from the phrase: INTERconnected
NETwork.

» The term intranet comes from the phrase: INTernal Restricted Access NETwork.

» An intranet is used to give local information relevant to the company or
organisation; whereas the internet covers everything.

» It is possible to block out certain websites using the intranet; while this is
also possible with the internet, it is more difficult.
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» An intranet often requires a password and user ID, and can only be accessed
from agreed points/computers; whereas the internet can be accessed by
anyone from anywhere in the world, provided the user has an ISP account.

» Anintranet is behind a firewall, which gives some protection against hackers,
viruses, and so on; there is much less protection against hackers and malware
when accessing the internet.

» Information used in intranets is usually stored on local servers, which makes
it more secure from outside users for the same reasons as above.

Blogs, wikis, social networking sites and forums

Blogs

Web logs (blogs) are personal internet journals where the writer (blogger) will
type in their observations on a topic (for example, a review about the latest
movie release) and perhaps provide links to some relevant websites.

Blogs tend to range from minor projects (such as the performance of a rock star)
through to important social issues. However, the comments made on blogs are
NOT immune from the law; bloggers can still be prosecuted for writing offensive
material.

Features of blogs:

» updated on a regular basis by the author

» usually organised in reverse chronological order (most recent to least recent
entry)

» normally public - anyone can read them

» entries normally come from a single author

» other internet users cannot change blogs - they can only read them.

Microblogs are similar to blogs, but are most often used on social networking
sites to make short, frequent posts. The posts can be done using instant
messaging, emails or use other social networking vehicles (such as tweets).
Social networking sites use microblogs to allow members to update their personal
profiles, for example.

Another version is a b-blog - short for business blog - which is used by
businesses to promote themselves on the internet.

Wikis

Wikis are web applications or websites that allow any user to create and edit
their web pages using any web browser. A wiki will support hyperlinks and uses a
very simple syntax (known as wiki markup) to create pages. They have often been
described as ‘web pages with an <edit> button’.

Features of wikis:

» anyone can edit, delete or modify the content

» many authors can be involved in a wiki

» it is possible to organise a page any way the author(s) wish(es)

» shows/keeps track of all entries - that is, stores a document history

» can be easily edited using a web browser

» allows large documents to be seen by many people - it is easier than emailing
several people.
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Social networking sites

Social networking sites focus on building online communities of users who L'nk 